odosu [Juuwe IJlzoslbs Ws zoly 9so 1Jlpw
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S 0l IJpwews gpdss uuwg IJodssu leoslbsl 9luveglhoo Vs zolj 9sw IUles (SWA).

IJecbdole IJlgul gusé
lJpolbdolo
w9u2s Cisco wpg)96 IUpgoele IJoldse:
* Idsuesd Ids slzes Idpuweese 1,umgpss (GUI) J SWA.
* 1J9uo9d 1 Slzos wlo, 1Jisle, (CLI) oo SWA.
IJedsule [Jpuuespd
Jlsdoue) 03l ldpuwows gds luesble wlez spd9ule pbss pesus.
o6 lousle Ipedsale 1513 S 0 Upwews po Ulao_)o Jeseso s wusiss roE_rono eloos.
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lJglo9s 1. pu 9lzod IJpwegsp Iyuwspess: lowdd IJs bho Iduble 9lge,) pdd IJodsse.
IJglog6 2. olds po weass pdd IJoussd IJs IUdpusse, 1dpeds Jeuo 19 pldb.

IJgb9s 3. Iz, wuvds, Jdple 1Jpu9) B pdldle IJodssy



196 4. (I2eshs) 12 luve Jodd IJedssu.
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Configuration File

Current Configuration

Configuration File:
2 > @ Download file to local computer to view or save
O Save file to this appliance (wsa-source.cisco.local)

Email file to: ]

Separate multiple addresses with commas. Maximum alfowed
characters 8192,

Password Display Options:
@ > @ Encrypt passwords in the Configuration Files
Q Mask passphrases in the Configuration Files
Nate: Files with masked passphrases cannot be leaded using Load Configuration.
@ ~» (@ Use system-generated file name
O Use user-defined file name: |

Note: ".xmi” will be appended to the specified file-name
autornaticaily.
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.& ooy Bl Yeo wlogile IJougwg IUlzoslbs wlguegsle oo o9, JJBule: WJo spdud
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IJglo9s 2. Vs Suwpe IJuuwg IJlzoslbs JJodssu: s glus IJizesh Jopdso Idouwg
IJlzoslbs JJodsso.

1296 3. Jowpdu pu luwosib pJI IJodsso [Js SWA: 225 uge Bs wuopsu ewbb 1Je)9)
VIS pdV IJodssut

IJe 96 4. 9331 Jouopsed: spdud cpas> wa9esdsd udd IdedSle (FTP) Iy wi9wsdsd
lJouwg 1Jlew (SCP) Yo y90999d pr€9e Jedb pJud IJodysue.
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#  Enable Config Backup: Enable

®

Include Passphrase in Configuration File?: () yo

e %
Retrieval Method;y @ | FTP on Remote Server

FTP Host:  [10.48.48.192
Directory: = [swa1_Backup
Username: |adm inistrator

\ Passphrase:  [sesssssesessness
(0 scp on Remote Server

SCP Host: I SCP Port: I

Directory: I

P9

Username: I

Enable Host Key Checking

Automatically Scan
Enter Manually

louile IJouwg Idlzoslbes oo 9lzos Lub, 1UIgle,

sedud lugile uuwg leoslbs JJodsu po 9lzos pub, IUD9le): s13s s@se wotiso IUpdd
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lJgbes 2. ugd SaveConfig.
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SWA_CLI> saveconfig

Choose the password option:

1. Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2. Encrypt passwords

[1]> 2

Do you want the system to generate a name for the configuration file? [Y]>

The file S1000V-4444444444444444-AAAAAAAAAAAAAA-BBBBBBBBBBBB.xm1 has been saved in the configuration di

p odpse Sup wisu pdV IJodssu IUss we logulde Vs sdsd IJedssu eds 1Uzols.
Ildss spdu 1dsuesd Idse gw) FTP.



lwos)b pdu lJodssy |Js SWA

IU2glo9s 1. o0 91206 IJpwodrp Idyuwspess: luodd Ids bLd IJuble sle, pdw IJodsso.
IJgo96 2. O Suwe wdasu Ideed: 235 wresd pd cdssu pu Jpusye) peds.
1Jeb9o 3. 16§, W99 lgosh pduwd 9235 pJd wd9sy XML.

IJgb9o 4. (Ioshs) Bl Jue oy Vs luwos)b odysy Iduvedo: s glus IJIResh wepsd
lesble IJgvede.

1U¢ 096 5. 108, 9938 wepsd.

lJglo96 6. 16,8, W98 pulugs Vs IJBlsps IUpuwe 8o oieJ..y odysu IJogpsd.

Load Configuration: |7 Load a complete or partial configuration

Note: Files with masked passwords cannot be loaded using Load Configuration.

) Load a configuration file from the appliance:

[EUN_DEFAULT.tar.gz El

Preview Selected File

[ ® Load a configuration file from local computer:
3 ’l Choose File | SWA_amojarra.xml
) Paste your configuration in the space provided below:

@ * [ Load Network Settings
Warning! Loading configuration will permanently remove all of your current configuration settings. It

is strengly recommended that you save your configuration before performing these actions.

Basic network settings (interface configuration, rouling tables, and DNS settings) will be retained unless

the option to load network settings is selected. :
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
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