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Configuration File

Current Configuration

Configuration File:
@  Download file to local computer to view or save .—@
(O save file to this appliance (sourceSWA.amojarra.amojarra)

O Email file to: I

Separate muitiple addresses with commas. Maximum allowed
characters 8192.

Password Display Options:

@  Encrypt passwords in the C Files

O Mask passphrases in the Configuration Files
Note: Files with masked passphrases cannot be loaded using Load Configuration.

O

() Use system-generated file name

©  Use user-defined file name: ~ [Source-SWA-Before-Migrate
Note: ".xmi" will be appended to the specified file-name
automatically.

V298 - IS pJS IJedasy

1J¢9o 2. o8y Jvolé WY
lJoubds)
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IJs 1dgless 3.
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HTTPS: oldud, W98 wujsd Idyvolse... Idoolb.

TP proxy Sestings.
9 Enabl HTTPS Proxy.
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Certificate Management

Appliance Certificates

| Add Certificate. ..

Time
Certificate Common Name Issued By Domains | Status | Remaining Expiration Date Detete
SWA Source GUI SWA Source GUI ‘SWA Source GUI May 11 20:14:56 2028
Certficate Certificate. Certificate WA | ctive: |79 days GMT ®

| Export Certificate...

Weak Signature Usage Settings

Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings
Certificate FQDN Validation Usage: | Disabled

Edit Settings

Certificate Lists

Updates
File Type Last Update
Cisco Trusted Root Certificate Bundie Success - Fri Feb 27 20:16:56 2026 26 Not Available
Cisco Certificate Blocked List Suceess - Fri Feb 27 20:18:56 2026 13 Not Available

No updates in progress. Update Now

Current Version New Update

| Manage Trusted Root Certificates.

Certificate Based Authentication/RADSEC Root | 0 custom raot certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based RADSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates...

lJu29,6 - b6 Sboble 1) 1Jp9se9d wol

1J21096 3.3. §p woguwse JJ wigsue 22 9899

peuewe wlJud) eds luweo slud) eds cujsd

Custom Trusted Root Certificates

Delete

lJwol>é...

lJu29,6 - wujsd uvoble 1Jgs) [Jeses s wol

Linport.. |
» Jul 2 12:42:50 2030 GMT No

lJglbes 4. o ods) Uboldé 9lzod
lJeuwese lhuusess (GUI)

edlebs: Bl oo ogwese yuolss
GUI IJp>pzo: B 9p wldogbs |Us
lJglbgs 5.
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Certificate Management

' A ce Certificates

Add Certificate...

Time
Certificate Commeon Name Issued By Domains | Status | Remaining Expiration Date Delete
SWA Source GUI SWA Saurce GUI SWA Source GUI May 11 20:14:56 2028
Certiicate icate WA | Adive | 795 days Gt @
! Export Certificate.

Weak Signature Usage Settings
Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings

Certificate FQDN Validation Usage:  Disabled

Edit Settings

Certificate Lists

Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Fri Feb 27 20:16:56 2026 2.6 Not Available
Cisco Certificate Blocked List Success - Fri Feb 27 20:18:56 2026 13 Mot Available

No updates in progress. m

Certificate Management

Trust Root Certificates: 246 certificates in Cisco trusted root certificate list
6 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates.

Certificate Based Authentication/RADSEC Raot | 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based RADSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list
View Blocked Certificates... |

1Ju29,6 - wuoss) ybold 9lzed IJpuwese Idyuw9psd

lJglb9s 5. wuoss, yvoble ISE

% pdlebé: 3l Jp ody ould SWA: spe
ISE( lue@d |Js 1Jgbys 6.

lJglo9s 5.1. pu 9lzos IJpuwegsp lU)um9pss luwgd
IJs 1Juveds 9lud@) 899 peyd Eple 1Jogso.

lJglb9s 5.2. lud) W99 weusy IJleshble.
IJgl9s 5.3. wujsd gpse Iduvoble 1Jew9ud, 6.

Edit Tdantity Services E

[ Enable 1SE Servies

Primary ISE paGrid Node: | The Web Appltance will communicate with the ISE pxGrid node to support Web Appliance data subscription (ongoing updates). A primary ISE pxGrid
de {server) must be configured.

[[5ELamojarra.amoajira__ (Hostrame or Ipv4 address)

1SE pXGrid Node Certifcate:

i the 3¢ pxGeidnodecerticate i igned by o Cestiicate Auhorty,conim chat he Cerficate Authorty [ sted i he Tusted foot Cerdctes It

(see Networ > Centfcate the Ch-signed 1 the certiicate s selfsigned, exgort the certifcate from the
€ oG e to add below. Yo con UPasd the eIt Cham the Iciudes any Tiermedate crbhates

Certicate: Ghousa Fil | No fle chosen (upiosd e ]

Common name: 1SEL amofara.smofarra
Organization:
Organizatianal Uit
Country:

Expiration Date: Mar 3 21:00:04 2027 GMT

Basic Constrants: Mot Criical

Downlosd Certiicate.

Secondary ISE pxGri Node OBURAD: | T Wb Applarce il communicate with th ISE oG s tosuppart Web Applance data subscinton (o
ISE pxGeid rode. piiid Node

g cpdates). Speciting a secondary.
cormmend rom the o.

[z amaparra.ameams " (Hostname or 194 acdress)

1SE pxGrid Nod Certficate:

Root Certfcates
he certicate fron

I the ISE pxGrid node certificate is signed b
corcats Mansgerment and spoad ihe Cacione
10 200 below. You can upload the certificate chas

Certieate: [ Choose File | o fle chasen

Commn name:  1SE2.amajarr.amojarra
Organization:
Organizational Unit:
Country:

Expration Date:  Mar 3 21:00:05 2027 GMT

Basic Constraints: Nt Critcal

_ann\umc Certifcate.

lJu29y6 - wujsd uuoble ISE
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|Jglo9d 7. Luolss [glsé wogso
lJpol> 96

lJglbesé 7.1. o0 9lzod IJpuwegse |Uy)um9pess: luwgd
IJs Iduveds 9lody B98 IJpuol>$6.

IJglogo 7.2. lb‘l op wpdsy oIS welule
IJlg el Bolds po 929> Idubolss 9ldpdelz drsd.

1J¢1b9o 7.3. $p w&Hue Jobo Julyvs JJodssy
lJzlds.

Authentication

Authentication Realms

Add Realm. ..
Transparent User Base DN or
Realm Name Server Type Scheme(s) Servers ntification NetBIOS Domain Delete
ADDS Active Directory | Kerberos, NTLMSSP, Basic | 10.48.48.17 Not Enabled AMOJARRA '

Global Authentication Settings

Action if Authentication Servi Block all traffic if authentication fails
Log Guest User by: [P Address

Re-auth Disabled

(Credential Cache Options: sy rrogate Timeout: 3600 seconds

Client IP Idle Timeout: 3600 seconds.

Disabled

e:  SWA Source Authentication Certificate
n:  Cisco
nit: - SWA
untry:  US
ate:  Mar 3 20:31:36 2027 GMT
ic Constraints:  Not Critical

Edit Global Settings...
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N edlebs: Jl spdud wujsd yuols ldpeuol> 96
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IJgbgs 8.2. JJJ z29d wozso: lud) 899 edb 2x9J
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Routes

IPv4 Routes for Management and Data Traffic (Interface M1: 10.62.131.143, Interface P1: 10.10.10.10, Interface P2: 20.20.20.20)

Add Route... Save Route Table.. || Load Route Table... |

Al

m]
Route Name: Destination Gateway Qglete
10.1.1.0 10.1.1.0/24 10.62.131.1 (m)
10.3.3.0 10.3.3.0/24 10.62.131.1 =]
10.4.4.0 10.4.4.0/24 10.62.131.1 0
10.2.2.0 10.2.2.0/24 10.62.131.1 0
Default Route All Others 10.62.131.1
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VMware ESXi
Microsoft Hyper-V
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https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/ar_ae/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ar_ae/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
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Edit Local User

Local User Settings
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IJglo9s 18.4. 168, 9.8 LiwlJ.

lJglogs 18.5. §p wowdss IJogss)le.

lJglo9s 19. opllel>s op SWA |Js
Active Directory

LJ?_JD_S(S 19.1. U _9|3_06 |.Jrouuotbro |JJw3p§6‘
lvold IJs IJuveds 9lu g, 99,9 lJpuol>96.

IJgho9s 19.2. 165 8935 luwe 28 Idpol> 9.

ye wdest Bl op cessu guslu IP zas>
Jlgwp IJpuosd Bolds pu lugile
wwedle DNS 1Juo,9)86 WO ¢3006 DNS
J¢é>pd Active Directory.

1J21096 19.2. 108, 998 Iluuoele [Js 1Upeld
9bed wslule IJlgwpls:

Edit Realm

Authentication Realm

ive Directory Server: | specify up to three Active Directory servers:
() set Source Interface

Source Interface

10.48.48.17

hostname or IP address

Active Directory Account: | active Directory Domain: (2) [AMOJARRA.AMOJARRA

Computer Account (7
Location:  [Computers
(Example:
() Enable Trusted Domain Health Check

Status: Computer account wsa1550710$ not yet created.

lJu29,6 - IJluoele |Js pzld Active Directory
IJgo96 19.3. 16§y 998 LiuwlJ.

IJglo9é 19.4. wlds po Loed luwpe IJpLosd
lJeel> w9zs00.
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Authentication

Authentication Realms

Add Realm...
Tran: User Base DN or
Realm Name Server Type Scheme(s) Servers Identification NetBIOS Domain Delete

ve Directory | Kerberos, NTLMSSP, Basic | 10.48.48.17 | NotEnabled | AMOJAR RA @

Global Authentication Settings
Action if Authentication Service Unavailable: | Block all traffic if authentication fails
Failed Auther ndiing: | Log Guest User by: IP Address

Re-aut ation: | Disabled

Basic Authenticatior n TTL: | 3600

Credential Encryption: | Enabled

HTTPS Redirect Port:

Redirect Hostname: | P1-SWA-Source.amojarra.amojarra
Credential Cache Options: | surrogate Timeout: 3600 seconds
Client IP Idle Timeout: 3600 seconds

User Session Restrictions: | pisabled

Header Based Authentication: | Disabled

Secure Authentication Certificate:

mmon name:  SW/
o
Organiza swa

Country:  US
Expiration Date: Mar 3 20:31:36 2027 GMT
Basic Constraints:  Not Critical

lJue9,é - lesble [dpeuol> 96
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(IJuvsobess-2). 9 SWA IJos we wozsdol
Sldes Jol guslu IP 2o BGp wluolds
SWA Jgolj 258> |[Js SMA gugbs 1Ugbgs
20.

lJglbsé 20.1. lood o CLI ooy SMA.
lJ¢lb9es 20.2. Liugd logeconfig.

IJ¢ b9 20.3. I>¢J hostkeyconfig.
lJzlbgs 20.4. IJu o delete 9l og b enter.

1Jg b5 20.5. Idew 1@ e leroub o SWA
lJ3s wp wyzsdo p9e)l 9l og b Enter zus
Suwos ldpegldz.

lJglbgs 20.6. IJoo IJIJw;le 9l og b Enter
Jewb lJogss)le.
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IJu29,6 - 2lJs zolj lely SMA
lJglo9s 20.9. 16,9, W98 luuble loolJ.
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Edit Web Appliance: Source SWA

IJuo9,6 - logile leuold o SWA
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Edit Web Appliance: Source SWA

[ success — Authentication successful. |

Web Appliance Settings

Appliance Name: | [Source SWA

1P Address or Hostname: | [10.48.48.181

abiépnllance Cantzalzed Services Centralized Configuration Manager

Centralized Reporting
Centralized Upgrades: service disabled (2)
Connection Status: | File transfer credentials have been established.

Establish an SSH connection for Centralized Web Services.

[ Establish Connection... | [ Test Connection

Assign Configuration Manager: (7.
\More assignment options may be enabled once an SSH connection is established.

O Nt Assigned
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Configuration File

Error — Configuration File was not loaded. Parse Error on element "port_name" line number 85 column 18
with value "M2": The network port name must be one of ['Management', 'P1', 'P2', 'T1', 'T2"] (with
optional "_v6" suffix), or start with "VLAN" or "Loopback".
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Error - Configuration File was not Toaded. Parse Error on element "port_name" 1line number 85 colu
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autoselect

aa:bb:cc:00:00:00
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Configuration File

Error  — Configuration File was not loaded. Parse Error on element "ise_service" line number 548 column 17:
baY4mw.crt.pem ISE certificate not present in /data/db/isecerts/.
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Error - Configuration File was not loaded. Parse Error on element "ise_service" 1line number 548 column
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
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https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
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