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o lllnioll

dwaziual]l oligSall

S ENEWA]

aSuill ozl auw !

ol oSl

o)l o gaxill

le>Molg ozl Sliniwl
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DHCP-assigned

m Network
_/l 10.2.2.X
1I].2.TT

203.1.1.1

Lion
{central PIX)

VYPH 3.z Client

IP address

Tiger
[remote PIX)

10.1.1.1

Metwork
10.1.1.X

olugSil

I S

...Building configuration
Saved :

(PI'X Version 6.0(1
nanei f gb-ethernet0 sparel securityl0
nanei f gb-ethernetl spare2 securityl5

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFhbNI dI . 2KYOU encrypt ed

hostnane |ion




donai n- name ci sco. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!

ACL to avoid Network Address Translation (NAT) on ---!
the IPsec packets. access-list 100 permit ip 10.2.2.0
255.255.255.0 10.1.1.0 255.255.255.0

access-list 100 permit ip 10.2.2.0 255.255.255.0
10.3.3.0 255.255.255.0

|

pager lines 24

| oggi ng buffered debuggi ng

i nterface gb-ethernet0 1000aut o shut down

interface gb-ethernetl 1000aut o shut down

interface ethernet0 1Obaset

interface ethernetl 10baset

ntu sparel 1500

ntu spare2 1500

ntu outside 1500

ntu inside 1500

ip address sparel 127.0.0.1 255. 255. 255. 255

i p address spare2 127.0.0.1 255. 255. 255. 255

|

IP addresses on the interfaces ip address outside ---!
203.1.1.1 255.255.255.0

ip address inside 10.2.2.1 255.255.255.0

|
ip audit info action alarm
ip audit attack action alarm

ip local pool clientpool 10.3.3.1-10.3.3.10

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address sparel 0.0.0.0

failover ip address spare2 0.0.0.0

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp tineout 14400

global (outside) 1 203.1.1.10-203.1.1.15 !--- —-—- !
Change from NAT to PAT on the DHCP interface. gl oba
(outside) 1 interface ! !--- Binding ACL 100 to the NAT
statement to avoid NAT on the IPsec packets. mnat
(inside) 0 access-list 100

|

nat (inside) 1 0.0.0.0 0.0.0.00 0

conduit pernmit icnp any any

|

Default route to the Internet route outside 0.0.0.0 ---!
0.0.0.0 203.1.1.2 1
|
timeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h323 0:05: 00 sip
si p_nedia 0:02: 00 0:30: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs




aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

|

The sysopt conmand avoi ds conduit on the |Psec ---!
.encrypted traffic

sysopt connection permit-ipsec

1

no sysopt route dnat

1

Phase 2 encryption type crypto ipsec transform-set ---!
myset esp-des esp-md5-hmac

crypto dynamic-map cisco 1 set transform-set myset
crypto map dyn-map 20 ipsec-isakmp dynamic cisco

1

Binds the IPsec engine on the outside interface. ---!
crypto map dyn-map interface outside

1

Enables ISAKMP key-exchange. isakmp enable outside ---!
!

ISAKMP policy for accepting dynamic connections ---!
from the remote PIX. isakmp key ******** address 0.0.0.0
netmask 0.0.0.0

ISAKMP policy for Cisco VPN Client 2.x isakmp ---!
policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 1000

1

ISAKMP policy for Cisco VPN Client 3.x isakmp ---!
policy 20 authentication pre-share

isakmp policy 20 encryption des

isakmp policy 20 hash sha

isakmp policy 20 group 2

isakmp policy 20 lifetime 86400

1

IPsec group configuration for either client ---!
vpngroup unityclient address-pool clientpool
vpngroup unityclient dns-server 10.1.1.3

vpngroup unityclient wins-server 10.1.1.3

vpngroup unityclient default-domain cisco.com
vpngroup unityclient idle-time 1800

***k%*k%*** ypngroup unityclient password

1

telnet tineout 5

ssh timeout 5

termnal width 80

Crypt ochecksum d6f e92db883a052c5765be21a74e7c8d
end :

[ K]

il JeSains

...Building configuration
Saved

(PI'X Version 5.3(1
namei f gb-ethernet0 sparel securityl0




namei f gb-ethernetl spare2 securityl5
nanei f ethernet0 outside security0

narmei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane ti ger

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

nanes

!

ACL to avoid NAT on the IPsec packets access-list ---!
101 permit ip 10.1.1.0 255.255.255.0 10.2.2.0
255.255.255.0

|

pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

no | oggi ng consol e

no | oggi ng nonitor

| oggi ng buffered debuggi ng

no | ogging trap

no | oggi ng history

logging facility 20

| oggi ng queue 512

i nterface gb-ethernet0 1000aut o shut down
interface gb-ethernetl 1000aut o shut down
interface ethernet0 1Obaset

interface ethernetl 10baset

ntu sparel 1500

ntu spare2 1500

ntu outside 1500

ntu inside 1500

ip address sparel 127.0.0.1 255. 255. 255. 255
i p address spare2 127.0.0.1 255. 255. 255. 255
|

ip address outside dhcp

ip address inside 10.1.1.1 255.255.255.0

|

ip audit info action alarm

ip audit attack action alarm

no fail over

failover timeout 0:00:00

failover poll 15

failover ip address sparel 0.0.0.0

failover ip address spare2 0.0.0.0

failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0

arp tineout 14400

gl obal (outside) 1 204.1.1.10-204.1.1.15

|

Binds ACL 101 to the NAT statement to avoid NAT on ---!
the IPsec packets. nat (inside) 0 access-1list 101
|

nat (inside) 1 0.0.0.0 0.0.0.00 0

conduit pernmit icnp any any

route outside 0.0.0.0 0.0.0.0 204.1.1.2 1
ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc




0: 10: 00 h323 0:05: 00 sip

si p_nedia 0:02: 00 0:30: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
|
The sysopt conmand avoi ds conduit on the |Psec ---!
.encrypted traffic

sysopt connection permit-ipsec

!

no sysopt route dnat

!

Phase 2 encryption type crypto ipsec transform-set ---!
myset esp-des esp-md5-hmac

crypto map newmap 10 ipsec-isakmp

crypto map newmap 10 match address 101

crypto map newmap 10 set peer 203.1.1.1

crypto map newmap 10 set transform-set myset

!

Binds the IPsec engine on the outside interface. ---!
crypto map newmap interface outside

!

Enables ISAKMP key-exchange isakmp enable outside ---!
!

ISAKMP policy for connecting to the central PIX. ---!
isakmp key ******** address 203.1.1.1 netmask
255.255.255.255

isakmp identity hostname

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 1000

!

telnet tinmeout 5

ssh tinmeout 5

termnal width 80

Crypt ochecksum 6743b7bf 9476590ecdlala8c6d75245b

end :

[ K]
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.6 0uiall olwl=ll o ,2,—show crypto engine ipsec -

Le>Nolg clas VI BlaSiwl

Le>Wools (oSl elasi GliaSiwy lgolriwl liSay ologles pumill 13D 9,

le>Moolg eliasVI SlaSiwl ool

w22 (OIT) 2L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (Jaad ulxualleVasll) 2131 a2 io 8131 ac
. Show oVl 2,50 >

.debug olol plaziw| b zuaill 1olol Jo> dago wlogles JI &)l rda>Ve

VPN Jlasil o0 IPsec ¢ 5> (oglay Jrasdl oS 13] Lo 49,20 paxiuw—debug crypto ipSec -
ISAKMP ¢ ;> e ¢ao9lai o8Vl oS 13] b a9 ,20) paiuwy —debug crypto isakmp connection -
(VPN) a,aUall danll aSuidl o

auell "a>" cllasV auos 2151

;5 o)l PIX ellasi ausuas -
2 o PIX ellasi zuzuas -
Lol ozl asuas -

S350)l PIX elasi auuas

crypto_i saknp_process_bl ock: src 204.1.1.1, dest 203.1.1.1
OAK_MM exchange
| SAKMP (0): processing SA payload. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKVP: encrypti on DES-CBC

| SAKIVP: hash MD5

| SAKIVP: default group 1

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIMP: life duration (basic) of 1000

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication using id type | D _FQDN
return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 204.1.1.1, dest 203.1.1.1

OAK_MM exchange

| SAKMP (0): processing KE payl oad. nmessage ID = 0

| SAKMP (0): processing NONCE payl oad. nmessage ID =0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

I'l SAKMP (0): speaking to another |10S box
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return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 204.1.1.1, dest 203.1.1.1
QAK_MM exchange

| SAKMP (0): processing | D payload. nmessage ID =0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

| SAKMP (0): SA has been authenti cated

| SAKMP (0): | D payl oad
next - payl oad : 8

type 2
pr ot ocol : 17
port : 500
| ength : 10

| SAKMP (0): Total payload Iength: 14

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 204.1.1.1, dest 203.1.1.1
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nmessage |D = 1223411072

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
. | SAKVP: attributes in transform

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SA life duration (basic) of 28800

| SAKIVP: SAlife type in kil obytes

| SAKIVP: SAlife duration (VPI) of 0Ox0 O0x46 0x50 O0xO0
| SAKMP: aut henticator is HVAC MD5

, I SAKMP (0): atts are acceptabl e.| PSEC(validate_proposal _request): proposal part #1

,key eng. nmsg.) dest= 203.1.1.1, src= 204.1.1.1)
, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
,(src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

1223411072

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID

| SAKMP (0): processing |ID payl oad. nmessage |D = 1223411072

| SAKMP (0): ID_I Pv4_ADDR _SUBNET src 10.2.2.0/255.255.255.0 prot 0 port O

| SAKMP (0): processing |ID payl oad. nmessage |D = 1223411072

| SAKMP (0): I D_I Pv4A_ADDR SUBNET dst 10.1.1.0/255.255.255.0 prot O port
... 0Ol PSEC(key_engi ne): got a queue event

| PSEC(spi _response): getting spi 0xd0e27chb6(3504503990) for SA from204.1.1.1
to 203.1.1.1 for prot 3

return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 204.1.1.1, dest 203.1.1.1
QAK_QM exchange
: oakl ey_process_qui ck_node
OAK_QM AUTH_AVAI T
| SAKMP (0): Creating | PSec SAs
(i nbound SA from204.1.1.1 to 203.1.1.1 proxy 10.2.2.0 to 10.1.1.0
has spi 3504503990 and conn_id 4 and flags 4
lifetine of 28800 seconds
lifetinme of 4608000 kil obytes
(out bound SA from203.1.1.1 to 204.1.1.1(proxy 10.1.1.0 to 10.2.2.0
has spi 2729504033 and conn_id 3 and fl ags 4
lifetine of 28800 seconds
...lifetime of 4608000 kil obytesl PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas



,key eng. nmsg.) dest= 203.1.1.1, src= 204.1.1.1)
, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
,(src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 28800s and 4608000kb
spi = 0xd0e27cb6(3504503990), conn_id= 4, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
,key eng. msg.) src= 203.1.1.1, dest= 204.1.1.1)
,(src_proxy= 10.1. 1. 0/ 255. 255.255.0/0/0 (type=4
, (dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,|1ifedur= 28800s and 4608000kb
Oxa2b0ed21(2729504033), conn_id= 3, keysize= 0, flags= 0x4

spi

return status is | KMP_NO ERROR
a2y & PIX clas| auuas

| SAKMP (0): beginning Main Mode exchange

crypto_i saknp_process_bl ock: src 203.1.1.1, dest 204.1.1.1
CAK_MM exchange

| SAKMP (0): processing SA payload. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKIVP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKIMP: default group 1

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIMP: life duration (basic) of 1000

| SAKMP (0): atts are acceptable. Next payload is 0

| SAKMP (0): SA is doing pre-shared key authentication using id type | D _FQDN
return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 203.1.1.1, dest 204.1.1.1

CAK_MM exchange

| SAKMP (0): processing KE payl oad. nmessage ID = 0

| SAKMP (0): processing NONCE payl oad. nmessage ID =0
| SAKMP (0): processing vendor id payl oad
I'l SAKMP (0): speaking to another |0OS box

| SAKMP (0): | D payl oad
next - payl oad : 8

type 2
pr ot ocol : 17
port : 500
| ength : 18

| SAKMP (0): Total payload |Iength: 22

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 203.1.1.1, dest 204.1.1.1
CAK_MM exchange

| SAKMP (0): processing | D payload. nmessage ID =0

| SAKMP (0): processing HASH payl oad. message ID =0

| SAKMP (0): SA has been aut henti cated

| SAKMP (0): beginning Quick Mde exchange, MID of
...1223411072: 48ebc5801 PSEC( key_engi ne) : got a queue event
| PSEC(spi _response): getting spi Oxa2b0ed21(2729504033) for SA
from 203.1.1.1 to 204.1.1.1 for prot 3



, 1 SAKMP (0):

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 203.1.1.1, dest 204.1.1.1
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nmessage |D = 1223411072

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
. | SAKVP: attributes in transform

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SA life duration (basic) of 28800

| SAKIVP: SAlife type in kil obytes

| SAKIVP: SAlife duration (VPI) of 0Ox0 0x46 0x50 0xO0
| SAKMP: aut henticator is HVAC MD5

atts are acceptabl e. | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. msg.) dest= 203.1.1.1, src= 204.1.1.1)
, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
,(src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processi ng NONCE payl oad. nmessage | D = 1223411072
| SAKMP (0): processing |ID payl oad. nmessage |D = 1223411072
| SAKMP (0): processing |ID payl oad. nmessage |D = 1223411072

| SAKMP (0): Creating | PSec SAs

(i nbound SA from=203.1.1.1 to 204.1.1.1 (proxy 10.1.1.0 to 10.2.2.0

has spi 2729504033 and conn_id 4 and flags 4
lifetine of 28800 seconds
lifetinme of 4608000 kil obytes

(outbound SA from204.1.1.1 to 203.1.1.1 (proxy 10.2.2.0 to 10.1.1.0

has spi 3504503990 and conn_id 3 and fl ags 4
lifetinme of 28800 seconds

...lifetime of 4608000 kil obytesl PSEC(key_engi ne): got a queue event

, (IPSEC(initialize_sas
,key eng. nmsg.) dest= 204.1.1.1, src= 203.1.1.1)
, (dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
,(src_proxy= 10.1. 1. 0/ 255. 255. 255.0/0/ 0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 28800s and 4608000kb
Oxa2b0ed21(2729504033), conn_id= 4, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
,key eng. msg.) src= 204.1.1.1, dest= 203.1.1.1)
,(src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,|1ifedur= 28800s and 4608000kb
spi = 0xd0e27cb6(3504503990), conn_id= 3, keysize= 0, flags= 0x4

spi

return status is | KMP_NO ERROR

Juaell clias | auuas

Sev=l nfol 4 CM 0x63100004 06/28/01 16:43:20.402 19
Est abli sh secure connection using Ethernet

Sev=l nfol 4 CM 0x63100025 06/28/01 16:43:20.402 20
"Attenpt connection with server "203.1.1.1



Sev=I nfo/ 6 | KE/ 0x6300003B 06/28/01 16:43: 20. 402 21
.Attempting to establish a connection with 203.1.1.1

Sev=I nfol 4 | KE/ 0x63000013 06/28/01 16:43: 20. 442 22
SENDI NG >>> | SAKMP CAK AG (SA, KE, NON, ID, VID, VID, VID to 203.1.1.1

Sev=l nf o/ 4 | PSEC/ 0x63700014 06/28/01 16:43: 20. 452 23
Del eted all keys

Sev=Info/5 | KE/ 0Ox6300002F 06/28/01 16:43: 20. 492 24
Recei ved | SAKMP packet: peer = 203.1.1.1

Sev=Infol 4 | KE/ 0x63000014 06/28/01 16:43:20. 492 25
RECEI VI NG <<< | SAKMP CAK AG (SA, VID, VID, VID, KE, ID, NON, HASH from203.1.1.1

Sev=Infol/5 | KE/ 0x63000059 06/28/01 16:43:20. 492 26
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

Sev=Info/5 | KE/ 0x63000001 06/28/01 16:43:20. 492 27
Peer is a G sco-Unity conpliant peer

Sev=Infol/5 | KE/ 0x63000059 06/28/01 16:43:20. 492 28
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

Sev=Infol/5 | KE/ 0x63000001 06/28/01 16:43:20. 492 29
Peer supports DPD

Sev=Infol/5 | KE/ 0x63000059 06/28/01 16:43:20. 492 30
Vendor | D payl oad = AOEB477E6627B406AA10F958254B3517

Sev=Infol 4 | KE/ 0x63000013 06/28/01 16:43:20.542 31
SENDI NG >>> | SAKMP OQAK AG *(HASH, NOTI FY: STATUS_I NI TI AL_CONTACT) to 203.1.1.1

Sev=l nfol 4 CM 0x6310000E 06/28/01 16:43:20. 542 32
Est abli shed Phase 1 SA. 1 Phase 1 SAin the system

Sev=Infol 4 | KE/ 0x63000013 06/28/01 16:43:21.143 33
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 203.1.1.1

Sev=Info/5 | KE/ 0Ox6300002F 06/28/01 16:43: 24. 067 34
Recei ved | SAKMP packet: peer = 203.1.1.1

Sev=Infol 4 | KE/ 0x63000014 06/28/01 16:43:24. 067 35
RECEI VI NG <<< | SAKMP CAK TRANS *(HASH, ATTR) from 203.1.1.1

Sev=Infol/5 | KE/ 0x63000010 06/28/01 16:43:24. 067 36
MODE_CFG REPLY: Attribute = | NTERNAL_|I PV4_ADDRESS: , value = 10.3.3.1

Sev=Info/ 5 | KE/ 063000010 06/ 28/ 01 16: 43: 24. 067 37
MODE_CFG REPLY: Attribute = INTERNAL | Pv4 DNS(1): , value = 10.1.1.3

Sev=Info/ 5 | KE/ 063000010 06/ 28/ 01 16: 43: 24. 067 38
MODE_CFG REPLY: Attribute = | NTERNAL | PV4 NBNS(1) (a.k.a. WNS) : , value = 10.1.1.3
Sev=Info/ 5 | KE/ 0x6300000E 06/ 28/ 01 16: 43: 24. 067 39

MODE_CFG _REPLY: Attribute = MODECFG UN TY_DEFDOMAIN: , val ue = cisco.com



Sev=l nfol 4 CM 0x63100018 06/28/01 16:43:24.067 40
Mode Config data received

Sev=Info/5 | KE/ 0Ox63000055 06/28/01 16:43: 24. 668 41
Received a key request fromDriver for IP address 203.1.1.1, GWIP = 203.1.1.1

Sev=I nfol 4 | KE/ 0x63000013 06/28/01 16:43:24. 668 42
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 203.1.1.1

Sev=Info/5 | KE/ 0Ox63000055 06/28/ 01 16:43: 24. 668 43
Recei ved a key request fromDriver for |IP address 10.10.10.255, GWIP = 203.1.1.1

Sev=Infol 4 | KE/ 0x63000013 06/28/01 16:43:24. 668 44
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 203.1.1.1

Sev=l nf o/ 4 | PSEC/ 0x63700014 06/28/ 01 16:43:24. 668 45
Del eted all keys

Sev=Info/5 | KE/ 0Ox6300002F 06/28/01 16:43:25.619 46
Recei ved | SAKMP packet: peer = 203.1.1.1

Sev=Infol 4 | KE/ 0x63000014 06/28/01 16:43:25.619 47
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, I D, ID, NOTIFY: STATUS RESP_LI FETIME) from 203.1.1.1

Sev=Info/5 | KE/ 0x63000044 06/28/01 16:43:25.619 48
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

Sev=Info/5 | KE/ 0x63000045 06/28/01 16:43:25.619 49
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

Sev=I nfol 4 | KE/ 0x63000013 06/28/01 16:43:25.619 50
SENDI NG >>> | SAKMP QAK QM *(HASH) to 203.1.1.1

Sev=Infol/5 | KE/ 0x63000058 06/28/01 16:43:25.619 51
(Loading | Psec SA (Message I D = 0x59515364 OUTBOUND SPI = 0xB24CDB55 | NBOUND SPI = 0x83AA0042

Sev=Infol/5 | KE/ 0x63000025 06/28/01 16:43:25.619 52
Loaded OUTBOUND ESP SPI: 0xB24CDB55

Sev=Infol/5 | KE/ 0x63000026 06/28/01 16:43:25.619 53
Loaded |1 NBOUND ESP SPI: 0x83AA0042

Sev=I nf ol 4 CM 0x63100019 06/28/01 16:43:25.619 54
One secure connection established

Sev=I nf o/ 6 DI ALER/ 0x63300003 06/28/01 16:43:25.629 55
. Connection established

Sev=I nf o/ 6 DI ALER/ 0x63300008 06/28/01 16:43: 25. 669 56
MAPI 32 Information - Qutl ook not default mail client

Sev=Info/5 | KE/ 0x6300002F 06/28/ 01 16:43:25.960 57
Recei ved | SAKMP packet: peer = 203.1.1.1

Sev=Infol 4 | KE/ 0x63000014 06/28/01 16:43:25.960 58
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID, NOTIFY: STATUS RESP_LI FETIME) from 203.1.1.1

Sev=Info/5 | KE/ 0x63000044 06/28/01 16:43:25.960 59
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

Sev=Info/5 | KE/ 0x63000045 06/28/01 16:43:25.960 60
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb



Sev=I nfol 4 | KE/ 0x63000013 06/28/01 16:43:

25. 960 61

SENDI NG >>> | SAKMP CAK QM *(HASH) to 203.1.1.1

Sev=Infol/5 | KE/ 0x63000058 06/28/01 16:43:
(Loading | Psec SA (Message | D = 0x23A23005 OQUTBOUND SPI = 0xADO599DB | NBOUND SPI

Sev=I nfo/5 | KE/ 0x63000025 06/28/01 16:43
Loaded QUTBOUND ESP SPI

Sev=I nfo/5 | KE/ 0x63000026 06/28/01 16:43
Loaded | NBOUND ESP SPI

Sev=I nf ol 4 CM 0x63100021 06/28/01 16:43

. Addi tiona

Sev=I nfol 4 | PSEC/ 0x63700010 06/28/01 16:43:

Created a new

Sev=I nfo/ 4 | PSEC/ 0x6370000F 06/28/01 16:43:

Added key with SPlI =0x55db4ch2

Sev=I nfo/ 4 | PSEC/ 0x63700010 06/28/01 16:43:

Created a new

Sev=I nfo/ 4 | PSEC/ 0x6370000F 06/28/01 16:43:

Added key with SPlI =0x4200aa83

Sev=I nfo/ 4 | PSEC/ 0x63700010 06/28/01 16:43:

Created a new

Sev=I nfo/ 4 | PSEC/ 0x6370000F 06/28/01 16:43:

Added key with SPlI =0xdb9905ad

Sev=I nfol/ 4 | PSEC/ 0x63700010 06/28/01 16:43:

Created a new

Sev=I nfol/ 4 | PSEC/ 0x6370000F 06/28/01 16:43:

Added key with SPl =0xa4d4742b

Sev=I nfo/ 6 | KE/ 0x6300003D 06/28/01 16:43

Sendi ng DPD request to 203.1.1.1,

Sev=Infol 4 | KE/ 0x63000013 06/28/01 16:43

25. 960 62
= 0x2B74D4A4
25. 960 63

0xAD0O599DB
25. 960 64

0x2B74D4A4
25. 960 65

Phase 2 SA established

25. 960 66
key structure

25. 960 67
into key list

25. 960 68
key structure

25. 960 69
into key list

25. 960 70
key structure

25. 960 71
into key list

25. 960 72
key structure

25. 960 73
into key list

35.173 74

seg# = 1856135987

35.173 75

SENDI NG >>> | SAKMP QAK | NFO *(HASH, NOTI FY: DPD_REQUEST) to 203.1.1.1

Sev=Info/5 | KE/ 0Ox6300002F 06/28/01 16:43:35.173 76
Recei ved | SAKMP packet: peer = 203.1.1.1
Sev=I nf o/ 4 | KE/ 0x63000014 06/28/01 16:43:35.173 77

RECEI VI NG <<< | SAKMP QAK | NFO *(HASH, NOTI FY: DPD_ACK) from 203.1.1.1

Sev=Info/5
Recei ved DPD ACK from 203.1.1.1, seq# received

| KE/ 0x6300003F 06/ 28/01
1856135987

16: 43:

seqg# expected

35.173 78
1856135987

do olbd ol
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