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@) Home |0 Coniguraton [JMvﬂwmq e sove Qretresn| Qs () G)Help cisco
Device gement LU B < > Devi = Certificate Management > Identity Certificates [m}
#- i Management Access
488 Licensing Tssued To ~1 IssuedBy Expiry Date Associated Trustpaints Usage Puiblic Key Type
2 m System Image Configuration |msn'ucmrea'l\lmewasa.escan'de.ow.;~san J0S... :Lr\slrucmre:i\la'newasa example,,, 15:09:09 CEDT Jl L... TP General Purpose  RSA (2043 bits) -
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Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
Add Identity Certificate b
Trustpoint Name: [SL-Trustpoint)
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): 2z
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrol

I@ Add a new identity certificate: I
Key Pair: <Default-RSA-Key = ~ Show... New...

Certificate Subject DN: | CN=asavpn.example.com Select...

[] Generate self-signed certificate

Act a5 local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

[] Enable CA flag in basic constraints extension

Wt Add Certificate Cancel Help
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Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certficate W | GeneralPupose [RSA (4095 bts) Show Detols
General Purpose  RSA (2048 bits)
= = Delate
Trustpoint Name: S5L-Trustpoint
O Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrol

(® Add a new identity certificate:

Key Pair: <Default-RSAKey> ~ Show...

Certificate Subject DN: | CN=asavpn.example.com Select...

[[] Generate self-signed certificats

Act as local certificate authority and issue dynamic certificates to TLSProxy =

Advanced...

wy Cancel Help -
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Configuration > Device Management > Certificate Management > Identity Certificates o

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
—Yr—— B | oo [nsalosenn  Re—
N General Purpose  RSA (2048 bits)
B - Delete
Trustpoint Name: |55L-Trustpoint |
O Impor| [F Add Key Pair X Exot
Decry| Install
Key Type: (8) RSA (C)EcDsA (O EDDSA
File Re-Enrof
® Adda Name: () Use default key pair name
keyl I@ Enter new key pair name: |5SL-Keypar I
Certifi size: i
06 ysage: (®) General purpose () Speaal [>
i
onc =
Oen
" concd reb
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Configuration > Device Management > Certificate Management > Identity Certificates =
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certficate | GeneralPupose RSA (d0ssbity) _[ireerees
General Purpose  RSA (2048 bits)
. = Delete
Trustpoint Name: 55L-Trustpoint
O Import the identity certificate from a file (PKCS12 format with Certificate(s)-+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrof

(®) Add & new identity certificate:

Key Pair: I Mew...

Certificate Subject DN: | CN=asavpn.example, com Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS<Proxy | -

Advanced...

[[]Enable CA flag in basic constraints extension
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lxsmedm Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type | Add ]

[E) Add Identity Certificate X

) - Delets
() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): | !
Bamypien 1 e
eomptren: [ |  Reenal

(®) Add a new identity certificate:
Key Pair: | 55LKeypair » Show... New...
Certificate Subject DN: |m=asavm.exame.m | m
[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

v Add Certificate | | Cancel | Help

b. b5 wld36 gusly Idubel>s DN $p wodasy wwele IJubelss - lgw) wups pu IJSlises
IJpouwsdé: bed IJ8ses: lod) eds luolds.

llssued'lo Issued By [Expiry Date Assodated Trustpoints ~1 Usage PPublic Key Type | Add I
métldld&nt-t}'Certif\cale = | Show Detals |
Delete
Trustpoint Mame: S5L-Trustpoint Z
o Export
O tmport the ientity o= 1y Corificate Subject DN X |
Decryption Passphras( [ wsal
File to Import From: Atirbute Value I— Refmol
(® Add 3 new identity ca DN Attribute to be Added
gy e
Certificate Subect DN Value: |asa.vpn.example.com | Delete
[[] Generate self-sign
Act as local cef
[[] Enable cA fiagin
" [Addcerticate || cancel | Help |

lhsued'lo Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type | Add I
B Add Identity Certificate * | SEnEEEs
Delete
Trustpoint Name: S5L-Trustpoint | :
. Export
O Import the identity &2 (7 cortificate Subject DN X :
Decryption Passphrast [ msa ]
File to Import From: Attribute value I— Re-Enrol
@ Add a new ientity ce DN Attribute to be Added
Key Pair: Attribute: |Country (€) v| [ Add>> |
= |Comman Mame (CN)
Certificate Subject DN Vahie: Department (OU)
[] Generate self-sign L y Name (O)
Act as local ca) mbutsnt)(l)
Address (EA) E
[ o || cnal | nep |
[ Enable CA fiagin
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Configuration > Device Management > Certificate Management > Identity Certificates (m]
. Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type . Add
[E Add Idéntib_.f Certificate - - - - -X
Trustpoint Name: SSL-Trustpoint

() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From:

(®) Add a new identity certificate:
Key Pair: S5L-Keypair w Show... New...
Certificate Subject DN: | CN=asa.vpn.example.com Select...

[[] Generate self-signed certificate

TLS-Proxy

[[] Enable CA flag in basic constraints extension

W Add Certificate Cancel Help

d. W¥s z28J FQDN. i>'aJ luwe Idpzld 1dpded wldIled IU3s spdu pu gdldo 1d9uo9d 1Us
IJzols pu IJloesue. 9lud) W99 OK.



lxsmedm Issy~-o- - imind . Lo Public Key Type | Agd ]
[E) Advanced Options X
B Add Identity Certificate X | SETEEES |
it mode p and SCEP challenge p 1 are not available for self-signed certificates. I—DI
Trusipoint Name: EE Certificate Parameters EnrolmentMode SCEP Challenge Password ]
() Import the identity certifica |
| | st

Decryption Passphrase: [
Fie toImport From: |

(®) Add a new identity certifica
Key Pair: E
Certificate Subject DN: [c
[] Generate self-signed ce

Act as local certifica

[] indlude serial number of the device

[ Enable CA flag in basic

5. lugile CSR 9z bo

a. ludy eds luoles iolse.

llssued'lo Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type | Add ]

(B Add Identity Certificate % [ snowetais |
Trustpoint Name: SSL-Trustpoint B :
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): | Ees

R E— =T

(®) Add a new identity certificate:
Key Pair: | 55LKeypair v|| show.. | [ New..
Certificate Subject DN: | Chl=asa.vpn. example.com || select... |
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable €A fiag in basic constraints extension

b. cbbo, G836 pbldus Jpdls CSR 1S pdd gdis IUzols Idpedss.

lxsmedm Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type | Add ]

B Add Identity Certificate * | Stiow Defaic |

Trstpont e —
) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): [ et
Decryption Passphrase: 1 | Instzd

Ehi o I: [ \dentity Certificate Request X Refmol |

Add identity certificate: To complete the enroliment process, please save the PKCS10 enrollment
(Bpdd anew tarity request (CSR) and send it to the CA.

Pair: S5L-Ke
Key Pair i ‘You will then need to install the certificate that is returned from the CA by
Certificate Subject DI: | Ci=gsag  icking the Install button n the identity Certficates panel.

[] Generate self-signed certificate mmwﬂe::

Act as local certificate author

o |[omad |[ no ]

R

[[] Enable CA flag in basic constraints extension

W Add Certificate | | Cancel | | Help |




lod) B98 luwoesluo: e, p9del Jpdlb CSR Bso: &p lpdlb 1Jpdd Llpwsls txt.

~ pdlebo: gus b 1dpdwd Llpwsh ixte spdu Vo bdo PKCS#10 9g, 00
cluwesle ez vueIue (ped Notepad).

c. swp lJlu &)u2 TrustPoint 1Uzss> B 2lJé peds.

-onfiguration ice Managemen -ertificate Manage: (]
Issued To Issued By Expiry Date Assodated Trmmomts Pubkic Key Type i Add
-HE__ Show Detais
I Delete
‘ Export
[ el

‘ ReErrol
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1. cowsw guobs CAlJus 99w eJs CSR

a. loodd lJs IJodsse > 1b1ys 1Jizess >bls I bolble > slge, uoble CA. 168, 99,8
ol (Add).

Configuration > Remote Access VPN > Certificate Management > CA Certificates

Issued To
IdenTrust Commerdal Root.., CN=IdenTrust Commerdal ...
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ...

a

Associated Trustpoints ~1 Usage Active Iml

General Purpose No Edit
General Purpose Mo

Expiry Date
19:12:23 CEST Jan 16 2034 _smartCalHome _ServerCA
19:23:33CEST Nov 242031 _SmartCalHome_ServerCA2

lssued By

b. b¢J luwe TrustPoint 9235 Couse po pdW: 9lud, £Js iy luvoesluo: 935 [Juuolss
I wslos. wodl pu 3dde Gp wduod el pize pu228 (CA) o056 wonpes; PEM
PV pJVO LS Vs edd IJue.

Issued To Issued By Expiry Date Assodated Trustpoints Usage Active Add
Iden'frust Commercial Root... CN IdenTrust Cormneruai i 1*! 1 23 CEST Jan 16 2034 _SmartCalHome Seme!CA Genelal Purpose Edit
ool ot Az ION~Cuoods ook CA 2. .| 55513 oot o 24 o | Sreriotione Senmcnz (e
Show Detais
Install Certificate x
Request CRL
Delete

Trustpoint Name:

(@) Install from a file: Browse...

() Paste certificate in PEM format:

A odlzbé: wouse volbs CAlJos 988w eJs CSR. Iuwagspe wbuw Iu;.?o uldbé
Ugc;éé pod guolé 1Jogsé. spdy wouse guoble l1dpyze 1dpue>d IUIE)s
IJleds s Idws)yz Idoypes J PKI s udlb 1Je@s IJeudods.
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Issued To Issued By Expiry Date Assodated Trustpeints ~1 Usage Active Add
IdenTrust Commercial Root... CN=IdenTrust Commerdal ... 19:12:23 CEST Jan 16 2034  _SmartCallHome_ServerCA General Purpose Mo Edit
QuoVadis Root CA 2 CN=QuoVads Root CA 2, ... 19:23:33 CEST Mov 24 2031  _SmartCallHome_ServerCA2 General Purpose No
B Show Details

Request CRL
Trustpoint Name: S5L-Trustpoint
Delete
() Instal from a file: Browse..
(®) Paste certificate in PEM format:
|gTeEnHaToL RnQoB’5 IQIEASArL 269838 waBMDDBGHkxWay fornL ASUSWZVTZSVN ~
4noWaXH 1boGGD7+5vkDesIfL2B7pEhGodLh7Gk 1T4KogL IDMILgkzOCtZkCT 7f
SkXvFik 12 1cZEGNSb 2umnlgaVZs 1ewluTHOX 48ls 3uxTPHBE +85QG0 +d iwalsbCwk
oKSSEPPHZ3IQuYGinp/emomaxl 4G ftel6e yMOpiprVEDYIQEHNKQAQT SLKR X
Cj9RKNYChP g 3p 2FdH 7w Ih 11K 3pr AGMBAAGIUDBOMAWGA IUdEn Q) FIWHQYD
VROOBBYEFESSkZsbragbOtiFy52U47emaui aMBBGA 1UdTWQYMBaAFESSkZsbrath
SHLFVS U 47emBuXaMADGCSAGSTh 3DQEBCWUAASIBAQArsXIFWK 3INBWOs ThSmaT -
cGqeyDMRhs 3Rs WD 2SM2WkAF 4AY ZHGNSGKIVEK +ModKMQZy4X fuhis SNDUToF faf
20k AR S 153V, YLEBEGOATAIAIQIEY + 3 eme o 3im At A ARk
R yjalHSEEFlackNe AR Aty B3sfEbFhl [ Please wait b
gWEYRHOVMOBsyyTXSLIJFILCAmAY G0 . -
deVeovOiPAXnr AL +Ng 2P WENIMXWZO! (@ Information ks
=-==-END CERTIFICATE - Please wait while ASDM is delive
device...
() Use EST: l@ @ INFC: Certificate has the following attributes:
Specy source Interface: [=fone — | ] Fingerprint: e3ad165¢ 2673424c 627e0cSf b30b4a02
EST URL: https:// |
Certificate Subject DN: | Ch=risavpn31 | Trustpoint CA certificate accepted.
allow-untrusted-connection
Qs
Spedify source Interface: | - None - ¥
SCEP URL: http://
Retry Period: 1 minutes
Retry Count: 0 {Use 0 to indicate unlimited retries)

Install Certificate Cancel Help

2. oowsw ywolys 1Jogsd

a. iac;.) uwols IJogss IJes wpe luuilgel puuedl Ieole logvle CSR. 6@, eds vousue.

anagement > Identity Certificates a
Issued To ~1 Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
o it cm i ndile T T R B ...
Delete
Export

~ odlzbé: spJdu o wdoy Lvolxs 1J09sé 8> wp luoshel usluubs 1z 8d gy
P99 928d whst luwoele Iduodlzsd Jz8d peds.

b. Ite) pJd szess eds Liobs wessd PEM IJp,058 Ipuwedes eu ldpze 1puosd:
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ment > Identity Certificates a

Issued To ~ 1 Tssued By Expiry Date Assodated Trustpoints Public Key Type Add
TR T Pendng._J5Si-Tnsot T —— ...
General Purpose RSA (2048 bits)
[ Install Identity certificate X bpoint Genarsl Purpese RSA (2048 bits) Delete
Identity Certificate Export

(®) Install from a file:

(C) Paste the certificate data in base-64 format: :
Re-Enroll

Install Certificate Cancel Help

% pdlebd: spdy i odoy ol 1Jogss vouwsyd -pem. .cer. .crt JJoowsw.

C. luw) eds vwowso ldyvolyé.

ement > Identity Certificates (m|
Issued To ~1 Issued By Expiry Date Assodated Trustpoints Public Key Type Add
mm_ Show Details
} General Purpose RSA (2048 bits)
= ; tooint General Purpose RSA (2048 bits) | Delete
Identity Certificate iE-L . y Export
O Install from a fie: | )
1 [ Information X Instal
(®) Paste the certificate datain bz Pleass wait while ASDM is delivering tH
device... Re-Enroll
[ANEZEY gDmVLCHTEEMUR R %
Gyer 3x 2GXML MAHBptyMcHD @ Certificate import succeeded.
T8y9YialpogMnamGkaQpckAF
KdNQFBLrSVWINTUF 2DowH3 L]
-——END CERTIFICATE——
< |

Install Certificate Cancel Help

3. ol Idguolss 1zas3s wldslzos wluuegsle ASDM

Sew wdysy ASA Jluwwesle yuolss [Jogsé 1Jgrss6 Jeduwle ged WebVPN IJos wuwos
eJs 1Uslzod 1Jpea>s.

a. luewd IJs IJodsso > Remote Access VPN (IJsosd gu wg>) > Advanced (¢shle
P 93p00) > |esble SSL.

b. vzw uoblu. ito_) lJ9lzosd lJos swp luvwgsleol Jluole gduwle go0d WebVPN. s
o3l ldpold: swp luwegsle 1Uslzes 1UgDzs6.
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Configuration > Remote Access VPN > Advanced > SSL Settings

Edit
Dl
(B Select SSL Certificate b
Specify enrolled trustpoints to be used for SSL authentication and VPN load balancing on the
OUTSIDE-direct interface. To enroll a trustpoint, go to Device Management > Certificate
Mar > Identity Certificates.
Certificates 4
Specify which certificates, if an Interface: OUTSIDE-drect s not assodated with a certificate of their own.
Primary Enrolled Certificate: S5L-Trustpoint:unstructurediame =asavpn.exampl... ~ —
Interface iBas Er@ Key-Type Edit
Load Balandng Enrolled Certificate: | -- None —
QUTSIDE dract ¢ .. |
inside
sidevian Cancel Heb
management
Fallback Certificate: —None - o
Forced Certification Authentication Timeout: 2| minutes

d. sludy Wed OK.

e. lud) B899 chbosy.

Certificates
Specify which certificates, if any, should be used for 5L authentication on each interface. The falback certificate will be used on interfaces not assodated with a certificate of their own.
Interface Primary Cerfificate Load Balandng Certificate Key-Type p Edit
St Tuspontinsrvcureanes. | == oy 0% i) Ladaenang: .
inside
inside -vlan
management

wwol>s 1Jogsé 1Ugrs36 98> IJlywwgsle IJ1o.

COwSw Jwoldé 0986 puwedpd vouuns® PKCS12 Llguwwésle
ASDM

Sews pJuwd PKCS12 (.p12 g .pfx) eJs Uiol>o 0986 39z pdlese: 9 bol>s (Uboble) CA. swpe
logulgel w9luwbo Ideyze 1dpuod9 eds uvesd Idpeld WS zlds Jiolss 258 [dwsd: 9
w2380l pu ol p2edd. 09 pdU Buliss Jl spdu eruoo wluwesle pras Lue.

1 oow lJogss suvoble 1esze IJpuos8 pu pJwd PKCS12
Sdjp wgpsE uvolxo 1Jogso 9 uvolss (Juoblw) Idesze IJpuos8 (CA) 99z IJpdlose W

pJd PKCS12 glz>.

a. loodd lJs IJodasy > 1b1s 1Jizess > bbLs Iduvoble. slge, svoble 1Jogss.
b. lud) W99 |l (Add).
C. 23> luwp TrustPoint.




Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type
[E) Add Identity Certificate X
Trustpoint Name: I SSL-Trustpoint-PKCS 12 I

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

A

Fie to Import From: | || eromse... |

() Add a new identity certificate:
Key Pair: [<pefauitRsAkey> o [ show... | [Thewen |
Certificate Subject DN:  |Chi=risavpni1 || select... |

Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add |
Il show Detais
@9 Add Identity Certficate N | [ D |
Import ID certificate file x
Tesgontore:
Lookin: | ] Documents v| #eeE-
(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): -
S — g [Eo=
Fie to Import From: | | [ Browse... | Recentltems |
() Add a new identity certificate: .
Kay Pair: [<Defauit-RsAKey> o [ show.. | [T Desktop
Certificate SubjectDN:  |Chi=risavpni1 || seleet.. |
Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy !
TH“:PC File name: lvm.exdm)le.mm.pfx ] l Import ID certificate file I
‘ Files of type: | all Files w Cancel
[[] Enable CA fiag in basic constraints extension

6. bbad eobs 1o, Idpuwess s Jloile pJd PKCS12.



anagement > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
| Show Details
[E) Add Identity Certificate X Delete

Trustpoint Name: S5L-Trustpoint-PKC512 Bxpart
(@) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key): Instal

Decryption Passphrase: I senne ] Re-Enrol

File to Import From: C:\Users\cisco. DESKTOR R 2CHBG Browse...
() Add a new identity certificats:

Key Pair: <Default-RSA-Key> Show... e

Certificate Subject DN:  |CN=risavpn31 Select...

Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy L
Advanced...
[[] Enable CA fiag in basic constraints extension
W L
Cancel Heo
flod, eds luplds Liolss.
o
Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
I i | Show Details

= Delete

Trustpoint Name: S5L-Trustpoint-PKC512 Bt

(@) Import the identity certificate from a fie (PKCS 12 format with Certificate(s) +Private Key): Instal

Decryption Passphrase: (sssss Re-Enrol
File to Import From: |CiYsers\cisco.DESKTOP-R2CHBE| | Browse... |
Qg i =] \nﬂlarmatimll X

kel Please wait while ASDM is delivering the command(s) to the

Certl E device...

¢

®

[] Enable CA fiag in basic constraints extension

Add Certificate |

Cancel Help

Created trustpoints for CAs higher in the hierarchy as the CA certificate was not self-signed.

1
WARNING: CA certificates can be used to validate VPN connections,by default. Please adjust
the validation-usage of this trustpeint to limit the validation scope, if necessary

Import PKCS12 operation completed successfully.

~ pdlebbs: guspl ©99p wiuwes,l> PKCS12 pg waJ6=@o|>lo CA: s 990
ASDM Clogile u@llb & 96 CA JJwsd g odilissl pg luvple 3lo Jlzg9é puolds

Configuration > Remote Access VPN > Certificate Management > CA Certificates
Issued To w1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-sub1 12:16:00 CEDT Oct 19 2028 SSL-PKCS12 Signature Yes
KrakowCA-subl CM=KrakowCA 12:16:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature Yes
KrakowCA CM=FKrakowCA 12:16:00 CEDT Oct 19 2028 S5L-PKC512-2 Signature fes

2. 50b IJguols IJgsss6 wldglzgoed wluwegsle ASDM

Sew wdysy ASA Jluwwsle yuolss [Jogsé 1Jgrss6 Jeduwle gpd WebVPN IJos wuwos

eJs 1Jslzos 1Jpzss0.

a. lueyd IJs [Joedsso > Remote Access VPN (IJsosd gu wg>) > Advanced (¢shle



P 93p0) > lesble SSL.

b. cew yvoblu 2 1Jglzos IJos swpe luwwgsleol Jluele gduwle gpd WebVPN. s o3l
lJpolde sop luwegsle 1Usleos IUEhzso.

o8y V99 wersy

c. Vs IJBlspeod lJpuuwsds wygsuo: ito_) lduwolss [Jpowwsé gosul.

Configuration > Remote Access VPN > Advanced > SSL Settings (]
v -
Edit
Dele
() Select SSL Certificate b
Spedfy enrolled trustpoints to be used for S5L authentication and VPN load balandng on the
OUTSIDE-direct interface. To enrol a tr int, go to Deviee ! 1t = Certificate
> Identity Certificates.
Certificates 1 F
Spexfy which certificates, ifan Iterface: QUTSTDE direct s not assocated with a certificate of their own.
Primary Enrolled Certificate: SSL-Trustpoint-PKCS12:unstructuredName =FTD72-ek, u... -
Interface Key-Type Edit
Load Balandng Enrolled Certificate: | -- Mone - ~
QUTSIDE-drect 2 |
inside
s o | [
management
Fallback Certificate: —MNone — w
Forced Certification Authentication Timeout: 2| minutes
v

Apply Reset

d. 9lug, W9 OK.

e. 1u8) V8 whosy.

Certificates
Specify which certificates, if any, should be used for S5L authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of their own.

Interface Primary Certificate Load Balancing Certificate Key-Type Edit
OUTSIDEdrrect SSL-Trustpoint PKCS12wnstructuredMame=F... | |primary: RSA (2048 bits), Load Balan...

wwol>8 1Jogsé 1Ugrs36 98> IJlywwgsle IJTo.
oSy lduvolye

OzdSd ywolxd puwedd pg bdo wegse [duvolss (CSR) wlywwgsle ASDM

sobdo opass IJuvolé 1puweds Bbs CSR |uuule TrustPoint 2385 9o wzsdo. Sgw lo 5J_9¢,

Jo liwp p20dd (84 s 1peld: Wliwe 103356 o Jleds puos oozsd). sedo o

Suwedde uduw lIdpedele 9)9lz IJpdlose ped Iduiolso 19506 I3 SpJu I SUVUEIP I@s
CUJ\_QO.

louule CSR wlgwogsle ASDM

1. louble TrustPoint gxs> wluwpe pedo.

a. lgoewd lJs Idodoso > blLé I.Jiaojé >sLh6 Idgwoble > uolsle [Jo9sé.




File View Tools Wizards Window Hel Type topic to search Go
& alialn

@) vome | 0% confiuraton| ] vonstoring | () save Qrefiesh | QY sock (D romend | D rep cisco

| Device Management o 2 > Identity Certificates o

il Management Access
Licensing Tssued To ~% Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
-5 System Image/Configuration Junstructuredhiame =asa. example.com, L=5an Jos... |unstructuredName =asa.example... 15:09:09 CEDT Jul L., TP General Purpose  RSA (2043 bits) Show Detals
+1- g Hoh Avalabiity and Scalabilty o
{1 Logging Delete
{F] smart CalHome
Clowd Web Security Export
Service Modue Settings
0] Uearsfann Instsl
Certificate Management
B M identty Certificates Re-Enrol
CA Certificates
b. 1o, W98 lolds (Add).
C. weas> luwp TrustPoint.
agement > Identity Certificates a
Issued To ~1 Tssued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame =asa.example.com, L=San Jos... unstructur example... 15:09:0% CEDT Jul L.. TP General Purpose  RSA (2048 bits) Show Details
(5 Add |dentity Certificate ®
Delete
tmmmm: | Export
(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Install
Decryption Passphrase: Re-Enrcl
File to Import From: Browse...

() Add a new identity certificate:
Key Pair: <Default-RSA-Key> Show... New...
Certificate Subject DN:  |CN=risavpn3l Select...
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

Add Certificate Cancel Help

[ Sy —

d. logy eds i) loldo Luolss 0956 T S>0.

2. (ltesbs) Se Clousle jvz pSdlose 228>

N LUlbs: sep lovepslp sl RSA luue Default-RSA-Key spzp 2048 i
l9e,luos: 908 3J: S90S wluwesle 19z pdlose Eluslele Bis> JIJ Juol>s
09.50.

a. lud) B9 28> Jluyile 39z pBdlose 226>.



anagement > Identity Certificates

Issued To Issued By Expiry Date Associated Trl.rsmownts Public Key T\-'DE | Add
unstructurediiames=... [Ch=ca.example.com, OU... | 15:10:00 CEST Feb 6 2024 Show Detais
[B Add Identity Certificate X Delete
o - Export
Trustpoint Name: 55L-Trustpoint-2023
O Import the identity certificate from a file (PKCS12 format with Certificate s) +Private Key): Instal
Decryption Passphrase: Re-Enroll
File to Import From: Browse...
(@ Add a new identity certificate:
Key Pair: | <DefauitRSAKey> || show...
Certificate Subject DN:  CN=asavpn.example.com Select...
[[] Generate seif-signed certificate =
Act as local certificate authority and issue dynamic certificates to TLS-Proxy 2
| -
Advanced...
[[] Enable CA flag in basic constraints extension
| Add Certificate Cancel Help B
b. [z, Idesh beld luve oz plose 22> 9bbeld luwe Jise Idpslose IJers>.
c. izey woge Ipdelz - RSA Iy ECDSA.
d. o) zee Idpvules J RSA IRe, IgHuo 1Jele JUluwedsle.
e. lug) W luunle IUlG. sop UG lousle joz Idpvlose.
anagement > Identity Certificates
Issued To Issued By Exptry Date Assodated Truslpownts Public Key T\-'DE | Add
Chi=ca.example.com, OU... Show Detals
[ Add Identity Certificate Delete
_ - Export
Trustooint Name: 1S5L-Trustpeint-2023
C [E Add Key Pair X e Install
Key Type: (@)RSA () ECDSA () EDDSA fese

@  Name: (7) Use default key pair name

(®) Enter new key pair name: SSL-KeyPai-NZSII Ew

Size: 4096 ~

Usage: (@) General purpose O spegal E

Generate Now Cancel Help fed..
[ Generatetiow |

g ey

" T e o 1

3. 23 luwpe joz IJpdlose

igey 59z IJpslose Josdse CSR wo: sJsop subo wldyiolss [Jgarss6.



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame=. .. |CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RS54 (2048 bits) Tou Do
Add Identity Certificate b4 Delete
Export
Trustpoint Name: 55L-Trustpoint-2023
() Import the identity certificate from a fle (PKCS 12 format with Certificate (s) +Private Key): Instal
Decryption Passphrase: Re-Enrcl
File to Import From: Browse...

(®) Add a new identity certificate:

Key Pair: |/sstkeypair-2023 < show..
Certificate Subject DN:  CN=asavpn.example.com Select...
[[] Generate self-signed certificate =

Act as local certificate m_:tgul_. and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

4. 950 p909¢€ [dUivolss sluwe IUezld 1Ups0d wlJdle] (FQDN)

A O3Syl Sew o whblud pedes FQDN FQDN ig soly IP IJgluo wlzos ASA IJo.s
Sop luvepsle Iduiolss Jol. w99 030 1dpedps wogssu luve Idpesuese 1dwssd
(SAN) Jdyiebs. swp luweesle edd vbeds Idegisu (SAN) pu bod gpsd
SSLITLS/IKEV2 JJwzdd pu wblud IJuvolss pg FQDN IJss souod wo.

N LUlpbs: spdo J CA s, pedele FODN s Subject Name I ppss6 <o.s TrustPoint
gw> w9dseol eds CSR sluule Juolss 0956 09 9€s.

a. lug) W99 weasH.

Configuration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructuredName-=... [CN=ca.example.com, OU... | 15 10:00 CEST Feb 6 2024 RSA (2048 bits) e
Add Identity Certificate b4 Delate
Export
Trustpoint Name: S5L-Trustpeint-2023
() Import the identity certificate from a fle (PKCS 12 format with Certificate (s) +Private Key): Instal
Decryption Passphrase: Re-Enrol
File to Import From: Browse. ..

(®) Add a new identity certificate:

Key Pair: SSL-KeyPair-2023 ~ Show... Hew...
Certificate Subject DN:  CN=asavpn.example.com |
[[] Generate self-signed certificate =

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

b. Ws ulw3o gugly IJivol>s DN« §p wodssy uwpele Idubolss - 235 Lwed pu IUSlsps
lJeouwsdé: bgd 1JB8spes: lud) B98 |uolds.



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

Show Detals

Delste

Trustpoint Name: S5L-Trustpoint-2023 | oo
[ Certificate Subject DN X

Attribute Value

DN Atiribute to be Added Common Name (CN) asavpn.example.com

Attribute: Country (C) ~ Add=> o silieme (O] -

value:  |Ug| Delete ‘

|I| Cancel Help
| Enable CA Mag i basic consraints extension T
" Conce relp
|.Juur06 |.J_9u0g_9
lJluwe 1J3s Spdu 1Usuosd pu gdlde |Js b 1Jgelss (glbé
ws o luwe 1dpeld Idedod wIddled: eds pwosd IdpelJ.
vpn.example.com).

Is lgwpe IJEuwe IUElue wdslzd IJpduumd
0 IUluwe 1Jpuwzd Blosos! Jpduwowodluisdod
C bes Ideds Oes S w90 edlps ©H8se)
wloo IJelJs lJos w9 Yol pawwad.
L lJp>swé lJos ode Bbsol pd wwad.
Is lso cwslo Idenss IIJIe,90s

% pdlelbs: Jl spdy JLs eu lde9od lduwlo 96 io ouoelyj gy |J 64 C)Lél. Q9> n
cowew IU9spod |J=|Jo_9J Bs 229% publdd Vs wouse Juols IJogss. ls ol
Josuw pu Iduosgss 1o ©89p wogrsd JJ ywele DN.

o) 999 p9ldg wed luolvs JIs IJwpele.
c. Jodgsy FADN JJdzolj: lu@) W98 gsble pw@s .



Issued To Associated Trustpoints
SSL-Trustpoint General Purpose
[E) Add Identity Certificate x
Trustpoint Name: |35LTrustpoint-2023 |

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase: |
File to Import From: | Browse... |

(®) Add a new identity certificate:

Key Pair: | S5L-KeyPair-2023 ~|| show. | | New.. |

Certificate Subject DN: :m.exarmle.m,0=exanpleh:|_ Select... |

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[JEnable CA flag in basic canstraints extension

| addcertficate || concd || Help |

d. B 28J FADN. bJ lwe 1ezld IJpsod wlddled IUss sedo oo sdldo 1Usuo9d 1
Izols o ldloesoe. sludy 998 OK.

Issued By

General Purpose

Advanced Options X

Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.
Certificate Parameters | Enrolment Mode  SCEP Challenge Password

|6l g
i

Install
FQDN: |asavpn.emmlg.m| | - T
E-mail: | | :
IP Address: | |
[[] include serial number of the device

5. luuvle CSR 9z8lbo

a. lug) eds luolwe Guolse.



Issued To Expiry Date Associated Trustpoints Usage Public Key Type
£X; ! Fi 024 General Purpose its;

[E) Add Identity Certificate x —_
Trustpoint Name: |S5L-Trustpeint-2023 | EER
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase: | | el
Fie to ImportFrom: | || Browse...
(®) Add a new identity certificate:
Key Pair: |sSLKeypair-2023 o| [ show.. | [ new.. |

Certficate Subject DN: /pn.example.com, O=example inc || Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy =

Add Certificate f||  Cancel | Hlp |

Issued To Expiry Date Associated Trustpaints Usage Public Key Type | Add |

General Purpase |RsA (2048 bits)

@ Add Identity Certificate x =
T '_Exoot- t
Trustpoint Name: |55L-Trustpoint-2023 I—
() Import the identity certificate from a file (PKCS 12 format with Certificate (s) +Private Key): ik
Re-Enroll

§ [E) Identity Certificate Request X

F
To complete the enrollment process, please save the PKCS10 enroliment
® 1 request (CSR) and send it to the CA.

K You will then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.

=

Save CSR to File: |C:\Users\dsco.DESKTOP-R2CHSGS\Docun| [ Browse... |

== =

Advanced...

[[]Enable CA flag in basic constraints extension

i ] ] &

lud) eds luvee)luo. iEQJ lJpdly 1J3s w8 g9l CSR Wsor &p lpdlb 1Jpdwd
wlpwsl txt.

~ pdlebs: gus 2 8b 1Jpdwd Llpashs ixte spdu Wog bdo PKCS#10 9g, 00
wluwegsle ez vuesue (ped Notepad).

c. swp lJlo &)02 TrustPoint 1Uzss> B 2lJé peds.



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage
unstructurediame=... CN=ca.example.com, OU.., 15:10:00 CEST Feb 6 2024 SSL-Trustpoint General Purpose
fasavon.example.conl ot Avaigble  Jpendng.. ___[Ss-Tuspont2023 | Unoown |

oowsSw guols [Jogss vouuwsy PEM lguwwgsle ASDM

Public Key Type
RSA (2048 bits)

Add
Show Details
Delete
Export
Install

Re-Enrol

S0 gbsle e use 1o CA 98e eds CSR. 9§30 Lisolds 0956 23536 0,056 998! Jegsly

PEM (.pem g.cer.crt) 9206 uolss CA.

1. ooosw gyuols CAlJus 98ew eJs CSR

Spdu wowse Juols IJeyze 1dpuosd 1Uesdes eds ioldo 1Jogss s TrustPoint IJe.s
op logvloel Juvolss [Joegss. I3 Jluw Jiol>s 1Jo9ss 09986 w9luwbs e ze Jpuo>8
lJsuwsloe spdu wowse Juolxs Ideyze [Jpuesd 030 W Identity Certificate TrustPoint.
SpJdU wouSw gpsE Uvoble CA Vs Idgie IJedss pu ez IJoypes Ws uilb & @o CA

IJpes ods.

a. loodd 1Js IJodsse > bys 1Jizess >bls I bolble > slge, uoble CA. 168, 99,6

lLolds (Add).

Issued To Issued By 1 Expiry Date Asgodated Trustpoints Usage
ca.example.com CM=ca.example.com, OU=l,.. 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose
QuaoVadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST Mov 24 2031 _SmartCalHome _ServerCAZ General Purpose
IdenTrust Commercial Root... CN=ldenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Furpose

Active
Yes

No

Mo

b. B?_J luwe TrustPoint 9l o) cowse pu pd 9lud,) J) Idluvee)luo: slge, [dubolss
I wslos. wodl pu 3dde Gp wduod ol pize pu228 (CA) o056 wospes; PEM

PV pJVO Lo Vs edd IJue.

Issued To Issued By ! Expiry Date Assodiated Trustpoints Usage
ca.example.com CM=ca.example.com, OU=l,., 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose

[E) Install Certificate

Trustpoint Name: ISSd.‘Tms!udnt-wE} l
(®) Install from a file:

(C) Paste certificate in PEM format:

Active

Yes

Add

Request CRL

elete

% pdlzbo: wovse Idguols Iy wslbs wuduw luwe uldlbs IUe8s pod lyue

uldbé & 96 Juolys IJogss: I3l Jlyw yuolss 1Jo9gsé 09986 wuwol>é CA



% [Jowsbs.

c. lug) eds wovse ldyuoelss.

Issued To Issued By % Expiry Date Associated Trustpeints Usage Active Add
ca.example.com CN=ca.example.com, OU=l... 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes Edit
@.nz-?al‘-:erti‘.cafe X 5 Detais

Trustpoint Name: S5L-Trustpoint-2023 Request CRL
() Install from a file: Browse... | Delete

(®) Paste certificate in PEM format:

gTeBrHATOLRNQOBS 1QEA4SAL 2698aewSBMDOBGXocWayforwL ASUSWZVTZSWN ~
4no\WaXH1boGGD 7+5vkDes L 28 7pEhGodL h 76k 1T 4KoqL OMOLekz0etZkCT 7§

SkvFik 12 1cZEGn6b 2umniqaVZ 8 1ewIuTHOX 3815 3uxTPHE +B 5QG0 +d 1waOsbCWk

0K SSEPPHZ 3IQL OpipAVIDYIQEHNKQAQT SLKWRSX

0j9xKnY ChP g 3p2FdH7wh 1K 3pr AGMBAAGIUDBOMAWGA IUJEWQFMAMBAFSWHQYD
VROOBBYEFESSkZsbragbItLFV52U47em3uX aMBBGA 1UdIwQ YMBaAFE 55kZsbrash

9HLFV52U47emuXaMADGCSqGEIb IDQEBCWUAAIIEADArsXIFwK 3ilNBuOsYhSmaT.

ciGoeyDMRhs3Rs /WD 25M kAR 4AYZHGNEGK m Information X 2
SkaaRijsx 1531V/YLKBESOATa A FQR(EV +h7 e

0jRyjaiHS6BFIackNCTKRAdtV X YBYsfEbFhINGoC

QWBYnHOVMOSsvyTXSLIIfOUCAmAY -HGOggH
dNcoVOl A AL NG AP IMKWZO45. R @ INFO: Certificate has the following attributes:

Fingerprint: ead 165¢ 2673424c 6e7e0c5f b30b4a02
Specify source Interface: |~ hone — Trustpaint CA certificate accepted.

Cerlificate Subjact DN:  |Chi=risavpn31 |

allow-untrusted-connection

() Use SCEP:

Specify source Interface: - None — v

|
SCEP URL: hittp:/f |
Retry Period: 1 minutes
Retry Count: o (Use 0 to indicate unlimited retries)

[ mstallcersfiate || Cancél [ Hep |

VO Idpolde sop w9dse [Juvol>o 1Ugrs30 wudw Jiolss CA ped Idiolso
1J85506. wp 18,10 0w Uivolss IJprze [Jpuodd vodbes ods 11y,

Associated Trustpeints Active
o S5L-Trustpoint-2023, S5L-Trustpoint General Purpose _ ,T‘
QuoVadis Root CA 2 CN=QuoVadis RootCA 2, ... :23:. _SmartCalHome _ServerCA2 General Purpose Mo
IdenTrust Commercial Root... CM=IderTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Purpose Mo Show Details

2. oowsw ywolyé 1Jogsé

a. Iz, Lwolss 1Jogss IJes wp luubldol puuwwdl wluwegsle logsle CSR. 16E,) eJs

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type | Add |
unstructurediames=. .. CN=ca.example.com, OU... 15:10:00 CEST Feb6 2024  S5L-Trustpoint General Purpose RSA (2048 bits) Show Detais
[asavpn.example..com] [Nt Available Pending... SSL-Trustpoint-2023 T Uneown ||




% pdlzbs: spdy o odyy iolsé lJo9s6 9> wp luoshol uoluwbo 1Jz8d &)
P99 928d whist luwoele Iduodless J peds.

b. lec, pJd s2wss eds Lol wersd PEM IJp,058 Ipuwedes po Idpsze 1Jpuo38:
l9 oz Ubolss PEM IJp,056 B priy wuo: 98p wuuwe Sduod uiols 1Jogsé
IJeB2p6 pu ldpsze Idpuord S 2dd IJuue.

1
Issued To Issued By Expiry Date Associated Trustpoints «1 Usage Public Key Type Add
unstructuredMames.., CN=ca.example.com, OU.., 15:10:00 CEST Feb § 2024 SSL-Trustpoint General Purpose RSA (2048 bits) Show Details
[esavpn.exanple.con) 5L Trustpont-2025
‘ Delete
Export
[E Install Identity certificate X
Identity Certificate Re-Enrol
(®) Install from a file:  Browse
(C) Paste the certificate data in base-64 format:
) E
Instal Certificate Cancel Help
% .
Pl s - . - s . ~ ~ A " P, -
p.J'CJDO §pdu lo U-J_Su ,_).UO')O |JO_9.,50 cOUUNSY -pem:. .cer. .crt JJUUU;SU
c. lug) eds wowse ldyuoelss.
1
Issued To Issued By Expiry Date Associated Trustpoints ~1 Usage Public Key Type ‘ Add
unstructurediame=... CN=ca.example.com, OU... 15:10:00 CEST Feb 62024  SSL-Trustpoint General Purpose RSA (2048 bits) Show Detais
oL Trustaont-2025
Delete
Export
1
[y Install Identity certificat : Instal
Identity Certificate Re-Enrol
Om !ﬁ Ple . "
B Information x
Please wait wh
device... " :
@ @ Certificate import succeeded.
| I
i
- ¥ |
L T e T
u&.) IJuuugSu: u_sa.) u.uOl)Iu 0_960 kg)..sroo _9&)6)0
atic ficat lement > Identity Certificates o
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructuredMames=,.. CN=ca.example.com, OU... 16:10:00 CEDT Apr 6 2024 S5L-Trustpoint-2023 General Purpose RSA (4096 bits) Show Detals
CnstuchredNeme=...CN=ca.example.com, OU.. | 15:10:00 CEST Feb 6 2024 [SSLTrustpoint | General urpose__|RSA (2043 bi)
Delete
Export
Install
Re-Enrol

3. ol Idguolss 1zas3s wldslzos wluuegsle ASDM

Stw wd9su ASA Jlgwegsle Juolss 1Jogss [Jzrsss Jeduwle gpd WebVPN IJos wuwos



eds lJglgod 1Jpea6.

a. luewd IJs IJodsso > Remote Access VPN (IJsosd gu wg>) > Advanced (¢shle

P 93p00) > |esble SSL.

b. wpe guoble: Ige, 1Uslzos IJes sop luveisleol Jluole zduwle £pd WebVPN. (s

o3l ldpold: swp luwegsle 1Uslzes 1UgDzs6.
lud) B8 s

c. Vs IJBlispod IJpuuwsJo Idiolss. i'acu [Jubolsé lJpwws gasul.

Configuration > Remote Access VPN > Advanced > SSL Settings

(B Select S5L Cetificate X

Spedify enroled trustpoints to be used for SSL authentication and VPN load balancing on the
OUTSIDE-direct interface. To enroll a trustpaint, go te Device Management > Certificate
~| Management > Identity Certificates.
Certificates E

Specify which certificates, if an Interface: OUTSIDE-drrect tes not assodated with a certificate of their own.

1 Primary Enrolled Certificate: SSL-Trustpoint-2023:unstructuredMame =asavpr.exampl... « | F
Interface ) § Key-Type
OUTSIDE-direct Load Balending Enrolled Certificate: | - None - RN Frinary: RSA (2048 bits), Load Balanding: n...

inside
inside-vian Cancel Help

management

d. slug, Wed OK.

e. lud) V98 wbousy. Juols 1Jogso lJz>826 9o IUlgweesle Il

Configuration > Remote Access VPN > Advanced > 551 Settings

Edit

Certificates

Specify which certificates, if any, should be used for SSL authentication on each interface. The falback certificate will be used on interfaces not assodated with a certificate of their own.
Interface Primary Certificate Load Balancing Certificate Key-Type
OUTSIDE-direct SSL-Trustpoint-2023wmstructure...] —|Primary: RSA (4096 bits), Load Balanding: ...
inside
inside-vian
management

OTISd ol pwedsé Vs pJuwd PKCS12 ¢ ASDM

sobdo opsss [Juvelyé J PKCS12 REGISTERED o ule TrustPoint g3s> 9ouwzsde. Sew o

SYIu Jo luwp peodd (eds uvesd Idpoldd dluwe IUS>spe pe Jlzds puus IJogmesd).

Se 9 pJd PKCS12 (.p12 19 .pfx) eds iolss 0986 39z pdlese: Suiolyé (Lvoble) CA.
logulgel woluwbo Idesze IUpuor9: £ds uwwsd Idpeld: O glds Juolss 2y IJwsd: g
w80l pu ol p2ed. 09 pd Buliss: 9dl Spdu eruoo wluwesle prus Iduue.

SO

1. 9p wodwsw Jvolo 1Jogss IJpweso guvoble Ideyze 1Jpuod9 pu pJd




PKCS12

Sdip weese ubobs [Jogss guuolss (Unoble) Idesze Ieuo>8 (CA) 959z IJpSluse S
2J& PKCS12 gles.

a. loewd lJs IJodsso > bl I.Jiaojé > bls Iduwobsle glgw, yuobsle 1Jogsé.

b. lud) V98 luol9s (Add).

C. weas> luwp TrustPoint zaso.

Assodated Trustponts Usage Publc Key Type ILI

Issued To Issued By Expiry Date
[ show Detais
[E Add Identity Certificate X | Delete |
Trstpont Name: ||Wm|| L Eet |
(@) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key): Tz
e — hed
Fie to ImportFrom: | || rowse... |
() Add a new identity certificate:
Key Pair: | <Defauit-Rsakay> v \ show... | | hew..
Certficate SubjectDN: [CN=risvpn3t | [Seleet
Generate self-signed certificate —

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
| | Show Details
[ Add Identity Certificate h X L | Delete |
[E) Import ID certificate file X

Trugtpoint Name: SSL-Trustpont-PKCS 12 |
Lockin: | [2] Documents v| -

(@) Import the identity certificate from a fle (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: | &;‘j
= LS
File to Import From: | || Browse... I Recent Ttems

() Add a new identity certificate: -
Key Pair: | <Defauit-Rsaey> = \ Show... New... Desktop
Certificate Subject DN: | CN=risavpn31 | | select... 4=
Generate self-signed certificate Documents
Act as local certificate authority and issue dynamic certificates to TLS-Proxy !
: This PC File name: |vpn.e>(aﬂwle.mm.pfx Import ID certificate file
| B e e S

[[] Enable CA fiag in basic constraints extension

e == N

e. bed eubi 19, IJpuwedses Jlouile pJud PKCS12.



anagement > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
| Show Details
[E) Add Identity Certificate X Delete
Export
Trustpoint Name: S5L-Trustpoint-PKC512
(@) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrage:l senne ] Re-Enrol
File to Import From: C:\Users\cisco. DESKTOR R 2CHBG Browse...
() Add a new identity certificats:
Key Pair: <Default-RSA-Key> Show... New...
Certificate Subject DN:  |CN=risavpn31 Select...
Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy L
Advanced...
[[] Enable CA fiag in basic constraints extension
Wi L
Add Certificate Cancel Help
f.luo@) eds luoles uolss.
a
Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
| Show Details
@ Add Identit i X Delete
Export
Trustpoint Name: S5L-Trustpoint-PKC512
(@) Import the identity certificate from a fie (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase: (esess Re-Enrod
File to Import From: |CiYsers\cisco.DESKTOP-R2CHBE| | Browse... |
O Add @ Please wait ! !
B nformation X
Key |
¥ Please wait while ASDM is delivering the command(s) to the
Certl device...
E @ Created trustpoints for CAs higher in the hierarchy as the CA certificate was not self-signed.
d
| . . .
WARNING: CA certificates can be used to validate VPN connections,by default. Please adjust
| the validation-usage of this trustpeint to limit the validation scope, if necessary E
=

[] Enable CA fiag in basic constraints extension Import PKCS12 operation compléted successfully.

W
“rascevior ]| Gance e

~ pdlebbs: gus luwos)l> PKCS12 pg yuduwdé yuoble CAs. 5990, ASDM
clouile u¥lb IJe@se J CAs Jdwzesd odiliss! pg luvele 3lo Jlz 8o luoldso

-number.
Configuration > Remote Access VPN > Certificate Management > CA Certificates

Issued To w1 Issued By Expiry Date Assodiated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-sub1 12:16:00 CEDT Oct 19 2028 SSL-PKCS12 Signature Yes
KrakowCA-subl CM=KrakowCA 12:16:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature Yes
KrakowCA CM=FKrakowCA 12:16:00 CEDT Oct 19 2028 S5L-PKC512-2 Signature fes

2. 50b IJguols IJgsss6 wldglzgoed wluwegsle ASDM

Sew wdysy ASA Jluwwsle yuolss [Jogsé 1Jgrss6 Jeduwle gpd WebVPN IJos wuwos
eJs 1Jslzos 1Jpzss0.
a. luedd lJs IJedsse > Remote Access VPN (Ids o9 g0 wg3) > Advanced (gshle



P 9>p06) > leshle SSL.

b. cew Uvobla: lge, 1Jslzos IJos swp luvaesleol Jluole eduwle &od WebVPN. B
o3l Idpold: sup luweésle 1Uglgosd [Jghzss.

o8y VI8 wersy

c. Vs IJBlspeod lJpuuwsds wygsuo: ito_) lduwolss [Jpowwsé gosul.

Configuration > Remote Access VPN > Advanced > SSL Settings
Edit
Delete
[ Select SSL Certificate b
Spedify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the
OUTSIDE-direct interface. To enrol a tr int, go to Device 1t = Certificate
> Identity Certificates.
Certificates | 2
Spefy which certificates, ifan [nterfaces QUTSTDE direct ‘s not assoaated with a certificate of their own.
Primary Enrolled Certificate: SSL-Tr int-PKCS 12:unstructured FTD72-€K, U... -
Interface Key-Type Edit
Lowd Bl vl Cortfcts [ tone = <
inside
s I
management
Fallback Certificate: —MNone — w
Forced Certification Authentication Timeout: 2| minutes
Apply Reset
d. slu 9y W99 OK.
e. lud) W98 vhbusd.
Certificates
Specify which certificates, if any, should be used for S5L authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of their own.

Interface Primary Certificate Load Balancing Certificate Key-Type | E Edit ]
ouTSioe et e
1

Primary: RSA (2048 bits), Load Balan...

wwol>8 1Jogsé 1Ugrs36 98> IJlywwgsle IJTo.

IJozow pu lduoes

luwegsp 030 IJgbole JJoedd pu ldovuse IJolee Jubolss p9,5 1Jzos 1Ughzsé luwegsleol
JleuolJle SSL VPN.

&02 Iduoble IJpeues gu, ASDM

1. lvodd IJs IJodeso > Remote Access VPN (Idsue9d o wgd) > bhs Iduuvoeble: glge,
wwoble [Jogsé.

2. spJu o oo, Luolys 1Jogss [Jos wpe luodhol po Yod p9)s IUbyu IJelde.

Certificates
Spedfy which certificates, if any, should be used for S5L authentication on each interface. The fallback certificate will be used on interfaces not assocated with a certificate of ther own.

Interface Primary Certificate Load Balanding Certificate Key-Type | E Edit ’
OUTSIDE-girect SSL-Trustpoint PKCS1Zwnstructoredames=F,.. | |primary: RSA (2048bits), Load Balan. ..




lweduuld IJlgble gl oJlzol

Sew wzpSE oy wuoese IJIgble 03l gJs 9lzo0é ulo, IUIsle, B 2ldé Wb couse Juolss
SSL.

* debug crypto ca 14

Il wisdé IJpod )6

- r°| 09 PKCS12¢

A Bs lJouids) s, PKCS12 wuuwsd pdd huisd® wpe louilse Jogisw IJesss pu
Jlsole IJogvds) Jpdd gles. 98136 pl swp luwegslpo Jogese pdulz glue wuiol>s X.509 Iy
Jozpse JIWs g ole uduwds 1Je@s.

. ol 05 CSRE

IJ - Bs uwbp IJoslIJ IUlIguluuss JJpdole IJgle (PKI). spod bdo wodse Iduvolss (sl
CSRy bde Ilgcels) sumlds pruuds po 3 IJbde 1ds uudbs wuvzsd Jdooss
IUlgwlouss Jdedelz Iele oo lzd 1Idodse wbde JJzuesd eds Jivolss 0986 1 3pss. s ol
sz eds Idpdole 1ele 1Uss pu lzedo spdu luosly 1dgols: 1dpedsple 1Jos sop
luvegsleol Jogrs Iduiolss 1Jpades (eod luwe Ideeld O 1dpsuose) seelss Idedled (eds
wwosd IUpoldoldosdse 1r8es).

Qlso JJps 1Je,9, J PKCS12S

a.ewpel sop wuoss) Iduvoble 9ljslz IJpdlose IJs pdd PKCS12: sep leble Jdes 1de,9,
g_.9.~§ ipJ lJouorsy. Jigvos)b 'D.JL.Q PKCS12 Scv CJL_}‘JLJLSP GJ.JIoé |.Jfo_)_9J w9luwlbd ro|._J¢J abp CA
I9 IJuigue 1Jss Blp wouoss) PKCS12 oo zol; Tg).

- ol 09 1J9,8 v 1Jed) 9ldogsss

IJG - Bs IJouvds) slelo 1JIpwson: ooy Idyuolss 1z, yolsé pldule glo we)d oyze
wwoble g3, (CA). vy Idyuwoble 1Jed) p99e6 Slosl (9p0 lJppedy o sY9o Jduielss puwble
G896 pugd 9dudd Bl Jlue Idyielss Lol s gu 235 p98E wobds) souvdd Il ol o Jousé
luvlowss Jdpdole IUele (PKI) puvewsé 1Js X.509. g iolsé IJpbelz 1Jgle: 1pg 1986 s ol
wU038 5888 19 Lolds 0988 08 98886 IUIe,9086 wuweese Jloule pdIdss plule glo.
woUoeu Iubolss pedsple 29d IJpdelz 9pedsple 29d 0956 pldJol (uwes Idpso9e):
sldesdse Idrdes JJIslo IUss wzldd pu pressle [duboelss (suves IJpuos)). B Jlu
IJesdse vozsel 9dlu Idesulez IJss sOzuo Iduiolss sed Vs IUpuos Sspdue luuesle
o3l IJpBele Jdleuold wuuvdd Teo wpsuose IJuiolss.

Q.Jé) oo |JUDQ>3é: Jeb3l I sgpdf
1JS - @5 syze 3JY IJs luwole 836836 puol eds uwesd IUpeld:

1. op wdosu ldywolsé 90 9bé 1Je 86 9JIJu Jp Swp yubopl wldgpdss IUos wuuagspol.
eds wosd ldpold Jl swp job TrustPoint IJos gusop luwegslpol wldglzges 1Ughzss lJos
w99 wluole gpdle AnyConnect.

2. SUp wEuSe pdd PKCS12. JJuo sebs lgble wuvww Uolss CA g usbs |Jp8 8936 B



pJ PKCS12. sees) eds Igedls IUssu Jasop yiolss CA ldsuwsbos Jagesd wol: 9JJu
Jsuw Jrsop ol CA 1Uzs, Jp8e9 wol IJozdld po uvduwds Iduuoble idedel sldluJlg
g Uols 0956 IUehe Jes) p929 wol.

3. §> cowwn IJuvebs IJos wp pddel wuwele g5 Lorsed B Bubd IJosuse: Iy igble pu
2oe IJepsd. eds pvosd 1dpolde sop ounds) yuple pesus wlgwopsle cogwsd elbss.
o 18 09 1o Lwolss 1Jogss wde@s JJluwe lJwssd JJesuooe (SAN). Io 1o Iuwpe 1Jpzld
IJpuwetse JJsuesd IJs 1Uehe £s) p929> Juvwds pub9s wisu (SAN).

- od SubJu Gouse 9236 23836 |bly Loslué le lue souvuw Bs 98w [Jos g gu IUg oS
I oowse Uiolsd 23836 (0986 19 prze pued8) Jsuw pobddl 9l souvou Bs 1Josddd gu
IJepd 19 sobdo 0ldss Loslus. Jopdso yuolsé 23836 Jswp luvegsleol Jgs06 092956 09
UEss) dsubdu bdo wess, ! ulwis Loslus.

Q.od spdu I s luolds Luolys I9 wissol lJs b louold IJpuuegseso lJpouodsos
A.No: sbJ IJp oo ldpouodsu gldsl eds louold. sop luvedsle [dgvelss gus logile
lJlouold. wezys lebé logold dpuwegspsu Swp luweslp Idubolss [Jgsss6.

Q.IJs8 spJduus logile CSR wzyd woJS 9 luwp wasd JJpssose (SAN)S
eldsl Jl spdo 1o s@89p ASAIFTD Lloiule CSR w8 IJusd: 9pg 3JY. spdu 1Bsle woso
IJg pdsé wluweeasle OpenSSL. in order to ¢J 8w IJ CSR 908,08 plcle: lue sywobse ,Juoo
IJio:

openssl genrsa -out id.key 2048

openssl req -out id.csr -key id.key - g>s>
0 wdgsu udbo & §6 Lluwwgsle Jwed "luwe IUezld 1Jpsed wIdJled (FQDN)" wze9s CSR
lJos op logblgel w9luwlbs ASAIFTD gds yivwds pulbb g IJogisu (SAN) wodo [JB8ses. Spdu
luolB6 Idpss> pu wuple Ubods IJotiso (SAN) wsluubs Iesze IUpudd Euspl s98E eds
CSR( g spIJdu luunle CSR wlywwgsle OpenSSL

- od Suws p9e9d luwowsld Idyiolso g,)lI¢

I oguwogse gvolds 0956 1Ugh e 1Uzrs36 Bl JJlouoldle 1Jzsss6. oI IJubolss 1Jzss6
2lojo JJluwwgsle wed ldegss) poluins 9dJduol ouwegse wlded pe lJlouoldle 1dzrsse.

o Jsd ‘§fd° IJoa@é pu wuvesd IJooowsos
a.ld CLl e, Iy $398: lwase crypto ca cert <trustPointName>

Q.Is 1y sgds PKCS12 o0 Lisolsé 1Jo9sé: Liolss CA. 9ldpdule IJgl oS
SpJu logsle A. PKCS12 Uluwegsle OpenSSL. Lluueesle IJie):
openssl pkcs12 -export -out12.pfx -inkey id.key -in id.crt -certfile ca.crt

Q. JsV spJdud oSy Ubols Jouduswol Ws ASA z>s8>¢
2

* pg CLI: Iuwegsp IUlo,: crypto ca export <trustPointName> pkcs12 <password>



. g ASDM:

a. lpewd lJs IJodsse > bl I._Jiao_jé > s Idgbobsle > Guobslw 1Je9ss glgw, Juolss
lJo9so. b 9b 96 SUo>).

File View Tool Wizards Windew Help Dpe e & 22 S P IS
@) Home |9 Configuration [-jnmiw'nq (e sove QO refresh | ) Back () Forme ‘?Heb cisco
Bookmarks a9 8 % onfiguration > Device Management > Certificate Managemen! o
o bockmark a page, right-cick on a - .
$ in the nawigation tree and select Issued To Issued By Expiry Date Assodiated Trustpoints Usage Public Key Type Add
ikt |unstructurediame =asav... |CN=ca.example,com, OU... [16:10:00 CEDT Apr 6 2024 |SSL-Trustpaint-2023 54 (4036 bits)
© Go [ Deete unstructurediame srisav... CN=ca.example.com, OU... 15:10:00 CEST Feb§ 2024 SSL-Trustpoint Genersl Purpose  RSA (2048 bits)
unstructredName=FTDT. .. CN=KrakowCAsubl-l  04:44:00 CESTDec212024  SSL-Trustpont#KCS12 General Purpose  RSA (2048 bits) Delete
[asa. vpn.example.com] Mot Available Pending... S5L-Trustpaint| Unknown
Instal
Re-Enrol
Device Management a7
¢ Management Access
- 88 Licensing
+ System ImageConfiguration
¥ &gl High Availabiity and Scalabiity |
+-{] Logging )
Find: © ¢ Match C.
{3 Smart CalHame 260 ==
Cloud Web Seaurity Certificate Expeation Alerts
Send the first dlertbefore : 60 | (days) | SetDefault
Repeat alert Interval : 7 | (days)
CA Certificates Weak Crypto Configurations

b. 2w 10 wus> ©uo38) Idpdd: 235 IJps )9, IJouosss lody wuess) IJesgsoe.

lanagement > Identity Certificates o
TIssued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

unstructurediame =asav... 16:10:00 CEDT Apr 6 2024 |SSL-Trustpoint-2023 RSA (4096 bits) Show Details
unstructurediame=risav... CN=ca.example.com, OU... 15:10:00 CESTFeb 6 2024  S5L-Trustpoint General Purpose RSA (2048 bits)
unstructuredame=FTD7... CN=KrakowCA-subl-1 04:44:00 CEST Dec 21 2024 SSL-Trustpoint-PKCS12 General Purpose RSA (2048 bits) Delete
[asa.vpn.example.com] Not Available Pending... SSL-Trustpoint| Unknovm

Export

Install

Re-Enrol

Find: © @ []matchCase
Certificate Expiration Alerts
Send the first slertbefore : (680 | (days)  SetDefault

Repeat Alert Interval : 7 | (days)
Weak Crypto Configurations — E Export certificate L
FermieWeak key afees anchRti - ontto e Ci\Users\isco. DESKTOP-R2CHEGS \Documents ke | | Browse. ..
Public CA Enroliment. - —  Ceriificate Format: | &
Get your Cisco ASA security appiiy (@) PKCS12 Format (Certificate(s) + Private Key) stomers a special promotional price for certificates and trial certificates for
testing.

() PEM Format (Certificate Only) [}

Using a previously saved certifica Configuration Enaryption Passphrase

Encryption Passphrase: sses
ASDM Identity Certificate Wizard — L | -

The Cisco ASDM Identity Certificsl  Confirm passphrase: | eves| E

ot e

sedulo odou Iduielss Ideus)s eds Gauo IJdewsscy. pu Suodd Jleh gl
lJeu9s B pdlo loue Ol BOlisss pu 1Updd wiguol.

Q. Bl Jlye pdlosg ECDSA puuegspes: od wgodud gpdss lugile Juol>o SSLE
a. IJIzedled 1Uges> Vs IJodysy 09 ¢lbys !L':.,_,blc 39z Idpdlosz: zese spdu luuble j9g
pSlosz ECDSA Lodl pu joz pdlose RSA. el wlds IUgbsle Bodse Jel os.



Q.od pbdyo skisel logble j9z pSlese 28T

a.¢198 logble 19z Ipdlose leoshss. spdu luveddle joz IdeBdlose Ipoess: I B 21Js
PKCS12 s0p luwas)lb joz Idplost pe 1duuolss. Iszle plzed IJduve wooss luve Joe
lJedlose Juse IJouwesd ! lehs IJouwesd 3s 1o Js.

Q.od pu IJlpu logile j9z pllose 238> Juvolds 0956 2385365
A ldgpdso louo bldel swpe luvegsle luve 9z pSlose 2383 VS ped odo IJzlds: Jl sep
wiss sle ldeolosz 1J9>sp8.

Q.od sdjp logsle IJpdolz 0,6 1256 g0 luvowsld 231 2plsé (ood RMA)T

U - Jl souoeo IJzob Idobs 1Jzsss zuve Idouwsese Lisle IJpdlost 1Jeszsss eds 2ol
Izpelss 1JSose.

Jl szwss lJougwg IJlzoslbs J running-configuration g Js i_,-gla lIJedlose.

KYION o Sewss IJuuwg Idlzeslbs 1Jdled 1U3s wp lz)l90 pg ASDM gds i_jglg_ lJedlese.
SpJdu wuods) uvoble 1Jogss pu ASA pg ASDM l9 CLI Sod B adol.

B 2lds 3oz weles IJBuud: wop pilpws Iuioble 9lislz IJpslost pe 5296 lzosibes
luwoesle ey Jolus s 9,08 [Jlgueesh. B 2lds luvewsld £.96 9126 o0 joz wzlos
IJBS i sIBs odase wely Ideyvd Iluuluns 93388 IJodssy 1Js 1dzols 1Uzsso.

O 2ldé 99> joz pdlese pe IUzols 9830 929> wuwes lewslbss: sdjp ©9dSE Uolss 238536 pg
i9z pSlost p99> eds Izols IJeaso.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



