COLSw 9uedsd [dyveble gds ASA 1Jpesl)6
o9l wlos CLI (9lz06 ulo, 1JI9le))

lJpzogsle

lJp 9500

S9uoe o3l ldpuwows Jsvss bdo igglg_ PESUO pu Iduboble gds wyulpz Cisco ASA | pesl)
wluwegsle CLI (9lzos yulb) 1UI9le)) 9o wswol 9u9es§ol 9wgassol.

IJecbdole IJlgul jusé
lJpolbdolo

* 0284 pu lu zoly el 1J8lod JJodsd (ASA) swdd) edso 9de Iuwles sldolst
9ldpulbb§6 1J500$6 IJuosts. pg puol 86 Iduiolé: s9uos wluwegsle Ehe wi9esdsd
98w Idubeds (NTP) Jeslews 1dsSe eds ASA. weldd pu ldeedsele sle 1duads Jdeoee.

* Jbdo yuobs cuwere bdo wadse IJuvels (CSR). Sluol wolbde 1dsuesd IUs eze
P38 218 19 206 lzss p998 wol- wubed lpeds Llises CAlJclugso Jzod Ehzss:
eds uwesd ldpeeld Jl ldguo,. Entrust 9 Geotrust 9 GoDaddy 9 Thawte g VeriSign.

Idengo U‘ou.uoé)pé

ouvows Idpedsple 1Jgl)o WOs 03l IUpuwaws IJs luoshle Ideslez sldpdsole 1debse Ioldso:

- ASAv 9.18.1
« Jlogile PKCS12. sep luuegsle OpenSSL.



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

pedsple Ivluss

u9e Iduweble IJos wzuss E_Jsol eulasy 03l IJpywows os Juoble rogdg_o Slosl |3 Jwoble
P98E8 p0 PrzE WS bz 19 pare U8 dleds B woolez 2ol Ilply IUSled JJodsd
U Cisco |Jro)|J v}laoo vl |.J|_9|ro_) (CLl)

ouvesd [duvolsé [Jpg e slosl

1. (IResbs) 8p vluuble 9z pllost puves wire pSole 2.

N pdlebo: wuvdd el uos swp lgwedsle pdelz RSA Lluwe Default-RSA-Key 92z
2048: 9p¢ SJI: $9028 Lluwole luwe By JIJ uobs zos Jl ouogrp u O
J9z pdluse 1gluo/lUele.

<#root>

ASAv(config)#

crypto key generate rsa | abel
SELF-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: SELF-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

SpIJdu 986 j9z ldpdluse IJss e lugblde wluwegsle Uip) show crypto key mypubkey rsa.

<tfroot>
ASAv#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

SELF-SIGNED-KEYPAIR
Usage: General Purpose Key



Key Size

(bits): 2048
Storage: config
Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4a4d
af020301 0001

double u@bé 086 Lluwp peds. wdssu lUsle Juse lJowesd.
<#root>

ASAv (config)#
crypto ca trustpoint

SELF-SIGNED
ASAv (config-ca-trustpoint)#

enrol | rent self

- 8p wodasu luve 1Jeeld 1Jpdod wIJIled (FQDN) sluwe 1Jes o9 .-

/N o)t szo lo oblud pedps FQDN FADN Is g0l 1P 1Jglo wslzos ASA 1Jes
sop luvople ldyvelss Jol. ©89p 030 IJpedpd wogssu luwe IJpsuose 1Jwosd
(SAN) JJdwol>s.

<#root>
ASAv (config-ca-trustpoint)#
fqdn

asavpn.example.com
ASAv (config-ca-trustpoint)#

subj ect - nanme

CN=

asavpn.example.com,O0=Example Inc,C=US,St=California,L=San Jose

(lRosbs) Be wodasu luve iz IdpSlose 1Uss wp lugblie B 1Ugbs 1. sy plodow
B 2lds luwegsle s9z IdpVdlose IJIB el os.
<#root>

ASAv (config-ca-trustpoint)#
keypai r

SELF-SIGNED-KEYPAIR
ASAv(config-ca-trustpoint)# exit



5. 9p vouwzsd TrustPoint gloile 1Jbolss.
<{froot>

ASAv (config)#
crypto ca enrol

SELF-SIGNED
WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you 1like to continue with this enrollment? [yes/no]:
yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]:

no

Generate Self-Signed Certificate? [yes/no]:
yes

ASAv (config)#

exit

6. 9upzs e pldol spdu 1986 IJubolss 3less 1Jesdse [Uess>6 wluuwgsle IJie, show arypto
ca certificates

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032
Storage: config

Associated Trustpoints: SELF-SIGNED



lJouwesd w9luwbs bdo w9dse [Juvoelsé (CSR)
1. (l2oshs) Bp vluuble j9z pdlese puves wize pdule peso.

% pdlebo: Luvdd lu)luos sop luvedsle pdolz RSA Cluve Default-RSA-Key 92z
2048: 908 3JI: $9L0S Lluwegsle luwe B8y JIJ Giolrs zes Jl ouwegsp v w
J9z pluse IJelua/lelp.

<#root>

ASAv (config)#

crypto key generate rsa | abel
CA-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: CA-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

SeIJu 960 j9z Idpdlose 1U3s wpe lugblgo wluuegsle 1Jl0, show crypto key mypubkey rsa.

<#root>
ASAV#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

CA-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 addf474b lec3b4da4d
af020301 0001

2. logile @b &80 Lluwp ped>. odysu IJ9ers IUbyvso Juse IJogwesd.

ASAv(config)# crypto ca trustpoint CA-SIGNED
ASAv (config-ca-trustpoint)# enrollment terminal



3. 5p wodasu luwe Idezld IJpded lJdlpd sluue 1Jpsnse. sew lu woblod pedelo
FQDN 5 CN 19,098 pg FQDN Iy g0sle IP 1Uluo olJgses Ides sop luveesle Idusolss
Jol.

ASAv (config-ca-trustpoint)# fgdn asavpn.example.com
ASAv(config-ca-trustpoint)# subject-name CN=asavpn.example.com,0=Example Inc,C=US,St=California,L-

4. (Jgosbs) e wodssu luwe 9z Idpdlose 1Uss wp lugilie B IJglbgs 1.

ASAv(config-ca-trustpoint)# keypair CA-SIGNED-KEYPAIR

5. (ltosbs) 8p vodssu luvdow IJeedd po lobld Iduiolss - luwesle Blises [olold
Iuolsé (CRL) Iy w9999 2lJs 1 iolss g Iluc,ue (OCSP). wuvdd lde,los.
sop oebsd 1eedd pu lobld Iuvolss.

ASAv (config-ca-trustpoint)# revocation-check ocsp

6. (ltwsbhs) puolb8é TrustPoint goowse yuolyé CA lJos ywvwsde uvoldé 1Jogss Jp9e9.9
wol. 8Os 2ldo g3p IUoowse Vs 030 1Jgb9s: spdu wowse Jvobs Idpyze 1dpuod9
JIzdl pg Uivolss IJogse.

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAWIBAgIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEWS j
YS51eGFtcGx1LmNvbTAeFwOXNTAyMDYXNDEwMDBaFw0zMDAyMDYxNDEwMDBaMEUX
CzAJBgNVBAYTATBMMQ8wDQYDVQQKEwZ3dy12cG4xDDAKBgNVBASTA2xhY jEXMBUG
ALUEAXMOY2EuZXhhbXBsZS53jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQDI6pth5KFFTB29Lyn0g9/CTi0GYa+WFTcZXSLHZAGWTUZLYM19IbSFHWa6
gTeBnHgToLRNQoB51Q1xEA45ArL2G98aew8BMDO8GXkxWayforwLA3U9WZVTZsVN
4noWaXH1boGGD7+5vk0es]fL2B7pEhGodLh7Gki1T4KoqglL/1DMILgkz0ctZkCT7f
SkXVFik1Z1cZEGn6b2umnIgaVZ81lewIuTHOX481s3uxTPH8+B5QG0+d1lwa0sbCWk
oK5sEPpHZ3IQuVxGiirp/zmomzx14G/tel6eyMOpjpnVtDYjQIHNKQAQT5LKwRsX
039xKnYCbPfg3p2FdH7wIh11K3prAgMBAAG]jUDBOMAWGA1UdEWQFMAMBAT8wWHQYD
VROOBBYEFE55kZsbra9b9tLFV52U47em9uXaMB8GALUdIwQYMBAAFES55kZsbradb
9tLFV52U47em9uXaMA0GCSqGSIb3DQEBCWUAA4IBAQArsXTFwK3jTNBwOsYh5mgT
cGgeyDMRhs3Rs /wD25M2wkAF4AYZHgNIgK9VCK+ModKMQZy4X/uhj65NDU70Ff6f
z9kqgaRijsx153jV/YLk8E9oAIatnA/fQfX6V+h74yqucfFljs3d1FjyV14odRPwM
0jRyjaTH56BFTackNc7KRddtVxYB9sfEbFhN8od1BvnUedxGAJFHgxEQKmBE+h4w
gW8YnHOVMO8svyTXSL1IfOUCAmAY+1G0gghUTSTkFBtLRt6Z2uCotOONOMHIOhhS
dcVcovOi/PAxnrA1J+Ng2jrWwFN3MXWZ04S3CHYMCGkWgHkaHCh1gDOx9badgfsyzz
————— END CERTIFICATE-----

quit
INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes



WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to 1limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

- 8p vouwwesd [Jubelsé slugile CSR spdy uuwgo sbuwldo IUs poze pued JJosbse.
Swuopu CSR IJpvulz IUgle oo j92 IJ,o;élo.?sa lJpuweedpe po Owd TrustPoint. spdy
lovwgsle Iduvolso 1Jpsdes WEb oo Yod IJIzojo IJos wewss eds jog ldpdlase o3l

~ pdlebs: spdy J CA wgss) pedple FQDN g Subject Name IJpg>6 s TrustPoint
g0 93¢ CSR gluile Luol>s 0956 098¢ 6.

ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor

% The fully-qualified domain name in the certificate will be: asavpn.example.com
% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

MIIDHzCCAgcCAQAwWgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwWLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWXpZm9y
bm1ThMREwWDwWYDVQQHDAhTYW4gSm9zZTEhRMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdAYiqGdjyiV/3K92IIT/0r8cuAUe5rR4sjTvaXYC
SycSbwKc4kZbr3x120ss81td5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hgqTpudms+v4
g3R100DmeyVv4uEMYLS/noPxZXZ8YiQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwABod8qlEg5]/pH130]11tOUJEYITFoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABOE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiG9wOBCQ4x
LjAsMAsGALUdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHNjQjH
YhO8EOVWyoo9FaLfHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2Tt0OVVUTsYreGS+84Gqo
ixFOtW8R50IXg+afAVOAh81xVUFOvVUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXd]j7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3wWpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

Aduwos)lb gvolso 1Jo9gss. wez)yd w9dse CSR swpe w9ds) Lolss 0956.

ASAv (config)# crypto ca import CA-SIGNED certificate



WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you Tike to continue with this enrollment? [yes/no]: yes
% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDoTCCAomgAwIBAgIIKbLY8Qt8N5gwDQYIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMA0GALIUECXMDbGFiMRcwFQYDVQQDEwWS5 j
...
kzAihRuFqmYYUeQP2Byp/S5fNqUcyZfAczIHt8BcPmV09161iSF/ULGTzXMSOUX6N
d/LHXwrcTpclzU+7qx3TpVDZbJ TwwF+BWTB1xgMOBosJIx65u/n75KnbBhGUE753V
HX2eRzuhnnSVExCoeyed7DLiezD8

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

0298 pu uwduwds [dgboble. 9o e IeJo,ol.Jel‘ Spedu IUlbdlg eds yuolsé 1Jog s
lJz>s26 9 wolxd IJpyze 1Upuos8 wluweésle 1Ule, show crypto ca certificates

ASAv# show crypto ca certificates CA-SIGNED
CA Certificate

Status: Available

Certificate Serial Number: Occfd063f876f7e9
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:

CN=ca.example.com

OU=Tlab



O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: CA-SIGNED

ouvesd PKCS12

lJouwzsd Vs pdwd PKCS12 1J3s Szwss eds jog pdlose: yvolds 0986 9uwduwds Goble
CA (uoble) [oshsé puvedpesd po CAlJElLo .
1. louvle 08 & 96 Llwp p2>.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12
ASAv(config-ca-trustpoint)# exit

~ pdlzbo: suwps joz lJpdlose [dpuwe9)s wluwe TrustPoint.

2. (IRosbs) de wodasu Ipudow IJozdd pu lubld IJguolss - Lluvegsle Glses lublJ
Id_ivol>é (CRL) Iy w9999 21Js 1 iolss &oy IUloesoe (OCSP). wuvdd 1Bl os.
sop oebsd 1Jozdd po lobld 1 volss.

ASAv (config-ca-trustpoint)# revocation-check ocsp

3. luwos)b Idguelss pu pdwd PKCS12.

~ edlebs: seolz pJd PKCS12 Iy sJoy basebd o ). I3 o 1Jz 98 [ plboss
<)S Eud Vo IJpdd Bs pz) IJuue: Bluo swp wypsjo basebd. Jozosd pJd
suliss [Js Basebd p)05 wp9dz OpenSSL spdy lgwwgsleo.

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:



MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZ0Egg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMITH/QYJKoZIhvcNAQcBMBwWGCigGSIb3DQEMAQMWDgQIiK0C
wqE3TmOCAggAgITIHONjxmIBuoPRuY11VxTiawHzsL8kIT0310j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAuAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7]/hqoKcwECDO5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

Lozl pu Idgiolss (Idyioble) IJeowws.

ASAv# show crypto ca certificates TP-PKCS12

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
CN=asavpnpkcsl2chain.example.com
O=Example Inc

L=San Jose

ST=California

C=Us

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: TP-PKCS12

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Validity Date:



start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: TP-PKCS12

O Idpold Iduwlod: Jlo PKCS12 sze9s eds 1J09ss 9 volss CA - I wpesy - Idgiolds
9uvols CA. glJl Vly I iol>e WVl 092956.

5. (ltesbs) puol> 86 TrustPoint.

BBl de sJo PRKCS12 szwss eds uivol>s CA 9up 1dzuesd eds ybelbs CA v dJ
puSLod vouuwsd PEM: spdu wouswol $39sl.

ASAv(config)# crypto ca authenticate TP-PKCS12
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGAIUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIONhKS
dcVcov0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOXx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

oSy ldyuolye

oSy Iduvolys 1Jes9ed slosl

1. el pu whst luwoele Lodlzss Idyvolyé 1Ugldss.
<#root>

# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)



Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032

Storage: config
Associated Trustpoints: SELF-SIGNED

elss logwle 1Juwolss.

ASAv# conf t

ASAv(config)# crypto ca enroll SELF-SIGNED

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

WARNING: Trustpoint TP has already enrolled and has

a device cert issued to it.

If you successfully re-enroll this trustpoint,

the current certificate will be replaced.

Do you want to continue with re-enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]: no

Generate Self-Signed Certificate? [yes/no]: yes

ASAv(config)# exit

Lozl pu Idubolyé 1Uzasr6.
<#root>

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16085
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTe Inc

CN=asa.example.com



Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asa.example.com

Validity Date:

start date: 15:09:09 CEDT Jul 20 2022

end date: 15:09:09 CEDT Jul 17 2032

Storage: config
Associated Trustpoints: SELF-SIGNED
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~ pdlzbas: 31 Jly s pu culuo) IJuvolsé 1Jgas»6 (subject/fqdn. keypair) weolg IJs IJogss)
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1. 0288 pu wbse luwele Lodless [Juolss IJgldss.
<#root>

ASAv# show crypto ca certificates CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config
Associated Trustpoints: CA-SIGNED

Certificate
Subject Name:
Status: Pending terminal enrollment



Key Usage: General Purpose
Fingerprint: 790aa61l7 c30c6894 0Obdc0327 0d60b032
Associated Trustpoint: CA-SIGNED

2. ogwesd Iduvolds. §p wluuvle CSRIJ3s spdo uuwgo shuwldo lJs CA JJw9dse.
Swuopu CSR IJpvulz IUgle oo j92 IJ,o;élo.?sa lJpuweede po Owd TrustPoint - sedy
luwegsle 1dubolss 1Jpses Vb pu God Ilzess IJos wewss eds i IJpdluse ol
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ASAv# conf t
ASAv (config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

% Start certificate enrollment ..

% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor
% The fully-qualified domain name in the certificate will be: asavpn.example.com

% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

MIIDHzCCAgcCAQAwgYsxGzAZBgNVBAMMEmMFzYXZwb1i51eGFtcGx1LmNvbTEUMBIG
ALUECgwLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMwWEQYDVQQIDApDYWxpZm9y
bmThMREwDwWYDVQQHDAhTYW4gSm9zZTEhRMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YWlwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5CVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdYiqGdjyiV/3K92IIT/0r8cuAUe5rR4sjTvaXxyYC
SycSbwKc4kZbr3x120ss81td5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hqTpudms+v4
g3R100DmeyVv4uEMYLS/noPxZXZ8YiQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwWABod8qlEg5]/pH130]J1itOUJEYITFoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABoE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiGOwOBCQ4x
LjAsMAsGALUdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHN]QjH
YhO8EOVWyoo09FaLfHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUN1cRoAmMmMAQOpDWL9Zz
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Ggo
ixFOtW8R50IXg+afAVOAh81xVUFOvVuUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VE5SUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

3. luwos)l yivolss 1Jo9ss. wez)d w9 dse CSR: swp w9lds) Jivoldo 09s6.



ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you 1like to continue with this enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDgTCCAmmgAwWIBAgIIMA+aIxCtNtMwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEWS j]7jWh5Iq90t1UDV8CAWEA
AaMuMCwwCwYDVROPBAQDAgWgMBOGA1UdEQQWMBSCEmMFzYXZwb1i5TeGFtcGx1LmNv
bTANBgkghkiG9w0OBAQs FAAOCAQEATQUchY4UjhjkySMIAh7NT3TT5]J4NzgW8gHa
WNg+YYHR+sQ6G3vn+6cYCU87tgWT1Y3fXC27TwweREWMbq8NsJIrr80hsChYby8kwE
LnTkrN7dJB17u50VQ3DRjfmFrJ9LEUaYZx1HYvcS1kAeEeVB4VIwVzeujWepcmEM
p7cB6veTcFIrulDVRIMdOKYEOX+HYav2INT2udcOGlyDwm1,/mqdf0/ON2SpBBpnE
gtiKshtsST/NAw25WjkrDIfN8uR2z5xpzxnEDUBOHO1 pG1gb1I6GIARXWO+LwfB1
n1QD5b/RdAQOUbLCpfKNPAE/9wWNNoXGD117qfZxr04T71d2Idug==

————— END CERTIFICATE-----

INFO: Certificate successfully imported

vl pu whsg luwoele Lodless [dubolys [Jgas6.
<#root>

ASAv# show crypto ca certificates CA-SIGNED
Certificate

Status: Available

Certificate Serial Number: 300f9a2310ad36d3
Certificate Usage: General Purpose

PubTic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com

L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:



start date: 16:09:00 CEDT Jul 20 2022

end date: 16:09:00 CEDT Jul 20 2023

Storage: config
Associated Trustpoints: CA-SIGNED

oeass> PKCS12

Jl spdu o> Jvolxs W TrustPoint pwzds wluwogsle pdd PKCS12. Joowse ol
22826« Sew luuwle TrustPoint z>s56.

1. louvle 0 9bé & 96 Llwp p2>.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12-2022
ASAv(config-ca-trustpoint)# exit

2. (ltesbs) e wodssu luvdow IJopdd po lobld Iduiolss - luwesle Blises [olold
Iuolss (CRL) Iy w9999 21Js 1 iolss g Ilue,ue (OCSP). wuvdd lde,luos.
sop oebsd 1eedd pu lobld Iuuolss.

ASAv (config-ca-trustpoint)# revocation-check ocsp

3. luwos)b Idgiolss [Jz>s36 pu pJd PKCS12.

~ odlzbé: spulz pJd PKCS12 1y sJgy basebd o). I3 Jlue 1z ,98 I pbuges
<)S Eud Vo IJpdd Bs pe) IJuue: Blue swp wypsjo basebd. Jozosd pJd
sulss IJs vz popes basebsd: spdy luwegsle OpenSSL.

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12-2022 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ0Egg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QYJIKoZIhvcNAQCcBMBWGCiqGSIb3DQEMAQMWDYQIiKOC
wgE3TmOCAggAgITHONjxmJBuoPRuY11VxTiawHzsL8kI103107j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7J/hqoKcwECDOS5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.



INFO: Import PKCS12 operation completed successfully.

% pdlzbo: 31 Iy pJd PKCS12 1Jz>s> Sgess eds Uvolds 0956 wudw j9g
lJpdlose s wp luvegsleo pe Idyvolss 1886 By TrustPoint IUz>s6 wyis)
IJss luwe s9z pSlose Sose.
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<tfroot>

ASAv(config)# crypto ca import

TP- PKCS12- 2022

pkcs12 ciscol23
Enter the base 64 encoded pkcsl2. End with the word "quit" on a Tine by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgg2ZMIINTTCCCBcGCSqGSIb3DQEH
dnxCNIx6
quit

WARNI NG | dentical public key already exists as TP- PKCS12

ASAv(config)# show run crypto ca trustpoint

TP- PKCS12- 2022

crypto ca trustpoint TP-PKCS12-2022

keypai r TP- PKCS12

no validation-usage crl configure

Lozl pu Iduiolss (Idyieble) IJeowws.
<#root>

ASAv# show crypto ca certificates TP-PKCS12-2022

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: unstructuredName=asavpn.example.com CN=asavpnpkcsl2chain.example.com O=Example Inc
Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config



Associated Trustpoints: TP-PKCS12-2022

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Validity Date:

start date: 15:10:00 CEST Feb 6 2015

end date: 15:10:00 CEST Feb 6 2030

Storage: config

Associated Trustpoints: TP-PKCS12-2022

s Idpold Iduwlod: Jlo PKCS12 szess eds yivolds [Jogss g iol>e CA J3JY. sbo,
beldlo wes IJlpwos)ls slduvoelss 9 volse CA. 9lJl sJsy ¢l Idiol>s W8l 0929l

5. (ltesbs) puol> 86 TrustPoint.

BBl de sJo PRKCS12 szwss eds uivol>s CA 9up 1dzuesd eds ybelss CA v dJ
puSLod wouuwsd PEM: spdu wooswol 9l

ASAv(config)# crypto ca authenticate TP-PKCS12-2022
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIOAhKS
dcVcov0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOXx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

6. 9p wlebsé wdosy ASA Jluwegsle u8bs 1Je9é 1Uzss6 wadl pu lJugbé 1J9>506.
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ASAv# show running-config ss1 trust-point
ss1 trust-point TP-PKCS12

ASAv# conf t

ASAv(config)#ss1 trust-point TP-PKCS12-2022
ASAv(config)#exit

~ pdlebo: spdy luwegsle TrustPoint WOs guluo) wdysy pgodds. wzdd pu lJodssy
lJglue od 2 swp luvwesle TrustPoint 1J8>sp.

pedyple Sl LoJs

Jsso wdysu leshle 1y ge eds ASA.

290 pU dJdsd wdysu 9lzoes yulb |Ji_9|P) Jepdslo Cisco ASA 1Jgles Series 9.18 JJlbJlg
eds Idgbsle 1dpbdycs Jlgsh 1dyde sldehst vuvdd wozse eds ASA.
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-
config/basic-hostname-pw.html#|D-2130-000001bf
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