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IJecbdole IJlgul jusé
lJpolbdolo

o900 Cisco Uiy odsw Jssd pe,us uldpslose IJoldss:

© 52838 pu lu zoly Wlely 1d8led JJodsa (ASA) se9dd) edso 9 Iduwlgs sldolst
9ldpub 96 1Jjp0s6 IUuozs2s. pe puob$6 IUubolyé: s9uos wluwedsle Ehbe w)i9esdsd
98w IJuveds (NTP) Jpejlews IUsge eds ASA. w288 pu ldpedsple Sle Iduads JJesze.

* Jdbde gbolss owede bde wadse Iduvolss (CSR). Bluel wobde 1Jsuesd IUs eoze
£L038 slgs 19 206 Ehzss p90938 wol. wuvpd e Js Llisgs CA lJologsy Jzos ¢hzss.
eds wwosd Ideeld JI Idzue)« Entrust 9 Geotrust 9 GoDaddy 9 Thawte 9 VeriSign.

lJpdyole |dpuuegspd

oo Idegdsele 1Uslss B 03l Idpuwews 1Us luoshle IUuslez sldedsole 1Jelss 1Joldss:



. ASAv 9.18.1
» Jlouile PKCS12, sop luuegsle OpenSSL.

oe quuls: IJrog_Jgplu |J9I_).>o u_95 o.>| |Jr0u.uuu.) ,ou IJICoJo IJ,ogag)o x_9§ WSSO rog_,thso Cluoo

ped9ple Ivluss

u9e Iduweble IJos wzuss erol eulasy o3l IJpywows os Juoble r°.9L9€_° Slosl |_9 Jwoble
POSES pU pazE s s 19 aize ©LedSS dleds B wulee zob Idlelu IUSILJ JJodscd
ou Cisco lJpesl) w9lgos ywb, IJIngJ (CLD).

ouvesd Iduvolé 1Jes 9 slosl

1. (IResbs) Sp vluuble 9z pllost puves wire pSule 2.

Y pdlebs: Luvdd lBu,)luos sop luvwgsle pdolz RSA Lluwe Default-RSA-Key 92z
2048: 5p¢ SJI: $9008 Lluwole luwe Bys> JIJ Juobs zos Jl oguogrp u Oy
Joz pluse 1Jglua/lelp.

<#root>
ASAv (config)#
crypto key generate rsa | abel

SELF-SIGNED-KEYPAIR

nmodul us

2048
INFO: The name for the keys will be: SELF-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

SpIU 986 j9z IJpdlose 1Uss wp loublde wluvegsle 1Jie, show cryptokey mypubkey rsa.

<#root>

ASAv#



show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

SELF-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:
30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4a4
af020301 0001

o louble b & 86 Lluwe ped. wdssy 1M Joge IJewrpsd.

<#root>

ASAv (config)#

crypto ca trustpoint

SELF-SIGNED
ASAv (config-ca-trustpoint)#



enrol | nent self

e wodasu luwe Idpzld Ideded wIJdled (FQDN) sluwe 1Jes ose.

_& ariss sew o oblud pedeé FQDN FQDN s gusly IPIJgEl o wolzos ASA IJos sop luvaésle IJuiolss Jol.
©d9p 00 lJpedps wogssu luve IJpsuose [Jwssd (SAN) Jduvoelss.

<#froot>

ASAv (config-ca-trustpoint)#

fqdn

asavpn.example.com
ASAv (config-ca-trustpoint)#

subj ect - nane

asavpn.example.com,0=ExampTle Inc,C=US,St=California,L=San Jose

¢ (ltesbs) Bp wvodssu luve j9e IJpdlose 1dss op lugblie B 1Ugbos 1. &) plodaw B elds luwaegsle sz
IJevdlose Vel os.

<#froot>

ASAv (config-ca-trustpoint)#



keypai r

SELF-SIGNED-KEYPAIR
ASAv(config-ca-trustpoint)# exit

o BOp vouwzsd TrustPoint glouule 1Juols.

<#froot>

ASAv (config)#

crypto ca enrol

SELF-SIGNED
WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you Tike to continue with this enrollment? [yes/no]:

yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]:

no

Generate Self-Signed Certificate? [yes/no]:

yes

ASAv (config)#



exit

o gupe IJopldol spdy H986 IUubolss 1Jpe99es slus! 1Jzrsss oluvedsle |Jip_) show crypto ca certificates <truspoint
name>.

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=UsS

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=UsS

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032
Storage: config

Associated Trustpoints: SELF-SIGNED

IJowwesd woluwlbs bdo wdse Iduwolss (CSR)

© (IResbs) Sp vluuile 59z pllost puves wirp pSulz p22>.

% adigds: L vdd 18 e)luos: sop luvedsle pdcle RSA Cluwpe Default-RSA-Key 9220 2048: 908 3JY: S9,058
luwegsle luve Wys> JIJ Jiolss zos Jl oguagse ubuw j9z pldlese IUgluo/lUgle.

<#root>

ASAv (config)#



crypto key generate rsa | abel

CA-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: CA-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

SpJU 986 9z IUplose IUss wp logilde wluuogsle Uim show crypto key mypubkey rsa.

<#froot>

ASAv#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

CA-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config



Key Data:
30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4a4d
af020301 0001

o lodble 086 886 Lluwpe ez, L9 1T Idbs Juse IJogwzsd-

ASAv(config)# crypto ca trustpoint CA-SIGNED
ASAv(config-ca-trustpoint)# enrollment terminal

© e wodso luve dpeld 1pded wlddled sluve IJesose- Sev lu woblud pedele FQDN 9 CN Ies ose g FQDN
l9 gwslu IPIJElLo wlUgspé ldos swp luveesle Iduuelss Jol.

ASAv (config-ca-trustpoint)# fqdn asavpn.example.com
ASAv (config-ca-trustpoint)# subject-name CN=asavpn.example.com,0O=Example Inc,C=US,St=California,Ll=

o (IResbs) Sp wodasu luwe sz Idpdlose 1Jss wp lugblye B 1Jglbgs 1.

ASAv (config-ca-trustpoint)# keypair CA-SIGNED-KEYPAIR

© (l2eshs) 8p wodssu lumdsw IUezdd pu lulbld Idgiolss - ulgvagsle Blises lubld 1duielss (CRL) Iy wy9e9dsd
2lJs 1dgvolss guy IJloeyue (OCSP). wuvdd 1Be,luos: sop ogbsd IUozdd pu lobld IJubols.

ASAv (config-ca-trustpoint)# revocation-check ocsp

o (ltoshs) puob@s TrustPoint 9o wse Juolxs CA IJos gwede yiols 1Jogss Jp9esd wol. Bs glds g0
lJoowso B 030 IUgbys: spdu vowse volxs Ideyze IJpuosd Jlgdl pe Uivolsd 1Jogss.

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAgIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
YS5TeGFtcGxTLmNvbTAe FWOXNTAYyMDYXNDEwMDBaFw0zMDAyMDYXNDEwMDBaMEUXx
CzAJBgNVBAYTA1BMMQ8wDQYDVQQKEwZ3dy12cG4xDDAKBgNVBASTA2xhYjEXMBUG
ALUEAXMOY2EuZXhhbXBsZS5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWgYEK
AoIBAQDI6pth5KFFTB29Lyn0g9/CTi0GYa+WFTcZXSLHZAGWTUZLYM19IbSFHWa6
gTeBnHgToLRNQoB51Q1xEA45ArL2G98aew8BMD08GXkxWayforwLA3U9WZVTZsVN



4noWaXH1boGGD7+5vk0es]fL2B7pEhGodLh7Gki1T4Koqgl/1DMILgkz0ctZkCT7f
SkXVFik1Z1cZEGn6b2umnIgaVZ81lewIuTHOX481s3uxTPH8+B5QG0+d1lwa0sbCWk
oK5sEPpHZ3IQuVxGiirp/zmomzx14G/tel6eyMOpjpnVtDYjQIHNKQAQT5LKwRsX
039xKnYCbPfg3p2FdH7wIh11K3prAgMBAAG]j UDBOMAWGA1UdEWQFMAMBAT8wWHQYD
VROOBBYEFE55kZsbra9b9tLFV52U47em9uXaMB8GALUdIwQYMBAAFES55kZsbradb
9tLFV52U47em9uXaMA0GCSqGSIbh3DQEBCWUAA4IBAQArsXTFwK3jTNBwOsYh5mgT
cGgeyDMRhs3Rs /wD25M2wkAF4AYZHgNIgKIVCK+ModKMQZy4X/uhj65NDU70Ff6f
z9kqgaRijsx153jV/YLk8E9oAIatnA/fQfX6V+h74yqucfFljs3d1FjyV14odRPwM
0jRyjaTH56BFTackNc7KRddtVxYB9sfEbFhN8od1BvnUedxGAJFHgxEQKmBE+h4w
gW8YNHOVMO8svyTXSL1IfOUCAmAY+1G0gghUTSTkFBtLRt6Z2uCotOONOMHIOhKS
dcVcovOi/PAxnrA1J+Ng2jrWwFN3MXWZ04S3CHYMCGkWgHkaHCh1gDOx9badgfsyzz
————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to 1limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

o 8p wouwesd Iduels slouile CSR spdu uuwgo shuwlde 1S poze puodd JJo9dse. swuoes CSRIJpdolz Igle
o 192 plose Idpuw e po Sod TrustPoint. spdu lgwesle IJubels 1Jpsdes B3k pu Sod Idlzess Idos ceoss
eds e IJpdlose o3l

% adlghs: spdu J CA céss) pedele FQDN 9 Subject Name ldegssé b TrustPoint oo w9 8se CSRsluuile Juolsé
0958 pIIES-

ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor

% The fully-qualified domain name in the certificate will be: asavpn.example.com
% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

MIIDHzCCAgcCAQAwgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwWLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWXpZm9y
bmThMREwWDwWYDVQQHDAhTYW4gSm9zZTEhRMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdYiqGdjyiV/3K92IIT/0r8cuAUe5rR4sjTvaXyYC
SycSbwKc4kZbr3x120ss8I1td5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hgqTpudms+v4



g3R100Dmeyv4uEMYLS/noPxZXZ8YiQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwWABod8q1lEg5]/pH130]1itOUJEYITFoVHqVv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABoE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiGO9wOBCQ4x
LjAsMAsGA1UdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHN]QjH
YhO8EOVWyoo9FalL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Ggo
ixFOtW8R50IXg+afAVOAh81xVUFOvuUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

o luwosy Ubolss 1J09ss. wpzyd ©98se CSR swp w9ds,) Uiold 09s6.

ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDoTCCAomgAwIBAgIIKbLY8Qt8N5gwDQYIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
C...)
kzAihRuFqmYYUeQP2Byp/S5fNqUcyZfAczIHt8BcPmV09161iSF/ULGTzXMSOUX6N
d/LHXwrcTpclzU+7gx3TpVDZbI TwwF+BWTB1xgMOBosJIx65u/n75KnbBhGUE753V
HX2eRzuhnnSVExCoeyed7DLiezD8

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

o oeldd pu uwduwds Idguoble. 9upe)s [Jopldol spdu lUIbdle sds Juolss 1Jo9gsé 1Ugassé 9 uolsd lJpsze Jpuo>8
wluwodsle UilaJ show crypto ca certificates <trustpoint name>.

ASAv# show crypto ca certificates CA-SIGNED
CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL



Subject Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=UsS

O=ExampTle Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: CA-SIGNED

ouwesd PKCS12

[Jouwzgsd WS pdud PKCS121J5s Szwss £Js joz pdlose: yvolds 0956 9uudwds Jivolsle CA (Uioble) lgoshss: puvoded
pu CA lJgluo .

o lousle 08bs & 86 Clgwe .

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12
ASAv(config-ca-trustpoint)# exit

% pdIzES: s wpes 59z IJplose Idpuwes)s oluwe TrustPoint.

o (2eshs) 8p wodsss lumdse IUozdd pu lulbld Idgiolss - lguegsle Blises lubld Iduuelss (CRL) Iy w999
2lJé Idgolsé gy IUloe,ue (OCSP). wuvdd 1B e,luos: sop websd ozl pu lobld [Jyvolss.



ASAv(config-ca-trustpoint)# revocation-check ocsp

o Jwosyb IJgbolds ey pJud PKCS12.

% P spolz pJd PKCSI2 1y oo basebs p ). 31 Jlow 1Jz)98 1dplowses w)hs eus Bog ldpdud B pe)
IJouuo: Bluo swp wypsjo basebd. Jozssd pdud wuliss |Us Basebs o)) wpesde OpenSSL spedy luwegslpo.

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

crypto ca import trustpoint pkcsl? passphrase nointeractive

ASAv(config)# crypto ca import TP-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QYJKoZIhvcNAQcBMBwWGCigGSIb3DQEMAQMWDgQIiK0cC
wqE3TmOCAggAgITIHONjxmJBuoPRuY11VxTiawHzsL8kIT0310j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7J/hqoKcwECDO5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

o oedd pu ldyiols (Iduvoble) IJpowwé.

ASAv# show crypto ca certificates TP-PK(CS12

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tlab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/crypto-a-to-crypto-ir-commands.html#wp6071255000

CN=asavpnpkcsl2chain.example.com
O=ExampTle Inc

L=San Jose

ST=California

C=US

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: TP-PKCS12

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: TP-PKCS12

B ool Iduwlod: Jlo PKCSI2 5208 £ 100955 9 iso0l38 CA - 1§ ps - [Jubolss 9 ol CA. olJl Blo I ielss
B 09z2926.

o (Ioshs) puelb§6 TrustPoint.

Bl Jpe o PKCS12 spw9s eds uivolss CA 9o p IJzuosd gds uiolé CA wuvdd pudod vouuwsd PEM. spdy
wouswol $x9sl.

ASAv(config)# crypto ca authenticate TP-PKCS12
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIOhKS
dcVcovO0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02



Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to 1limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

oz Idyvols

weasd Iduuolsé 1Jps9eé Slosl

o oedd pu whst luwele Lodlzss Iduuolsé 1Jgldss.

<#froot>

# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=UsS

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022

end date: 15:00:58 CEDT Jul 12 2032



Storage: config
Associated Trustpoints: SELF-SIGNED

o lgbs logule [Jubolss.

ASAv# conf t

ASAv(config)# crypto ca enroll SELF-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes

WARNING: Trustpoint TP has already enrolled and has

a device cert issued to it.

If you successfully re-enroll this trustpoint,

the current certificate will be replaced.

Do you want to continue with re-enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]: no

Generate Self-Signed Certificate? [yes/no]: yes

ASAv(config)# exit

o 0zdd pu ldybolss IUgasdé.

<#root>

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16085
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:09:09 CEDT Jul 20 2022



end date: 15:09:09 CEDT Jul 17 2032

Storage: config
Associated Trustpoints: SELF-SIGNED

weass Idgvolsé IJpweds g bdo wodse [Juiolrs (CSR)

% adigds: |51 JIo s po euluoy Idubolss 1Jgas»6 (subject/fadn. keypair) czole 1Js IJogssy Jduivolss 1Jzassé BB8p wlouvle
uwolxs 2as6. Hlze IJogwesd wluvogsle duwe bdo wdse [Juielrs (CSR). IUlg)le IJolds s@9e voerse wlhsg luwele
wodless [Juuolss.

o oedd pu whst luwele Lodlzss IJwolsé 1Jgldss.

<#froot>

ASAv# show crypto ca certificates CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tlab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:



start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config
Associated Trustpoints: CA-SIGNED

Certificate

Subject Name:

Status: Pending terminal enrollment

Key Usage: General Purpose

Fingerprint: 790aa617 c30c6894 0Obdc0327 0d60b032
Associated Trustpoint: CA-SIGNED

© ouwzsd uwobs. e Llogile CSRIJ3S spdu uuwgo shuwlde Is CA JJusdse. soupeu CSRIJpdclz IUgle oo
e leSlose Jeuwetre 0 od TrustPoint - spdo luwodale Idubel>s IdesSes SSb po Sod Idlzess Idos cress
eds e IJpdlose o3l

% adlghs: spdu J CA cgss) pedele FQDN 9 Subject Name ldegssé b TrustPoint oo w9 8se CSRsluuile Juolsé
0956 P9 9ES.

% adlgss: Lldogwws [Js o e odyse TrustPoint 390 wEss) wdsso Idessase/fadn 959lz IJpdlose: weue
epdsle IJogwesd 1JJIz 86 o uuwwd CSR Jel os 1Uzld wldougwed JJbgld 1Ulsds.

ASAv# conf t
ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes

% Start certificate enrollment ..

6 The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor
6 The fully-qualified domain name in the certificate will be: asavpn.example.com

% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

R X X

MIIDHzCCAgcCAQAwWgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWxpZm9y
bmThMREwDwWYDVQQHDAhTYW4gSm9zZTEhMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdAYiqGdjyiV/3K92IIT/0r8cuAlUe5rR4sjTvaXyYC
SycSbwKc4kZbr3x120ss8Itd5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hgqTpudms+v4



g3R100Dmeyv4uEMYLS/noPxZXZ8YiQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwWABod8q1lEg5]/pH130]1itOUJEYITFoVHqVv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABoE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiGO9wOBCQ4x
LjAsMAsGA1UdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHN]QjH
YhO8EOVWyoo9FalL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Ggo
ixFOtW8R50IXg+afAVOAh81xVUFOvuUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

o luwosy Ubolss 1J09ss. wpzyd ©98se CSR swp w9ds,) Uiold 09s6.

ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDgTCCAmmgAWIBAgIIMA+aIXxCtNtMwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
YS51eGFtcGx1LmNvbTAeFwOyMjA3MjAxNDA5SMDBaFwOyMzA3MjAXxNDASMDBaMIGL
MRswGQYDVQQDDBJhc2F2cG4uZXhhbXBsZS5jb20xFDASBgNVBAoOMCOV4YW1wbGUg
SW53jMQswCQYDVQQGEwIVUzETMBEGALUECAWKQ2FsaWZvcm5pYTERMASGALUEBwWwWI
U2FuIEpvc2UxITAfBgkghkiGIOwOBCQIMEMFzYXZwbi51eGFtcGx1LmNvbTCCASIw
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOXL2Va9YzHvVDM+E974E9WFAWAEd
Gr7POwXWIghnY801f9yvdiCE/9K/HLgFHua0elLI107212AksnEm8Cn0IGW698ddtL
LPCLXeY0JAXalEgqa5f1TIk6YUTIAUWKKT5NLXV+KwvIP09DXxQxPtoI09cD]/a3m/
do2K6JRiuDFmXQs6qMCz4xI+XAsLvD7+YeIak6bnZrPr+INOdTjg5nsr+LhDGCOV
56D8WV2fGIkDIhthD9gYNCjk9xc8dI1bnpKIOLUYYmbfnM8snOkaKsgUmpBGQCAA
aHfKtRIOSf6RIdICZYrT1CRMiJRaFR6r94y+83wPYpS]7jWh5Iq90tT1UDV8CAWEA
AaMuMCwwCwYDVROPBAQDAgWgMBOGALUdEQQWMBSCEMFzYXZwbi51eGFtcGx1LmNv
bTANBgkghkiG9wOBAQs FAAOCAQEATQUchY4UjhjkySMIAh7NT3TT5]J4NzgW8gHa
wNQg+YyHR+sQ6G3vn+6cYCU87tgW1Y3fXC27TwweREwMbq8NsJrr80hsChYby8kwE
LnTkrN7dJB17u50VQ3DRjfmFr]9LEUaYZx1HYvcS1kAeEeVB4VIwVzeujWepcmEM
p7cB6veTcFIrulDVRIMdOKYEOXx+HYav2INT2udcOGLlyDwm1/mqdf0/ON2SpBBpnE
gtiKshtsST/NAw25WjkrDIfN8uR2z5xpzxnEDUBOHO1pG1gb1I6G1ARXWO+LwTB1
n1QD5b/RdAQOUbLCpfKNPAE/9wNNoXGD117qfZxr04T71d2Idug==

————— END CERTIFICATE-----

INFO: Certificate successfully imported

e oedd pu bt luwele Jodlzss IUuuolsé 1Ugss36.

<#root>



ASAv# show crypto ca certificates CA-SIGNED
Certificate

Status: Available

Certificate Serial Number: 300f9a2310ad36d3
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 16:09:00 CEDT Jul 20 2022

end date: 16:09:00 CEDT Jul 20 2023

Storage: config
Associated Trustpoints: CA-SIGNED

oS> PKCS12

Jl spdo wpass yiols B TrustPoint pweds uluwegsle pJwd PKCSI2. Joouse Jibols 23836 Sew luile TrustPoint z>s$56.

. IUU‘J": uldbé & 96 ‘e’lg}”r" pTI.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12-2022
ASAv(config-ca-trustpoint)# exit

o (2oshs) Bp wodssu luvdae IJezdd pu lubld Iduiolss - Lluuagsle Blisps lulbold 1guolss (CRL) Iy wosesdsd
2lJé Idgolsé gy IUlue,ue (OCSP). wuvdd 1B e,luos: sop websd IJozdd pu lobld [Jvolss.

ASAv (config-ca-trustpoint)# revocation-check ocsp



o luwosyb Iduielss 1Jzrs36 pu pJd PKCSI2.

% adigks: spolz pJud PKCS121y sdgy basebl puids ). 5l Jlow 1Jz,90 [Jplbuses wms gus Boe Ipdd B pz))
lJuue: Bluo sop wypsjo basebd. Jozasd pdd wuliss [Us wesde poes basebl spdy [uweésle OpenSSL.

openssl enc -base64 -in asavpnpkcsl2chai n. exanpl e.com pfx -out asavpnpkcsl2chai n. exanpl e. com

ASAv(config)# crypto ca inport TP-PKCS12-2022 pkcsl12 ciscol23

Enter the base 64 encoded pkcsi2.

End with the word "quit" on a line by itself:

M | Ndgl BAz CCDawGCSqGSI b3DQEHAaCCDZ0Egg2ZM | NI TCCCBc GCSqGSI b3DQEH
BgCCCAgwWgggEAgGEAM | H QYJKoZIl hve NAQe BMBWGCH qGSI b3DQEMAQMAMDgQ i KOC
WJE3TnDCAggAgl | HONj xmJBuoPRuY!l 1VxTi awHzsL8kI | 031 G 7t cWrECBwz sKKq

(...)
PXowMAWYJ KoZI hv e NAGK UMBYe J ABhAHVAY QB2 AHAAb g AuAGUAe ABhAGDAC ABs AGUA

LgBj AGBAbTAt MCEWCQYFKw4DAhoFAAQUPXZZt Beql h98wQ j HWJ/ hqoKcwECDO5
dnxCNIx6

quit

Trustpoint CA certificate accepted.

WARNI NG CA certificates can be used to validate VPN connecti ons,
by default. Please adjust the validation-usage of this

trustpoint to limt the validation scope, if necessary.

INFO Inport PKCS12 operation conpl eted successfully.

% adizds: |3l Jly pJd PKCS12 1238 S2e9s £Js Jivoldd 0986 woudw 392 IUpBdlose 1Uds wp luvegsleo pg
IJuol>s 1J 95506« Blo TrustPoint [Jzss56 Uiy 1Js luve 392 p8lose §ose-
ros;";|J:

<#root>

ASAv(config)# crypto ca import

TP- PKCS12- 2022

pkcs12 ciscol23
Enter the base 64 encoded pkcsl2. End with the word "quit" on a Tine by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZ0Egg2ZMIINTTCCCBcGCSqGSIb3DQEH

dnxCNJIx6



quit

WARNI NG | dentical public key already exists as TP- PKCS12

ASAv(config)# show run crypto ca trustpoint

TP- PKCS12- 2022

crypto ca trustpoint TP-PK(CS12-2022

keypai r TP- PKCS12

no validation-usage crl configure

o wzdd pu lduiolss (Idubeble) e wws.

<#root>

ASAv# show crypto ca certificates TP-PKCS12-2022

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: unstructuredName=asavpn.example.com CN=asavpnpkcsl2chain.example.com O=Example Inc
Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config



Associated Trustpoints: TP-PKCS12-2022

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Validity Date:

start date: 15:10:00 CEST Feb 6 2015

end date: 15:10:00 CEST Feb 6 2030

Storage: config

Associated Trustpoints: TP-PKCS12-2022

I ldpeld Iduwle @ Il PKCS12 spw9s eds uivolss 1Jogss 9 volss CAL Jsdde sbo, bgldlo wes 1dlgwas,ls 9ldgvolss
9ubolss CA. glJl sdoy Iagld IJvolss B §lo 09295l

o (loshs) puelb 6 TrustPoint.

Bl e o PKCS12 spw9s eds uivolss CA 9o p 1Jzuo9d gds uiolxé CA wuvdd pudod vouuwsd PEM. spdy
wouswol $x9sl.

ASAv(config)# crypto ca authenticate TP-PKCS12-2022
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIONhKS
dcVcov0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOXx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported



o BOp vlehs wdssy ASA Jluweéslp b 1Je9s 1Ugsss6 wadl pu lJodlbs 1J9>506.

puld:

ASAV# show running-config sdl trust-point ssl trust-point TP-PKCS12 ASAv# conf t ASAv(config)#sdl trust-point TP-PKCS12-2022 ASAv(config)#exit

% adlghs: spdu luwogsle TrustPoint B guluoy odssu pgodds. wedd pu ldodsse IUgluo v 2se sop luvagsle
TrustPoint 1IJ 9> .

pedyple slo Lods

Jsdss odysu leshble IUsge eds ASA.

wedd pu odl Idesze Jdog,ud eds IJgbsle IUpbdsws Jlgsh 1Usde sldebst wuvdd uozse eJs ASA. CLI Book 1: 5. s, )
59,50 9lz06 Lwlo, LIl slo I gl 06 Cisco Secure Firewall ASA Series General Operations, 9.18



https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
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