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Cisco 0 VPN 5002 ;S 50

[ General ]

| PSecGat eway 200.1.1.2

"Devi ceNane "omar 5002

: Et her net Addr ess = 00: 00: a5

e9:c8: 00

Devi ceType = VPN 5002/ 8 Concentrator
Confi guredOn = Ti neserver not configured
Conf i gur edFrom = Command Li ne, from Consol e
Enabl ePasswor d
Passwor d

[ IP Ethernet 1:0 ]
Mode = Routed
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Subnet Mask = 255.255.255.0
| PAddr ess =200.1.1.1

[ IP Ethernet 0:0 ]

Mode = Rout ed
Subnet Mask = 255.255.255.0
| PAddr ess = 10.10.10.1

[ Tunnel Partner VPN 1 ]

Encrypt Met hod = None

Encryption = Of

Aut henti cati on = Of

KeyManage = Manual

Mbde = Main

Part ner =100.1.1.1
"Local Access = "10.10.10.0/ 24
"Bi ndTo = "ethernet1:0

" Peer = "20.20.20.0/24

[ IP Static ]
vpn 1 1 255.255.255.0 20.20.20.0

[ IPVPN1]

Nurber ed = Of

Mbde = Rout ed
.Configuration size is 1107 out of 65500 bytes
omar 5002#

Cisco 10S Software gol ;s Jsuiny Sl a2gall

:Router Configuration

Rout er #show running-config
...Building configuration
:Current configuration

!

version 12.0

service tinestanps debug uptime
service tinestanps |og uptinmnme
no service password-encryption
!

host nane Rout er

!

!

i p subnet-zero

!

!

!

interface Tunnel O

i p unnunbered Ethernetl

no i p directed-broadcast

tunnel source 100.1.1.1

tunnel destination 200.1.1.1

!

interface EthernetO

i p address 100.1.1.1 255.255.255.0
no i p directed-broadcast

!

interface Ethernetl

i p address 20.20.20.1 255.255.255.0




no i p directed-broadcast

|

!

ip classless

iproute 0.0.0.0 0.0.0.0 100.1.1.2 1
ip route 10.10.10.0 255.255.255.0 Tunnel 0
no ip http server

|

!

line con O

transport input none

line aux O

line vty 0 4

| ogin

!

end

2o JSuin Jogy ousSil ol oo a5l Lgolasiuw] diSay wlogleo pwsll 13 499,
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Ball Jo> dduasi wlogles s, — show vpn statistics verbose -

.ag>lo)l olila>] 499, —show interface -

.Cisco VPN 5002 ;5,0 0 3¢ laJl show vpn statistics verbose 0 ;oY o> 5l ALYV BT

omar 5002#show vpn statistic verbose

Current In Hi gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wat er Tot al Starts (04 Error

Users 0 0 0 0 0 0
Partners 0 1 1 0 0 0
Tot al 0 1 1 0 0 0
Stats VPNO: 1

W apped 697

Unwr apped 697

BadEncap 0

BadAut h 0

BadEncr ypt 0

rx | P 718

rx | PX 0

rx O her 0

tx IP 734

tx I PX 0

tx O her 0

| KE rekey 0

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: 0
| SAKMP Negotiation stats
Adm n packets in 0
Fastswi tch packets in
No cooki e found
Can't insert cookie
I nserted cookie(L)
I nserted cooki e(R)
Cooki e not inserted(L)

O OO OoOoOo
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Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted
Del et ed cooki e(L)
Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP
Bad UDP checksum
Not fastswi tched

.a>g0ll ;0 393 lall show interface ;oI (o oVl o> 30l 2igas 13D

OO O0OO0OO0OO0OO0OO0OO0oOOoOOo

Rout er #show interface tunnel 0

Tunnel 0 is up, line protocol is up

Hardware i s Tunnel

(I'nterface is unnunbered. Using address of Ethernetl (20.20.20.1
, MU 1476 bytes, BW9 Kbit, DLY 500000 usec

reliability 255/255, txload 55/255, rxload 113/255
Encapsul ati on TUNNEL, | oopback not set

(Keepal i ve set (10 sec

Tunnel source 100.1.1.1, destination 200.1.1.1

Tunnel protocol/transport GRE/IP, key disabl ed, sequencing disabled
Checksummi ng of packets disabled, fast tunneling enabled
Last input 00:00: 15, output 00:00:15, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Qut put queue 0/0, 1 drops; input queue 0/75, O drops

mnute input rate 4000 bits/sec, 5 packets/sec 5

m nute output rate 11000 bits/sec, 5 packets/sec 5

packets input, 129264 bytes, 0 no buffer 1309

Recei ved 0 broadcasts, O runts, 0 giants, O throttles

input errors, 0 CRC, O frame, O overrun, O ignored, O abort O
packets output, 316468 bytes, 0 underruns 1348

output errors, 0 collisions, O interface resets 0

output buffer failures, 0 output buffers swapped out 0

#Rout er
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