
 و Cisco IOS هجوم نيب IPSec ربع GRE نيوكت
VPN 5000 Concentrator هيجوتلا مادختساب 

تباثلا

تايوتحملا

ةمدقملا
ةيساسألا تابلطتملا

تابلطتملا
ةمدختسملا تانوكملا

تاحالطصالا
نيوكتلا

ةكبشلل يطيطختلا مسرلا
تانيوكتلا

ةحصلا نم ققحتلا
اهحالصإو ءاطخألا فاشكتسا

اهحالصإو ءاطخألا فاشكتسا رماوأ
ةنيعلل ءاطخألا حيحصت جارخإ

بولسأ قفن نم ئطاخ ليكشت
ةلص تاذ تامولعم

ةمدقملا

 زكرم نيب IPSec ربع (GRE) ماعلا هيجوتلا نيمضت نيوكت ةيفيك دنتسملا اذه فصي
Cisco VPN 5000 Series هجومو Cisco جمانرب لغشي يذلا Cisco IOS®. ةزيم لاخدإ متي GRE-over-

IPSec جمانربلا رادصإ يف VPN 5000 Concentrator 6.0(19).

.قفنلا ربع طبر هجوي نأ يكيتاتسإ نكاس دشحت تلمعتسا ،لاثم اذه يف

ةيساسألا تابلطتملا

تابلطتملا

.دنتسملا اذهل ةصاخ تابلطتم دجوت ال

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

Cisco نم (3)12.2 رادصإلا IOS جمانرب •



(19)6.0 رادصإلا ،Cisco VPN 5000 زكرم جمانرب •

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب

.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ةرشابم كتكبش

تاحالطصالا

 تاحيملت تاحالطصا ىلإ عجرا ،تادنتسملا تاحالطصا لوح تامولعملا نم ديزم ىلع لوصحلل
Cisco ةينقتلا.

نيوكتلا

.دنتسملا اذه يف ةحضوملا تازيملا نيوكت تامولعم كل مّدقُت ،مسقلا اذه يف

 ةادأ مدختسأ ،دنتسملا اذه يف ةمدختسملا رماوألا لوح ةيفاضإ تامولعم ىلع روثعلل :ةظحالم
.(طقف نيلجسملا ءالمعلل) رماوألا ثحب

ةكبشلل يطيطختلا مسرلا

.يطيطختلا مسرلا اذه يف حضوملا ةكبشلا دادعإ دنتسملا اذه مدختسي

 Cisco IOS Software جمانرب لغشي يذلا 1-1720 هجوملا نيب IPSec ربع GRE نيوكت متي
 ةددعتم تاكبش كانه ،(VPN) ةيرهاظلا ةصاخلا ةكبشلا عمجمو هجوملا فلخ .VPN 5002 زكرمو

 قفن لخاد OSPF لوكوتورب لمعي .(OSPF) الوأ رصقأ حوتفم راسم لالخ نم اهنع نالعإلا متي
GRE ةيرهاظلا ةصاخلا ةكبشلا فثكمو هجوملا نيب (VPN).

.1-1720 هجوملا فلخ ةدوجوم تاكبشلا هذه

10.1.1.0/24 ○

10.1.2.0/24 ○

•
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10.1.3.0/24 ○

.VPN 5002 زكرم فلخ ةدوجوم تاكبشلا هذه

20.1.1.0/24 ○

20.1.2.0/24 ○

20.1.3.0/24 ○

•

تانيوكتلا

.تانيوكتلا هذه دنتسملا اذه مدختسي

1-1720 هجوملا •

VPN 5002 زكرم •

-t زومر) ثدحألا تارادصإلاو Cisco IOS Software جمانرب نم T(13)12.2 رادصإلا مادختساب :ةظحالم
train ريفشت ةطيرخ قيبطت بجي ،(ثدحألا زومرلاو 12.3 رادصإلا ،اددع ىلعألا IPSec مت يتلا 

 ةهجاو ىلع ريفشتلا ةطيرخ قيبطت ىلإ ةجاحب دعت مل .طقف ةيداملا ةهجاولا ىلع اهنيوكت
 دنع ةيقفنلاو ةيداملا تاهجاولا ىلع ريفشتلا ةطيرخ دوجو لمعي نأ بجي .GRE قفن

 يصوت نكلو ،ثدحألا تارادصإلاو Cisco IOS Software جمانربلا نم T(13)12.2.2 رادصإلا مادختسإ
Cisco Systems طقف ةيداملا ةهجاولا ىلع ريفشتلا ةطيرخ قيبطتب.

1-1720 هجوملا

 
<#root>

Current configuration : 1305 bytes 
! 

version 12.2 
service timestamps debug uptime 

service timestamps log uptime 
no service password-encryption 

! 
hostname 1720-1 

! 
no logging buffered 
no logging monitor 

enable secret 5 $1$vIzI$RqD0LqlqbSFCCjVELFLfH/ 
! 

memory-size iomem 15 
ip subnet-zero 

no ip domain-lookup 
! 

ip audit notify log 
ip audit po max-events 100 

ip ssh time-out 120 
ip ssh authentication-retries 3 

! 

crypto isakmp policy 1 

 hash md5 

 authentication pre-share 



crypto isakmp key cisco123 address 172.16.172.21

! 
! 

crypto ipsec transform-set myset esp-des esp-md5-hmac 

 mode transport

! 
crypto map vpn 10 ipsec-isakmp 

 set peer 172.16.172.21 
 set transform-set myset 

 match address 102 
! 

cns event-service server 
! 
! 
! 

interface Tunnel0 

 ip address 50.1.1.1 255.255.255.252 

 tunnel source FastEthernet0 

 tunnel destination 172.16.172.21 

 crypto map vpn

! 

interface FastEthernet0 

 ip address 172.16.172.39 255.255.255.240 

 speed auto 

 crypto map vpn

! 
interface Serial0 

 ip address 10.1.1.2 255.255.255.0 
 encapsulation ppp 

! 
ip classless 

ip route 0.0.0.0 0.0.0.0 172.16.172.33 
ip route 10.1.0.0 255.255.0.0 10.1.1.1 
ip route 20.1.0.0 255.255.0.0 Tunnel0 

no ip http server 
! 

access-list 102 permit gre host 172.16.172.39 host 172.16.172.21

! 
line con 0 
line aux 0 

line vty 0 4 
 password cisco 

 login 
! 

no scheduler allocate 
end

 

VPN 5002 زكرم

 
<#root>



[ General ] 
VPNGateway               = 172.16.172.17 

EthernetAddress          = 00:05:32:3e:90:40 
DeviceType               = VPN 5002/8 Concentrator 

ConfiguredOn             = Timeserver not configured 
ConfiguredFrom           = Command Line, from Console 

 

[ IKE Policy ] 

Protection               = SHA_DES_G1 

Protection               = MD5_DES_G2 

Protection               = MD5_DES_G1

 

[ Tunnel Partner VPN 1 ] 

KeyLifeSecs              = 3500 

KeepaliveInterval        = 120 

TunnelType               = GREinIPSec 

InactivityTimeout        = 120 

Transform                = ESP(MD5,DES) 

BindTo                   = "Ethernet 1:0" 

SharedKey                = "cisco123" 

Certificates             = Off 

Mode                     = Main 

KeyManage                = Reliable 

Partner                  = 172.16.172.39

 
[ IP VPN 1 ] 

HelloInterval            = 10 
SubnetMask               = 255.255.255.252 

IPAddress                = 50.1.1.2

DirectedBroadcast        = Off 
Numbered                 = On 

Mode                     = Routed 
 

[ IP Ethernet 1:0 ] 
Mode                     = Routed 

SubnetMask               = 255.255.255.240 
IPBroadcast              = 172.16.172.32 

IPAddress                = 172.16.172.21

 
[ IP Ethernet 0:0 ] 

Mode                     = Routed 
IPBroadcast              = 20.1.1.255 

SubnetMask               = 255.255.255.0 
IPAddress                = 20.1.1.1 

 
[ Logging ] 

Level                    = Debug 
LogToAuxPort             = On 
Enabled                  = On 

 
[ Ethernet Interface Ethernet 0:0 ] 

DUPLEX                   = half 
SPEED                    = 10meg 

 
 

[ IP Static ] 



0.0.0.0 0.0.0.0 20.1.1.5 1 

10.1.1.0 255.255.255.0 VPN 1 1 

10.1.2.0 255.255.255.0 VPN 1 1 

10.1.3.0 255.255.255.0 VPN 1 1

 
Configuration size is 1696 out of 65500 bytes.

 

ةحصلا نم ققحتلا

.حيحص لكشب لمعي نيوكتلا نأ نم دكأتلل اهمادختسإ كنكمي تامولعم مسقلا اذه رفوي

 يتلاو ،(طقف نولجسملا ءالمعلا) جارخإلا مجرتم ةادأ ةطساوب ضرعلا رماوأ ضعب معد متي
.ضرعلا رمأ جارخإ ليلحت ضرع كل حيتت

.Cisco IOS هجوم ىلع رماوألا هذه ليغشت نكمي

show crypto isakmp sa— حيتافملا ةرادإ لوكوتورب نامأ تانارتقا عيمج ضرعي 
.ةيلاحلا (ISAKMP) تنرتنإلا نامأ طابتراو

○

show crypto ipSec sa— لئاسر عيمج ضرعي IPSec ةيلاحلا. ○

show crypto engine connection active—لكل مزحلا ريفشت كف/ريفشت دادع ضرعي 
IPSec SAs.

○

•

.زكرم VPN 5002 لا ىلع رمأ اذه تضكر عيطتسي تنأ

show system log buffer— تامولعم ضرعي syslog ةيساسألا. ○

.VPN تايلمع لوح ةيليصفت تامولعم ضرعي — VPN عبتت غيرفت ○

•

اهحالصإو ءاطخألا فاشكتسا

.اهحالصإو نيوكتلا ءاطخأ فاشكتسال اهمادختسا كنكمي تامولعم مسقلا اذه رفوي

اهحالصإو ءاطخألا فاشكتسا رماوأ

 رماوأ يف ةمهملا تامولعملا ىلع عالطالا ىجري ،ءاطخألا حيحصت رماوأ رادصإ لبق :ةظحالم
.ءاطخألا حيحصت

.Cisco IOS هجوم ىلع رماوألا هذه ليغشت كنكمي

debug crypto isakmp—تنرتنإلا حاتفم ضوافت لوح ةيليصفت تامولعم ضرعي (IKE) 
.(يسيئرلا عضولا) ىلوألا ةلحرملا

•

debug crypto ipSec—عضولا) ةيناثلا ةلحرملا ضوافت لوح ةيليصفت تامولعم ضرعي 
.IKE نم (عيرسلا

•

https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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debug crypto engine—ةيلمعو مزحلا ريفشت كف/ريفشت ءاطخأ حيحصت Diffie-Hellman 
(DH).

•

ةنيعلل ءاطخألا حيحصت جارخإ

.انه (VPN) ةيرهاظلا ةصاخلا ةكبشلا زكرمو هجوملل ةنيعلل ءاطخألا حيحصت جارخإ ضرع متي

Cisco نم IOS هجوم •

VPN 5002 زكرم •

Cisco IOS هجوم ىلع ءاطخألا حيحصت

.انه هجوملا ىلع debug crypto ipSecو debug crypto isakmp رماوأ جارخإ ضرع متي

 
<#root>

5d20h: ISAKMP (0:0): received packet from 172.16.172.21 (N) NEW SA 
5d20h: ISAKMP: local port 500, remote port 500 

5d20h: ISAKMP (0:81): processing SA payload. message ID = 0 
5d20h: ISAKMP (0:81): found peer pre-shared key matching 172.16.172.21 

5d20h: ISAKMP (0:81): Checking ISAKMP transform 1 against priority 1 policy 
5d20h: ISAKMP:      encryption DES-CBC 

5d20h: ISAKMP:      hash SHA 
5d20h: ISAKMP:      auth pre-share 

5d20h: ISAKMP:      default group 1 
5d20h: ISAKMP (0:81): atts are not acceptable. Next payload is 3 

5d20h: ISAKMP (0:81): Checking ISAKMP transform 2 against priority 1 policy 
5d20h: ISAKMP:      encryption DES-CBC 

5d20h: ISAKMP:      hash MD5 
5d20h: ISAKMP:      auth pre-share 

5d20h: ISAKMP:      default group 2 
5d20h: ISAKMP (0:81): atts are not acceptable. Next payload is 3 

5d20h: ISAKMP (0:81): Checking ISAKMP transform 3 against priority 1 policy 
5d20h: ISAKMP:      encryption DES-CBC 

5d20h: ISAKMP:      hash MD5 
5d20h: ISAKMP:      auth pre-share 

5d20h: ISAKMP:      default group 1 
5d20h: ISAKMP (0:81): atts are acceptable. Next payload is 0 

5d20h: ISAKMP (0:81): processing vendor id payload 
5d20h: ISAKMP (0:81): SA is doing pre-shared key authentication 

using id type ID_IPV4_ADDR 
5d20h: ISAKMP (0:81): sending packet to 172.16.172.21 (R) MM_SA_SETUP 

5d20h: ISAKMP (0:81): received packet from 172.16.172.21 (R) MM_SA_SETUP 
5d20h: ISAKMP (0:81): processing KE payload. message ID = 0 

5d20h: ISAKMP (0:81): processing NONCE payload. message ID = 0 
5d20h: ISAKMP (0:81): found peer pre-shared key matching 172.16.172.21 

5d20h: ISAKMP (0:81): SKEYID state generated 
5d20h: ISAKMP (0:81): sending packet to 172.16.172.21 (R) MM_KEY_EXCH 

5d20h: ISAKMP (0:81): received packet from 172.16.172.21 (R) MM_KEY_EXCH 
5d20h: ISAKMP (0:81): processing ID payload. message ID = 0 

5d20h: ISAKMP (0:81): processing HASH payload. message ID = 0 
5d20h: ISAKMP (0:81): SA has been authenticated with 172.16.172.21 

5d20h: ISAKMP (81): ID payload 
        next-payload : 8 
        type         : 1 

        protocol     : 17 



        port         : 500 
        length       : 8 

5d20h: ISAKMP (81): Total payload length: 12 
5d20h: ISAKMP (0:81): sending packet to 172.16.172.21 (R) QM_IDLE 

5d20h: ISAKMP (0:81): received packet from 172.16.172.21 (R) QM_IDLE 
5d20h: ISAKMP (0:81): processing HASH payload. message ID = 241 
5d20h: ISAKMP (0:81): processing SA payload. message ID = 241 

5d20h: ISAKMP (0:81): Checking IPSec proposal 1 
5d20h: ISAKMP: transform 1, ESP_DES 

5d20h: ISAKMP:   attributes in transform: 
5d20h: ISAKMP:      SA life type in seconds 

5d20h: ISAKMP:      SA life duration (VPI) of  0x0 0x0 0xD 0xAC 
5d20h: ISAKMP:      SA life type in kilobytes 

5d20h: ISAKMP:      SA life duration (VPI) of  0x0 0x10 0x0 0x0 
5d20h: ISAKMP:      encaps is 2 

5d20h: ISAKMP:      authenticator is HMAC-MD5 
5d20h: ISAKMP (0:81): atts are acceptable. 

5d20h: IPSEC(validate_proposal_request): proposal part #1, 
  (key eng. msg.) dest= 172.16.172.39, src= 172.16.172.21, 

    dest_proxy= 172.16.172.39/255.255.255.255/47/0 (type=1), 
    src_proxy= 172.16.172.21/255.255.255.255/47/0 (type=1), 

    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 0s and 0kb, 

    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x0 
5d20h: ISAKMP (0:81): processing NONCE payload. message ID = 241 

5d20h: ISAKMP (0:81): processing ID payload. message ID = 241 
5d20h: ISAKMP (81): ID_IPV4_ADDR src 172.16.172.21 prot 47 port 0 

5d20h: ISAKMP (0:81): processing ID payload. message ID = 241 
5d20h: ISAKMP (81): ID_IPV4_ADDR dst 172.16.172.39 prot 47 port 0 

5d20h: ISAKMP (0:81): asking for 1 spis from ipsec 
5d20h: IPSEC(key_engine): got a queue event... 

5d20h: IPSEC(spi_response): getting spi 895566248 for SA 
        from 172.16.172.21   to 172.16.172.39   for prot 3 

5d20h: ISAKMP: received ke message (2/1) 
5d20h: ISAKMP (0:81): sending packet to 172.16.172.21 (R) QM_IDLE 

5d20h: ISAKMP (0:81): received packet from 172.16.172.21 (R) QM_IDLE 
5d20h: ISAKMP (0:81): Creating IPSec SAs 

5d20h:         inbound SA from 172.16.172.21 to 172.16.172.39 
        (proxy 172.16.172.21 to 172.16.172.39) 

5d20h:         has spi 0x356141A8 and conn_id 362 and flags 0 
5d20h:         lifetime of 3500 seconds 

5d20h:         lifetime of 1048576 kilobytes 
5d20h:         outbound SA from 172.16.172.39   to 172.16.172.21 

(proxy 172.16.172.39   to 172.16.172.21  ) 
5d20h:         has spi 337 and conn_id 363 and flags 0 

5d20h:         lifetime of 3500 seconds 
5d20h:         lifetime of 1048576 kilobytes 

5d20h: ISAKMP (0:81): deleting node 241 error FALSE reason 
"quick mode done (await()" 

5d20h: IPSEC(key_engine): got a queue event... 
5d20h: IPSEC(initialize_sas): , 

  (key eng. msg.) dest= 172.16.172.39, src= 172.16.172.21, 
    dest_proxy= 172.16.172.39/0.0.0.0/47/0 (type=1), 
    src_proxy= 172.16.172.21/0.0.0.0/47/0 (type=1), 

    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 3500s and 1048576kb, 

    spi= 0x356141A8(895566248), conn_id= 362, keysize= 0, flags= 0x0 
5d20h: IPSEC(initialize_sas): , 

  (key eng. msg.) src= 172.16.172.39, dest= 172.16.172.21, 
    src_proxy= 172.16.172.39/0.0.0.0/47/0 (type=1), 

    dest_proxy= 172.16.172.21/0.0.0.0/47/0 (type=1), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 



    lifedur= 3500s and 1048576kb, 
    spi= 0x151(337), conn_id= 363, keysize= 0, flags= 0x0 

5d20h: IPSEC(create_sa): sa created, 
  (sa) sa_dest= 172.16.172.39, sa_prot= 50, 

    sa_spi= 0x356141A8(895566248), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 362 

5d20h: IPSEC(create_sa): sa created, 
  (sa) sa_dest= 172.16.172.21, sa_prot= 50, 

    sa_spi= 0x151(337), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 363 

5d20h: IPSEC(add_sa): peer asks for new SAs -- expire current in 120 sec., 
  (sa) sa_dest= 172.16.172.21, sa_prot= 50, 

    sa_spi= 0x150(336), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 361, 

  (identity) local= 172.16.172.39, remote= 172.16.172.21, 
    local_proxy= 172.16.172.39/255.255.255.255/47/0 (type=1), 
    remote_proxy= 172.16.172.21/255.255.255.255/47/0 (type=1) 

1720-1# 
 

1720-1#

show crypto isakmp sa

 
dst             src             state           conn-id    slot 
172.16.172.39   172.16.172.21   QM_IDLE              81       0 

 
1720-1#

show crypto ipsec sa

 
 

interface: FastEthernet0 
    Crypto map tag: vpn, local addr. 172.16.172.39 

 
   local  ident (addr/mask/prot/port): (172.16.172.39/255.255.255.255/0/0) 
   remote ident (addr/mask/prot/port): (172.16.172.21/255.255.255.255/0/0) 

   current_peer: 172.16.172.21 
     PERMIT, flags={transport_parent,} 

    #pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0 
    #pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0 

    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0, 

    #pkts decompress failed: 0, #send errors 0, #recv errors 0 
 

     local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.21 
     path mtu 1514, media mtu 1514 

     current outbound spi: 0 
 

     inbound esp sas: 
 

     inbound ah sas: 
 

     inbound pcp sas: 
 

     outbound esp sas: 
 

     outbound ah sas: 
 

     outbound pcp sas: 
 

   local  ident (addr/mask/prot/port): (172.16.172.39/255.255.255.255/47/0) 



   remote ident (addr/mask/prot/port): (172.16.172.21/255.255.255.255/47/0) 
   current_peer: 172.16.172.21 

     PERMIT, flags={origin_is_acl,transport_parent,parent_is_transport,} 
    #pkts encaps: 34901, #pkts encrypt: 34901, #pkts digest 34901 
    #pkts decaps: 34900, #pkts decrypt: 34900, #pkts verify 34900 

    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0, 

    #pkts decompress failed: 0, #send errors 0, #recv errors 0 
 

     local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.21 
     path mtu 1500, media mtu 1500 

     current outbound spi: 151 
 

     inbound esp sas: 
      spi: 0x356141A8(895566248) 

        transform: esp-des esp-md5-hmac , 
        in use settings ={Transport, } 

        slot: 0, conn id: 362, flow_id: 163, crypto map: vpn 
        sa timing: remaining key lifetime (k/sec): (1046258/3306) 

        IV size: 8 bytes 
        replay detection support: Y 

 
     inbound ah sas: 

 
     inbound pcp sas: 

 
     outbound esp sas: 
      spi: 0x151(337) 

        transform: esp-des esp-md5-hmac , 
        in use settings ={Transport, } 

        slot: 0, conn id: 363, flow_id: 164, crypto map: vpn 
        sa timing: remaining key lifetime (k/sec): (1046258/3306) 

        IV size: 8 bytes 
        replay detection support: Y 

 
     outbound ah sas: 

 
     outbound pcp sas: 

 
 
 

interface: Tunnel0 
    Crypto map tag: vpn, local addr. 172.16.172.39 

 
   local  ident (addr/mask/prot/port): (172.16.172.39/255.255.255.255/0/0) 
   remote ident (addr/mask/prot/port): (172.16.172.21/255.255.255.255/0/0) 

   current_peer: 172.16.172.21 
     PERMIT, flags={transport_parent,} 

    #pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0 
    #pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0 

    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0, 

    #pkts decompress failed: 0, #send errors 0, #recv errors 0 
 

     local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.21 
     path mtu 1514, media mtu 1514 

     current outbound spi: 0 
 

     inbound esp sas: 
 

     inbound ah sas: 
 



     inbound pcp sas: 
 

     outbound esp sas: 
 

     outbound ah sas: 
 

     outbound pcp sas: 
 
 
 

   local  ident (addr/mask/prot/port): (172.16.172.39/255.255.255.255/47/0) 
   remote ident (addr/mask/prot/port): (172.16.172.21/255.255.255.255/47/0) 

   current_peer: 172.16.172.21 
     PERMIT, flags={origin_is_acl,transport_parent,parent_is_transport,} 

    #pkts encaps: 35657, #pkts encrypt: 35657, #pkts digest 35657 
    #pkts decaps: 35656, #pkts decrypt: 35656, #pkts verify 35656 

    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0, 

    #pkts decompress failed: 0, #send errors 0, #recv errors 0 
 

     local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.21 
     path mtu 1500, media mtu 1500 

     current outbound spi: 151 
 

     inbound esp sas: 
      spi: 0x356141A8(895566248) 

        transform: esp-des esp-md5-hmac , 
        in use settings ={Transport, } 

        slot: 0, conn id: 362, flow_id: 163, crypto map: vpn 
        sa timing: remaining key lifetime (k/sec): (1046154/3302) 

        IV size: 8 bytes 
        replay detection support: Y 

 
     inbound ah sas: 

 
     inbound pcp sas: 

 
     outbound esp sas: 
      spi: 0x151(337) 

        transform: esp-des esp-md5-hmac , 
        in use settings ={Transport, } 

        slot: 0, conn id: 363, flow_id: 164, crypto map: vpn 
        sa timing: remaining key lifetime (k/sec): (1046154/3302) 

        IV size: 8 bytes 
        replay detection support: Y 

 
     outbound ah sas: 

 
     outbound pcp sas: 

 
1720-1#

show crypto engine connections active

 
 

  ID Interface             IP-Address    State  Algorithm    Encrypt Decrypt 
  81 FastEthernet0  172.16.172.39   set  HMAC_MD5+DES_56_CB      0       0 
 362 FastEthernet0  172.16.172.39   set  HMAC_MD5+DES_56_CB      0   23194 
 363 FastEthernet0  172.16.172.39   set  HMAC_MD5+DES_56_CB  23195       0

 



VPN 5002 زكرم ىلع ءاطخألا حيحصت

.انه VPN زكرم ىلع Syslog جارخإ ضرع متي

 
<#root>

VPN5002_8_323E9040: Main# VPN 0:1 opened for 172.16.172.39 from 172.16.172.39. 
User assigned IP address 50.1.1.2 

 
VPN5002_8_323E9040: Main#

show vpn partner verbose

 
 
 

Port        Partner         Partner  Default  Bindto          Connect 
Number      Address         Port     Partner  Address         Time 

-------------------------------------------------------------------------- 
VPN 0:1     172.16.172.39   500      No       172.16.172.21   00:00:13:26 

     Auth/Encrypt: MD5e/DES  User Auth: Shared Key 
     Access: Static Peer: 172.16.172.39    Local: 172.16.172.21 

     Start:14518 seconds Managed:15299 seconds State:imnt_maintenance 
 
 

IOP slot 1: 
No active connections found. 

 
 

VPN5002_8_323E9040: Main#

show vpn statistics verbose

 
 

          Current  In       High     Running  Script   Script   Script 
          Active   Negot    Water    Total    Starts   OK       Error 

          -------------------------------------------------------------- 
Users     0        0        0        0        0        0        0 

Partners  1        0        1        81       81       1        158 
Total     1        0        1        81       81       1        158 

 
Stats             VPN0:1 
Wrapped            79733 
Unwrapped          79734 
BadEncap               0 
BadAuth                0 
BadEncrypt             0 
rx IP              79749 
rx IPX                 0 
rx Other               0 
tx IP              79761 
tx IPX                 0 
tx Other               0 
IKE rekey              0 

 
Input VPN pkts dropped due to no SA: 0 

 
Input VPN pkts dropped due to no free queue entries: 0 

 



IOP slot 1: 
 

          Current  In       High     Running  Script   Script   Script 
          Active   Negot    Water    Total    Starts   OK       Error 

          -------------------------------------------------------------- 
Users     0        0        0        0        0        0        0 
Partners  0        0        0        0        0        0        0 
Total     0        0        0        0        0        0        0 

Stats 
Wrapped 

Unwrapped 
BadEncap 
BadAuth 

BadEncrypt 
rx IP 

rx IPX 
rx Other 

tx IP 
tx IPX 

tx Other 
IKE rekey 

 
Input VPN pkts dropped due to no SA: 0 

 
Input VPN pkts dropped due to no free queue entries: 0

 

بولسأ قفن نم ئطاخ ليكشت

 دنع .IPSec ربع GRE مادختسإ دنع يضارتفا لكشب لقنلا عضو VPN 5000 زكرم حرتقي
.ءاطخألا هذه ثدحت ،قفنلا عضول حيحص ريغ لكشب Cisco IOS هجوم نيوكت

.انه Cisco IOS هجوم ىلع ءاطخألا حيحصت جارخإ ضرع متي

 

2d21h: ISAKMP (0:23): Checking IPSec proposal 1 
2d21h: ISAKMP: transform 1, ESP_DES 

2d21h: ISAKMP: attributes in transform: 
2d21h: ISAKMP: SA life type in seconds 

2d21h: ISAKMP: SA life duration (VPI) of 0x0 0x1 0x51 0x80 
2d21h: ISAKMP: SA life type in kilobytes 

2d21h: ISAKMP: SA life duration (VPI) of 0x0 0x10 0x0 0x0 
2d21h: ISAKMP: encaps is 2 

2d21h: ISAKMP: authenticator is HMAC-MD5 
2d21h: IPSEC(validate_proposal): invalid transform proposal flags -- 0x0

 

.جرخملا اذهل اهباشم الاخدإ VPN 5002 زكرم ىلع لجسلا رهظي

 

lan-lan-VPN0:1:[172.16.172.39]: received notify from partner -- 
notify: NO PROPOSAL CHOSEN

 



ةلص تاذ تامولعم
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ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


