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af #1/721/728085 12:18:58. 300 SEVY=3 PSH/23 RPT=1
PSH - Console user “admin™ Tailed login
Login: adwin

Pas=word:

Welcome to
Cisco Sustems
YPN 3008 Concentrator Series
Command Line Interface

Copyriaght (C) 1998-2004 Cisco Svstems, Inc.

Configuration
Administration

Honi toring

Save changes to Config File
Help Information

Exit

[=a T ] L]

Hain -»

Cisco Systems
VPN 3808 Concentrator Series
Command Line Interface

Copyright (C) 1998-2004 Cizco Systems, Inc.

Configuration
Administration

Monitoring

Save changes to Config file
Help [nftormation

Exit
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Main -> 1

1] Interface Configuration
2) System Management

3) User Management

&) Policy Management

2] Tunneling and Security
61 Back
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5) Tunneling and Security

&) Back
Config -> 1
This tahle shows current IP addresses.

Intf Status IP Hddress/Subnet Hask HAC Address
Etherl-Pri} P | 10.1.1.1/255.255.255%.80 | 009004 .00 . 06,94
Ether?-Pub| Lup | 172181246 .133/255.255.255.80 | 00.90 A4 .09.06.95
Ether3-ExtiHaot Confioured] B.0.0.0/0.0.0.9 i

DHS Server(s): 10.1.8.121, 18.1.8._122
DHS Domain Mame:
Nefault Gateway: 172.18.124 1

1) Configure Ethernet #1 (Private)
2] Configure Ethernet #2 (Public)
3) Configure Ethernet #3 (External)
) Configure Power Supplies

5) Back

Interfaces -»

_DHS Domain Hame:
Default Gateway: 172.18.1724.1

1) Configure Ethernet #1 (Private)
Configure Ethernet #2 {Public)
3] Configure Ethernet #3 (External)
)} Configure Power Supplies

h) Back
Interfaces -> S

1) Interface Configuration
2) System Management

31 User Management

L) Policy Management

51 Tunneling and Security

&) Back
Config -» 2

1) Servers [Authentication, Authorization, Accounting, DHS, DHCP, etc.)
?2) Addres=s Wanagement

3) IP Routing (static routes, 0SPF, etc.)

&) Management Protocols (Telnet, TFTP, FTP, etc.)

5) Event Configuration

6] General Config (system name, time, etc.)

1) Client Update

8) Load Balancing Configuration

9] Back

Sustem -» 3_




8) Load Balancing Configuration

91 Back
Sustem -» 3

1)
2)

static Routes
Default Gateways

0SPF

N5PF Areas

DHCP Parameters
Redundancy

Reverse Route Injection
DHCP Relaw

Bacle

Routing -» 1

Static Routes

Destination Hasl:
B.a.6.4a (]
10.08.0.0 -a.0.0.0
192 168.0.0 2hh.255.0.0

1) Add Static Route

2] Modify Static Route
3) Delete Static Route
L) Back

Routing —>»

Hetric Destination

1172181246 .1
19 16.1.16.111
18 18.1.16.111

_El:l Load Balancing Configuration
9) Back

Svustem -» 3

Static Routes
Default Gatewavs

0SPF

0OSPF Areas

DHCF Parameters
Redundancy

Reverse Route Injection
OHCP Relaw

Back
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Houting -> 1

Static Routes

Destination Hask

0.0.0.9 0.0.0.98

1) Add Static Route
2) Modify Static Route
gl Delete Static Route

Routing -»

Hetric Destination

1172.18.124.1
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You are modifinng the interface you are using to connect to this dewice. If vou make any
changes, you will break the connection and you wall have to restart from the login screen

Configuring Ethernet Interface 2 (Public).

General

General Parameters

Sel Attribute Value Description
i~ |Disahled select to disable this mterface.
i~ |DHCP Chient =elect to obtan the IF
Address, Subnet blasl and
Default Gateway wia DHCE.
{« |Static IP Addressing Select to configure the TP
P Addresslh 32 166,12 Address and Subnet Mask.
Enter the TP Address and
Suhnet I"-"-[EISRHE55-255-255-[| subnet Mask for this mterface.

Checlk to malke this mterface a
"pubhc" interface.

MAC Address|00.03. 4083 BF.D1 The MAC address for this
intetface.

Fﬂt.{l] 2 Public (Default Sy et the Hler for this

S]]EE[[I'ID,-"'I i autl:lj =elect the speed for this

intetface.

Public Interface| v

olegama<ulsiall 8,bl<plas< s ¢ 319 VPN jS10 oo 31l agzloll I aauaio il .3
Sl o yoslei ¥ (il IP guglie $las 535 IP cu9lic (o plio Sl cise in order to adliol<g,9Lsl
i Y dolell-dz, 3l dg2loll 6513 038 dwlidl jewo el dla>No:ads Il aSuill e )31 65>l
o dlael (9 iy 2lowd) dias Jolge aSlo]

n IE VPN 3000
- 71 Concentrator Series Manager

—FHhddress Mansqement Add an address pool.

——ack: Range Start I'I 0.1.1.100 Ernter the start of the IF pool address ranpe.
—fHraneaement Protocoks Hange End I'I 01.1.200 Enter the end of the [F pool address range

—fehGeneral Enter the subnet mask of the TP pocl addre

e Subnet Mask [255 255,255 1 er the subnet mask of the [P pool address rangs
Llent Upuate Enter 0.0.0.0 to use default behavior

—Load Belencing

Bz Management A |

Cancel |




in order to gua, dalnalbg (S wlgie Jlasiaw] JI cuaxd usi<olsisll 6)l]<pla< Sis o il 4
Josisy 0l 3550 VPN Ul o3
ol

.'..-::-:i YVPN3O0D Main  Help 5u|lplllll 1 I:II]IIII.
- Concentrator Series Manager Lugged in: ademin

Configuration | Administration | Moniisring

This secton presents Address Asmmmment opaons. Each of the folowing metheds are tned, i order, wikl an
address 15 found.

- Check ta use the IF address suppled by the chest Thiz can be
Use Client fddress [1 corerrvdden by waenigroug -:-:,crjg'uiahm}
Use Address from Check to use an TP address retrisved from an asthentcanon sareer for
Authertication Sexver  the chapt
Tse THOP [T Check bo use THOF to chian an TP address for the clh=nt

Cheack to uze witernal address pood confiqueation to ohtatn a0 P
adidresa for the clent.

Use Address Ponls F

Enter the leagth of wnes monunatss (0-2300 that a released
|II wtzmal a<ddress pocl IP address will be held befors bemg
reassonsd.

IF Reuze
Delay

tpply | Cancal |

ooximal) IPSEC degazo S in order to<dcgazo winay<idcgamo<éld| Jasiuo< JuSuis o i3l .5
dolS go "ipsecgroup”=acgozxall JliaJl 13D paiun.dolS9 pun] dCgomxe Cisc9
:"Cisco123"= gaxill/ )9 0]l

VPN 3000
Concentrator Series Manager

iguration | User Manang

This secticn lets wou add a greap. Checle the Inherit? box to sot a feld that wou weant to <efault to the
base greup vabue, Uncheck the Inherit? boz and enfer a new alue to overnde base group walues.

| drntity “Gonoral “IPSec [ Cliont Config | Clinnt FW THW Client "PPTPL2TP | WebVPN

Identity Parameters
Attribute Valoe Drescription
Group .
Namg P59C9r0Up Enter a wnicues nams for the group.
Password |“"‘""" Enter the password or the graug.
Verily I"'“‘“‘""“ Werfy the group's password
Fxdarnal groups are configarad on an enternal authenbication server
Type | Inizmal | (e.g. BATTUS). feteraal groups are confimeed on the WEIT 2000
Concentrater's Internal Databasze,

Add | Coancel |

WA o0 385 dcgazall dol] "ple" (uguill doMe e .6
APSec



VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in; admi
Conflguratlon | ﬂdnllnlsiratlurl | l'.lunllurlrlg

5 dary DS [ -
Bean | secondary DS server. —]
Enter the IF address of the
Pri W .I— =
5 Y pramnary WIME server
Enter the TF address of the
Seconds WT."IRI v
econfaty Y zecondary WIS server
BEP Lr|| FSFEF | FEER 2 v Seleck the SEF cards this
Assignment, ¥ SEP 2 W ZEP 4 oroup can be azsigned to
¥ PPTT
5 Select the funnel
Tunneling LZTP n:]l:l:t,t:.u: tunneling
Protocals W [FZec ¥ |protocels thas group can
T LZTE over IPSec coonect with

[ ek VT
Check to remous the realn
Stp Reabu [ o |eualifies of the uzememe —
durmg suthenbication
Enter the IF sub-nebarerk to
wiuch uzers wrthan das group

e Hemkl b fell be assignsd when using =

Scope
copt the concentrated as a DHCFP
Proey

Cizeo Srsiems
Apoky | cancsl |

6] < ousSs sl . I3 e @8skaanll Gumi o i dcsaxall dwll IPSEC (sl dode e .
plall 4l legazall 5l oo IPSECGROUP 3159 dfgamo Jiai < clegamxs < pasiumall

' VPN 3000
i Concentrator Series Manag

HEHC i o artion
B -:-rmﬂ't-:l t -:Il-:
— b iaces Confidence B peeriz g .
| Srouslem 0o W before the WEIT
Interwal s
B LG 6 Concenmator checkee to
R ge= if it 15 #1ll commected,
Select the trpe of hannel
—FHE Fouding foor thiz groups. Tlndate the
(—EHarsoemant Projocol: Tunuel Type | A=moe Accass = W Eemote Avcess
—EHEvents
— ararneters belowr as =
—EHereral I8 =
— et Lt nzeded
— s BRENENG Hemote Access Parameters |
Group Lock| P Lock uzess mba thas
Croups . _ mroup.
S Select the arthenicaton
| Tk ard Secieke methed for meambers of
|- Admintsiration . thus group. Thiz parameter
e —— Anthentication | Intsmal J T e
Individual LUser
Anthentication
IFmembers of thes grougp
naed suthorieation in
Cigen Sreteus a<dldition to authentication,
Anthorization Iﬁ' celarl an anthamzabon
. Tsne Mone = ¥ saethed TFeen corfiore

El

O lw W= dcgaxall JI Josiuwe a9 wbwioy< Joasiwe< Jogiwo<6,)5] Jasiwe< JuSis o i .
dcgaxall 9 "Xyz12345" 9,0 dolS, "ipsecuser” ¢ paiwall (Jlal 3D
"ipsecgroup"



el 5 ! VI 3000 tain | Help | Suppont | Logouw

Concentrator Series Manager

Conliguration | Adminisiration | Moniloring

Configuration | lsar Management | Users | Add

Thez section lets wou add aveer. Tackeck the Inbherie? box and enter a newr veles to ovecnde group

ralues
[ ldentiry ~ Gemeral | IPSec | PPTP/LZTP
Tdentity Parameters
Adtribinte Salue Diescription
Username |ipsemser Exter a unieque nzernarne
Password I— Euter the ug-:fg.passwufd. The pazsword must zabsty the group
password requirsmsnts
Verify|| Vertfy the wser's passwoard.
Group|fipsecgroup (x| |[Enter the graug to swhach this uzer belongs
IF Address|| Enter the IF address aesgned to this user.
S;?::l: Enter the aubnet rask aaagped 1o tds wser
Add | Cancel |

Gisee SrsTENs

paiun) el IP ploie (s

VPN 3000 JI JI clayy p® 650 JS Jasiws 2=y VPN JI J (Swiliw] oSl olsie cuc in order to o il
pxiol) Sl 13D 9 4,99 < IPsecuser2 Jas;<Josiwo< Jasimall 65| < JiSis S 0 sery
pkiall lgd Jaiy 6,0 JS' (9 ainsi piy 24/10.2.2.1 _Seiliw| oSlw lsigll ((ipsecuser?)

Check the Inherit? box to set a field that you want to default to the group value. Uncheck the Inherit? box and e
values

ldentity ~ General | IPSec | PPTP/L2TP

Identity Parameters
Artribute Value Description
Usemmellipsecuserz Erniter a unique usetname,

Enter the user's password. The password must satisfy the group password re
Venty the uszer's password

Enter the group to which this user belongs.
Exter the IP address assigned to this user,

Subnet Maslli:"ZES.EEE.EEE.I] - ﬁnl:cr the subnet mask assigned to this user.
Apphs | Cancel |

@)l doll asuidl S50 ol Olaa) Gusill < cuolisll 8,b] < plaill < Sl I JGuYI oo 5T rda>No
sl il s Ll IP 9lie usid @8skaall o315 oo wlgisll plasiw] o $855 .cuzall IP Glsie ,3g, (VPN)
won aode (8 asl pi sl de,all aSuill gldg IP olgic e, . paciue JS Lwbwl Jle a8skas o315 oo
Bl @8skanll o5 8 Jiass 9l @8lo] < Ggoasiwall < pazimall 8)l5] 6386 9 d9¢) ©lalso



Thaz section presefts Address Assigrmment options, BEach of the followang methods are thed, m erder, wntd an address 1z found

Use Client Address T Checle to uge the IF address supphed by the chent This can be ovesndden by uzer/group
configuration
F Checl to uze an IP address retneved Gom an authenficabion server fl:u' the chcu:ct =
Sl

U&u—ﬁdﬂr_ﬂ Trom Authentication

_— Server

Use DHCP T Checle to uze DHCTE to obtain aa IP address Sor the cleas
Use Address Pools ¥ Checle to usze misrnal address pool confiouration to obtam an TP address for the client.

IF' Reuse I':'_ Enter the length of tme in mmutes (0-480) that a released intemal address pool E
Delay address will be held before being reassigned.

Apply | Concal |

VPN 2955

.ugj VPN JI clsli steps in order to 13® il

2> Juogi sl in order to aa> dshaslb .1
. J> 20
# ¥PN Client - Yersion 4.0.5 (Rel) : =]
Connection Entries  Status  Certificates Log Opkions Help

.:,,m,d ﬁ @ﬂ @ M Cisco SrsTems

| it My Dalete

Lt et

| Connection Entry | Host | Transpart &

-
4| | b

Mot connectad. | £

Wl davll aSuill Lol bl 58,0l dolell dglol LoI IP Glgic J3519 (JlaiVl iy pd .2
D ,9,all dolSg ipsecgroup 5@ puwVl W 0id 9 .icgazall slaicl lily Ludgi ad9 (VPN)
ac lha> 999 85l .cisco123



# ¥PM Client | Create New ¥PN Connection Entry |

Connechion Entr: (ko 3000

Dezcrphion:

Host (17218124133

f* Group Authentication 7 Mutual Group Authentication
Mo ipsecgroup
EEEEWD[EI: [E—

EE et

Confirm Password:

i Certificate Authentication

[ ame; I ;I

[T Send LA Certificate Chain

Eraze [zer F'assw::nn:ll Save Iq Cancel
th clguVl

ol Jz51 9l aalS/ paziuuall puwl io Lllay boaic . Juogi e 8l o5 Ml o Juogidl JB5| 52> .3
a1 59 0l dalS/ paZiuuoll
b

# VPN Client - Version 4.0.5 (Rel) . =10 x|

Connection Entries Status Certificates Log Oplions Help

o, £E A= Cisco SrsTews
=50 - i

Carnrect M Impart Modify Deleta
Connection E nties Il:arliicalus I Laog I

Connection Emny * Hast Transport -

k3000 7218124133 IFSec/LIDF

-
4| | b

Kot copnected,
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clasV]

:VPN 3000 clasi quxas jglay. | Psec Al )l paciamall il -
SEV=4 | KE/ 22 RPT=5 10.102.55. 139 08:59: 29. 100 02/ 20/ 2001 14
No Goup found matchi ng badgroup for Pre-shared key peer 10.102.55.139

4S5 iy a) dCgazo puwl JasYl paziwall Jolxy lizall sl
lawa, VPN 3000 JI oy, ¥ gubiawy, Josiwo -

Filter missing on interface 2, IKE data from Peer x.x.Xx.x dropped

085 ol Say SJ9) "ale" daill Jole oS, Lo 65l dolell dgzloll (o sban puissoll Hlizall capswl|
191 "ple" i 0ll o9 i 30<2 cail<e,B<dssin i3l (Jlo e "none” (ol dsaill Jole
Jo> wlogleall (o 350 e Jaaxl) siwall 138 (9 08l puwd g2 .("None" uy oSy ol) dasd
il Jole (19S5 duays

'VPN 3000 clios] auzuai jglay. 1 PSec 29 JuaiVl paiuall (Soy Y -

>Term nating connection attenpt: |PSEC not permitted for group >group

< olegazo < pasimall 6,05 < 955 Lis| .acgazxall (9 IPSeC xnaxi piy o) Dlivall Gyl
ol JLasVl wVeSgi9 p i IPSec yaxi o (3859 ple < Jawi<<dcgazo>

'VPN 3000 clias| quuai sglay. 49,9 dae o¥slxo azy JLaiVl pasimall e iz, -

, Aut hentication rejected: Reason = User was not found handle = 14, server = Internal
<user = <user

aie aeall paiwall pawl J5o] o 3T . padiwall G Ul 6208 8 39200 & pasiiuwall liall
. iuall @85Las 838L Lo e

:VPN 3000 clias| auuai ,eln9 JLaVl ¢ uoaiawol) Say Y -

Filter missing on interface 0, IKE data from Peer x.x.x.x dropped

ip<plzi<iSuis il oSl (8 Laolyi8l jluo 3929 oo aST 9880 (iolidVl 5 luall isoledl capud]
-S> 20 wasill wiueg JB3a0 juasi<routing

:VPN 3000 claz] aumua gl 1Psec 09 JLasVl pasiwall e )isi, -

[ <User [ <user
I'lKE rcv'd FAILED | P Addr status

ouss Oleie<é)b| ulsie<plai<Jsuis ¢Sl IP ulsie VPN e pial 3320 53 a2g, ¥ i@l wapud]
I3 529
(VPN 3000 cllasi auas jgla. 09 JLaVl pasimall e i, -

The cal cul ated HASH doesn't match the recei ved val ue
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//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
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35,0 wals PIX JUd ssbizall il g JLasVl L] liSay Y o519 3)lsall I Jowoe)l eliSay .(VPN)
ICMP ;> opSai) Jgwogll dasld  gubaig PIX s _JI Jos | Jyzuwsiy 28 ICMP p3> giay sl VPN

Jole soizy. JlaiVl pgias; 91 porsimall grazx) Say Y9 VPN o lSuis 15,1 clasi ayzuai sl 2205 V -
UDP = JgSgi9,4l:03® )9 0l aS,> zlouwl) aclgd e ol ,i9Y1 VPN Concentrator Public das.as
dauai Jolge cslS ISIAH = JgSgi9 WIESP = JgSgi9,4110000 = isiodl (UDP = JgS659,4J1500 = iaioll
aSuidl hoe o 39290l jlgzl) (Sasd 03D 49 ,0)1 45,3 peus (VPN) d @ lall ol asuuill S 50
(@gla> H1a> layy) 38lall 0i® as, la> (VPN) d,dlall doldl éaidl gaxes (VPN) dy,dlall dv 2l
a @)l dwoll dSaidl S50 )15 @il oo (VPN) dndlall dwlsdl daidl S 0 JuasVl Jol> « sixil
iS,> oz, VPN S garoy VPN aSuis Juo yiowaS 5l o Sle> pods «ll5 g 3l .6isko (VPN)
obLldl 9 50

roMod] 038 5419 JLaiVl pasiuall Say Y -
SEV=4 | KE/ 0 RPT=141 10.86.190.92 11:48:59.280 07/10/ 2006
[ Group [ NYMPN
recei ved an unencrypted packet when crypto active!! Dropping packet

aolS9 puwdl 6,231 dcgazall cuiil .puuo e JSuiy 49,20 49,0 @olS 91 dcgazo puwl Dlizall Gl
VPN Uio=) VPN 3000 ;5,0 _lc 9,0l

Y 9 (VPN) a,@Uall avlsl aSuidl 55,0 wls cawaal Telnet ol ol JlasVl jlis ] paciwel) Sy -
iy o) 1@l ] dliloal o laulaill 9l (Remote Desktop 9RDP ol plasiw| pasiwel) ¢Say
13 5 VPN 3000 ;5,10 0S5 pusd 8 2 dglazill g1, sl dgzloll Sl ple)l dtuaill Jole ¢ Sai
Ao |

NAT-Transparency kel udl. VPN 85 e 59,0 &,> 4up05 o ¥ 59 JLasVl pasiuel) Sy -
9 TCP 38l o8, _le o anisi .PAT jlg> wals VPN Juoc 098 oYl o uiS (8 .0So0 jué
9l TCP (0 Juasio J9S959, 98 VPN ,9,0 aS,> wale, sl (ESP g .lgie)l é>luo 991 UDP
9 ESP ;> NAT-T wals, .ESP 9,0 &,> axles LeiSay ¥ PAT 6521 o0 2ozl ol Lix, lidg .UDP
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E|.£h-mgjm;pdmm

'] o " Bockreds & Lomtion hitp- /17216, 134 133/ access. hinl ;|

VEN 3000
Concentrator Series Manager Logged in: admin

e

Configuration stem | Events Clnsses
M Save Nl-l.—llnlB

| FaServers This section lets you configure special handling of
Address specific event classes.

Tunneling | | Click the Add button to add an event class, or select an
H}w event class and click Modify or Delete.

IP
| I"’:];g:luj;mg Click here to configure general event parameters,
Configured

Event Classes Actions
AUTH
AUTHDBG
IKE
psec |
IPSECDBG %

:j-]l- s 'u!'-!

Jdl ©adLli in order to Jouw &a> auis e<monitore o s

2> auuai 23905 - VPN 3000 S50

SEV=8 | KEDBG 0 RPT=69 172.18.124.241 08:00: 13. 320 02/07/2002 1

. RECElI VED Message (msgi d=0) with payl oads

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + VENDOR (13) + VENDOR
NONE (0) ... total length : 562 + (13)

SEV=9 | KEDBG 0 RPT=70 172.18.124.241 08:00: 13. 320 02/ 07/ 2002 4
processi ng SA payl oad



SEV=9 | KEDBG 0 RPT=71 172.18.124.241 08:00: 13. 320 02/07/2002 5
processi ng ke payl oad

SEV=9 | KEDBG 0 RPT=72 172.18.124.241 08:00: 13. 320 02/ 07/ 2002 6
processing | SA KE

SEV=9 | KEDBG 1 RPT=7 172.18.124.241 08:00: 13. 320 02/ 07/ 2002 7
processi ng nonce payl oad

SEV=9 | KEDBG 1 RPT=8 172.18.124.241 08:00: 13. 320 02/ 07/ 2002 8
Processing I D

SEV=9 | KEDBG 47 RPT=4 172.18.124.241 08:00: 13. 320 02/07/2002 9
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=4 172.18.124.241 08:00:13.320 02/ 07/ 2002 10
Recei ved xauth V6 VID

SEV=9 | KEDBG 47 RPT=5 172.18.124.241 08:00: 13. 320 02/07/2002 11
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=5 172.18.124.241 08:00:13. 320 02/ 07/ 2002 12
Recei ved DPD VI D

SEV=9 | KEDBG 47 RPT=6 172.18.124.241 08:00: 13. 320 02/07/2002 13
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=6 172.18.124.241 08:00: 13. 320 02/07/2002 14
Received Cisco Unity client VID

SEV=9 | KEDBG 23 RPT=2 172.18.124.241 08:00: 13. 320 02/07/2002 15
Starting group | ookup for peer 172.18.124.241

SEV=8 AUTHDBG 1 RPT=2 08:00: 13.320 02/07/2002 16
AUTH_Open() returns 136

SEV=7 AUTH 12 RPT=2 08:00: 13. 320 02/07/2002 17
Aut henti cati on session opened: handle = 136

SEV=8 AUTHDBG 3 RPT=2 08: 00: 13. 320 02/07/2002 18
(AUTH_Put At t r Tabl e(136, 728a84

SEV=8 AUTHDBG 6 RPT=2 08:00:13.320 02/07/2002 19
(AUTH_Gr oupAut hent i cat e( 136, 9b143bc, 482f b0

SEV=8 AUTHDBG 59 RPT=2 08:00: 13.320 02/07/2002 20
(AUTH_Bi ndSer ver (9a08630, 0, 0

SEV=9 AUTHDBGE 69 RPT=2 08:00:13.320 02/07/ 2002 21
Aut h Server 16b3fa0 has been bound to ACB 9a08630, sessions =1

SEV=8 AUTHDBG 65 RPT=2 08:00: 13.320 02/07/2002 22
(AUTH_Cr eat eTi ner (9a08630, 0, O

SEV=9 AUTHDBG 72 RPT=2 08:00: 13. 320 02/07/2002 23
Reply timer created: handle = 3B2001B

SEV=8 AUTHDBG 61 RPT=2 08:00:13.320 02/ 07/2002 24
(AUTH_Bui | dMsg(9a08630, 0, 0

SEV=8 AUTHDBG 64 RPT=2 08:00:13.320 02/07/2002 25
(AUTH_St art Ti mer (9a08630, 0, 0

SEV=9 AUTHDBG 73 RPT=2 08: 00: 13. 320 02/07/2002 26



Reply timer started: handle = 3B2001B,

ti mestanp = 10085308, timeout = 30000

SEV=8 AUTHDBG 62 RPT=2 08: 00: 13. 320 02/07/2002 27

SEV=8

SEV=8

SEV=9

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

AUTHDBG 50

AUTHDBG 47

AUTHDBG 71

AUTHDBG 47

AUTHDBG 49

AUTHDBG 63

AUTHDBG 50

AUTHDBG 48

AUTHDBG 66

(AUTH_SndRequest (9a08630, 0, 0

RPT=3 08:00: 13. 320 02/ 07/ 2002 28
(I nt DB_Decode( 62b6d00, 115

RPT=3 08:00: 13. 320 02/ 07/ 2002 29
(I nt DB_Xnt (9208630

RPT=2 08: 00: 13. 320 02/07/2002 30
xmt_cnt =1

RPT=4 08:00: 13.320 02/ 07/2002 31
(I nt DB_Xnt (9208630

RPT=2 08:00: 13. 420 02/ 07/ 2002 32
(I nt DB_Mat ch(9a08630, 2ebe7lc

RPT=2 08:00: 13. 420 02/07/2002 33
(AUTH_RcvRepl y(9a208630, 0, O

RPT=4 08:00: 13. 420 02/ 07/ 2002 34
(I nt DB_Decode(2ebe71c, 44

RPT=2 08:00: 13. 420 02/ 07/ 2002 35
(I'nt DB_Rcv(9a08630

RPT=2 08:00: 13. 420 02/ 07/ 2002 36
(AUTH_Del et eTi mer (9208630, 0, O

SEV=9 AUTHDBG 74 RPT=2 08: 00: 13. 420 02/07/2002 37

Reply timer stopped:

handl e = 3B2001B, timestanp = 10085318

SEV=8 AUTHDBG 58 RPT=2 08: 00: 13. 420 02/07/2002 38

(AUTH_Cal | back(9a08630, 0, 0

SEV=6 AUTH 41 RPT=2 172.18.124.241 08:00: 13. 420 02/ 07/ 2002 39
136, server = Internal, group = ipsecgroup

Aut henti cation successful: handl e

SEV=7 | KEDBG 0 RPT=73 172.18.124.241 08: 00: 13. 420 02/ 07/ 2002 40

[Goup [ipsecgroup
(Found Phase 1 Group (ipsecgroup

SEV=8 AUTHDBG 4 RPT=2 08: 00: 13. 420 02/07/2002 41

(AUTH Get At t r Tabl e( 136, 728c4c

SEV=7 | KEDBG 14 RPT=2 172.18.124.241 08: 00: 13. 420 02/ 07/ 2002 42

[Goup [ipsecgroup

Aut henti cation configured for Internal

SEV=8 AUTHDBG 2 RPT=2 08: 00: 13. 420 02/ 07/ 2002 43

(AUTH_Cl ose(136

SEV=9 | KEDBG 0 RPT=74 172.18.124.241 08: 00: 13. 420 02/ 07/ 2002 44

[Goup [ipsecgroup
processi ng | KE SA

SEV=8 | KEDBG 0 RPT=75 172.18.124.241 08: 00: 13. 420 02/ 07/ 2002 45

Pr oposal

[Goup [ipsecgroup

# 1, Transform# 1, Type | SAKMP, 1d | KE

:Parsing received transform

:Phase 1 failure against global IKE proposal # 1



:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=8 | KEDBG 0 RPT=76 172.18.124.241 08:00: 13. 420 02/ 07/ 2002 50
[Goup [ipsecgroup
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=8 | KEDBG 0 RPT=77 172.18.124.241 08:00: 13. 420 02/ 07/ 2002 53
[Goup [ipsecgroup
:Phase 1 failure against global |IKE proposal # 3
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=78 172.18.124.241 08:00: 13. 420 02/ 07/ 2002 57
[Goup [ipsecgroup
:Phase 1 failure against global |IKE proposal # 4
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=79 172.18.124.241 08:00: 13. 420 02/ 07/ 2002 61
[Goup [ipsecgroup
:Phase 1 failure against global |IKE proposal # 5
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 7

SEV=8 | KEDBG 0 RPT=80 172.18.124.241 08:00: 13. 420 02/ 07/ 2002 65
[Goup [ipsecgroup
:Phase 1 failure against global |IKE proposal # 6
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=7 | KEDBG 28 RPT=2 172.18.124.241 08:00: 13. 420 02/ 07/ 2002 68
[Goup [ipsecgroup

| KE SA Proposal # 1, Transform# 2 acceptable

Mat ches gl obal IKE entry # 1

SEV=8 AUTHDBG 60 RPT=2 08:00: 13. 420 02/07/2002 70
( AUTH_Unbi ndSer ver (9208630, 0, O

SEV=9 AUTHDBGE 70 RPT=2 08:00:13.420 02/07/2002 71
Aut h Server 16b3fa0 has been unbound from ACB 9a08630, sessions = 0

SEV=8 AUTHDBG 10 RPT=2 08:00: 13. 420 02/07/2002 72
(AUTH_I nt _Fr eeAut hCB(9a08630

SEV=7 AUTH 13 RPT=2 08:00:13. 420 02/07/ 2002 73
Aut henti cati on session closed: handle = 136

SEV=9 | KEDBG 0 RPT=81 172.18.124.241 08: 00: 13. 450 02/ 07/ 2002 74

[Goup [ipsecgroup
constructing | SA_SA for isakmp

SEV=9 | KEDBG 0 RPT=82 172.18.124.241 08:00: 13. 450 02/07/2002 75
[Goup [ipsecgroup
constructing ke payl oad



SEV=9 | KEDBG 1 RPT=9 172.18.124.241 08:00: 13. 450 02/ 07/ 2002 76
[Goup [ipsecgroup
constructing nonce payl oad

SEV=9 | KEDBG 0 RPT=83 172.18.124.241 08:00: 13. 450 02/ 07/ 2002 77
[Goup [ipsecgroup
...Cenerating keys for Responder

SEV=9 | KEDBG 1 RPT=10 172.18.124.241 08:00: 13. 450 02/07/2002 78
[Goup [ipsecgroup
constructing ID

SEV=9 | KEDBG 0 RPT=84 08: 00: 13. 450 02/07/2002 79
[Goup [ipsecgroup
construct hash payl oad

SEV=9 | KEDBG 0 RPT=85 172.18.124.241 08:00: 13. 450 02/07/2002 80
[Goup [ipsecgroup
conputing hash

SEV=9 | KEDBG 46 RPT=5 172.18.124.241 08:00: 13. 450 02/07/2002 81
[Goup [ipsecgroup
constructing Ci sco Unity VID payl oad

SEV=9 | KEDBG 46 RPT=6 172.18.124.241 08:00: 13. 450 02/07/ 2002 82
[Goup [ipsecgroup
constructing xauth V6 VID payl oad

SEV=9 | KEDBG 46 RPT=7 172.18.124.241 08:00: 13. 450 02/ 07/ 2002 83
[Goup [ipsecgroup
constructing dpd vid payl oad

SEV=9 | KEDBG 46 RPT=8 172.18.124.241 08:00: 13. 450 02/ 07/ 2002 84
[Goup [ipsecgroup
constructing VID payl oad

SEV=9 | KEDBG 48 RPT=2 172.18.124.241 08:00: 13. 450 02/07/2002 85
[Goup [ipsecgroup
Send Altiga GNVID

SEV=8 | KEDBG 0 RPT=86 172.18.124.241 08:00: 13. 450 02/ 07/ 2002 86

SENDI NG Message (nsgi d=0) with payl oads

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR (13) + VENDOR (1
VENDOR (13) + VENDOR (13) + NONE (0) ... total length : 344 + (3

SEV=8 | KEDBG 0 RPT=87 172.18.124.241 08:00: 13. 480 02/07/2002 89
RECEI VED Message (nsgi d=0) with payl oads
HDR + HASH (8) + NOTIFY (11) + NONE (O) ... total length : 76

SEV=9 | KEDBG 0 RPT=88 172.18.124.241 08:00: 13.480 02/07/2002 91
[Goup [ipsecgroup
processi ng hash

SEV=9 | KEDBG 0 RPT=89 172.18.124.241 08:00: 13. 480 02/07/2002 92
[Goup [ipsecgroup
conputing hash

SEV=9 | KEDBG 0 RPT=90 172.18.124.241 08:00: 13.480 02/07/2002 93
[Goup [ipsecgroup
Processing Notify payl oad

SEV=9 | KEDBG 0 RPT=91 172.18.124.241 08:00: 13. 480 02/ 07/ 2002 94
[Goup [ipsecgroup



constructing bl ank hash

SEV=9 | KEDBG 0 RPT=92 172.18.124.241 08:00: 13. 480 02/07/2002 95
[Goup [ipsecgroup
constructing gm hash

SEV=8 | KEDBG 0 RPT=93 172.18.124.241 08:00: 13. 480 02/07/2002 96
SENDI NG Message (nsgi d=ec88ba81) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 100

SEV=8 | KEDBG 0 RPT=94 172.18.124.241 08:00:21.810 02/07/2002 98
RECEI VED Message (nsgi d=ec88ba81) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85

SEV=9 | KEDBG 1 RPT=11 08:00:21.810 02/07/2002 100
I process_attr(): Enter

SEV=9 | KEDBG 1 RPT=12 08:00:21.810 02/07/2002 101
. Processing MODE_CFG Reply attributes

SEV=8 AUTHDBG 1 RPT=3 08:00:21.810 02/07/2002 102
AUTH_Open() returns 137

SEV=7 AUTH 12 RPT=3 08:00:21.810 02/07/2002 103
Aut henti cati on session opened: handle = 137

SEV=8 AUTHDBG 3 RPT=3 08: 00:21.810 02/07/2002 104
(AUTH_Put At t r Tabl e(137, 728a84

SEV=8 AUTHDBG 5 RPT=1 08:00:21.810 02/07/2002 105
(AUTH_Aut henti cat e(137, 50093bc, 4b5708

SEV=8 AUTHDBG 59 RPT=3 08:00:21.810 02/07/2002 106
(AUTH_Bi ndSer ver (9b1544c, 0, O

SEV=9 AUTHDBGE 69 RPT=3 08: 00:21.810 02/07/2002 107
Aut h Server 16b3fa0 has been bound to ACB 9b1544c, sessions =1

SEV=8 AUTHDBG 65 RPT=3 08:00:21.810 02/07/2002 108
(AUTH_Cr eat eTi nmer (9b1544c, 0, O

SEV=9 AUTHDBG 72 RPT=3 08:00:21.810 02/07/2002 109
Reply timer created: handl e = 3B4001A

SEV=8 AUTHDBG 61 RPT=3 08: 00:21.810 02/07/2002 110
(AUTH Bui | dMsg(9b1544c, 0, 0

SEV=8 AUTHDBG 64 RPT=3 08:00:21.810 02/07/2002 111
(AUTH_St art Ti ner (9b1544c, 0, O

SEV=9 AUTHDBG 73 RPT=3 08:00:21.810 02/07/2002 112
Reply timer started: handle = 3B4001A, tinmestanp = 10086157, timeout = 30000

SEV=8 AUTHDBG 62 RPT=3 08:00:21.810 02/07/2002 113
(AUTH_SndRequest (9b1544c, 0, O

SEV=8 AUTHDBG 50 RPT=5 08:00:21.810 02/07/2002 114
(I nt DB_Decode( 62b6d00, 102

SEV=8 AUTHDBG 47 RPT=5 08: 00:21.810 02/07/2002 115
(I nt DB_Xnt (9b1544c

SEV=9 AUTHDBG 71 RPT=3 08:00:21.810 02/07/2002 116
xmt_cnt =1



SEV=8 AUTHDBG 47 RPT=6 08: 00:21.810 02/07/2002 117
(I nt DB_Xnt (9b1544c

SEV=8 AUTHDBG 49 RPT=3 08:00:21.910 02/07/2002 118
(I nt DB_Mat ch(9b1544c, 2ebe7lc

SEV=8 AUTHDBG 63 RPT=3 08:00:21.910 02/07/2002 119
(AUTH_RcvRepl y(9b1544c, 0, O

SEV=8 AUTHDBG 50 RPT=6 08:00:21.910 02/07/2002 120
(I nt DB_Decode(2ebe71c, 62

SEV=8 AUTHDBG 48 RPT=3 08:00:21.910 02/07/2002 121
(I'ntDB_Rcv(9b1544c

SEV=8 AUTHDBG 66 RPT=3 08:00:21.910 02/07/2002 122
(AUTH_Del et eTi mer (9b1544c, 0, O

SEV=9 AUTHDBG 74 RPT=3 08:00:21.910 02/07/2002 123
Reply timer stopped: handle = 3B4001A, tinestanp = 10086167

SEV=8 AUTHDBG 58 RPT=3 08: 00:21.910 02/07/2002 124
(AUTH_Cal | back(9b1544c, 0, 0

SEV=6 AUTH 4 RPT=1 172.18.124.241 08:00:21.910 02/07/ 2002 125
Aut henti cation successful: handle = 137, server = Internal, user = ipsecuser

SEV=8 AUTHDBG 3 RPT=4 08: 00:21.910 02/07/2002 126
(AUTH _Put At t r Tabl e(137, 1861c60

SEV=8 AUTHDBG 60 RPT=3 08:00:21.910 02/07/2002 127
( AUTH_Unbi ndSer ver (9b1544c, 0, O

SEV=9 AUTHDBG 70 RPT=3 08:00:21.910 02/07/2002 128
Aut h Server 16b3fa0 has been unbound from ACB 9bl1544c, sessions = 0

SEV=8 AUTHDBG 59 RPT=4 08:00:21.910 02/07/2002 129
(AUTH_Bi ndSer ver (9b1544c, 0, O

SEV=9 AUTHDBGE 69 RPT=4 08:00:21.910 02/07/2002 130
Aut h Server 16b3fa0 has been bound to ACB 9b1544c, sessions =1

SEV=8 AUTHDBG 65 RPT=4 08:00:21.910 02/07/2002 131
(AUTH_Cr eat eTi nmer (9b1544c, 0, O

SEV=9 AUTHDBG 72 RPT=4 08:00:21.910 02/07/2002 132
Reply timer created: handl e = 3B5001A

SEV=8 AUTHDBG 61 RPT=4 08:00:21.910 02/07/2002 133
(AUTH Bui | dMsg(9b1544c, 0, 0

SEV=8 AUTHDBG 64 RPT=4 08:00:21.910 02/07/2002 134
(AUTH_St art Ti ner (9b1544c, 0, O

SEV=9 AUTHDBG 73 RPT=4 08:00:21.910 02/07/2002 135
Reply timer started: handle = 3B5001A, tinmestanp = 10086167, timeout = 30000

SEV=8 AUTHDBG 62 RPT=4 08:00:21.910 02/07/2002 136
(AUTH_SndRequest (9b1544c, 0, O

SEV=8 AUTHDBG 50 RPT=7 08:00:21.910 02/07/2002 137
(I nt DB_Decode(2ec5350, 44



SEV=8 AUTHDBG 47 RPT=7 08:00:21.910 02/07/2002 138
(I nt DB_Xnt (9b1544c

SEV=9 AUTHDBG 71 RPT=4 08:00:21.910 02/07/2002 139
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=8 08: 00:21.910 02/07/2002 140
(I nt DB_Xnt (9b1544c

SEV=8 AUTHDBG 49 RPT=4 08:00:22.010 02/07/2002 141
(I nt DB_Mat ch(9b1544c, 2ec3f64

SEV=8 AUTHDBG 63 RPT=4 08:00:22.010 02/07/2002 142
(AUTH_RcvRepl y(9b1544c, 0, O

SEV=8 AUTHDBG 50 RPT=8 08:00:22.010 02/07/2002 143
(I nt DB_Decode(2ec3f 64, 44

SEV=8 AUTHDBG 48 RPT=4 08:00:22.010 02/07/2002 144
(I'ntDB_Rcv(9b1544c

SEV=8 AUTHDBG 66 RPT=4 08:00:22.010 02/07/2002 145
(AUTH_Del et eTi mer (9b1544c, 0, O

SEV=9 AUTHDBG 74 RPT=4 08:00:22.010 02/07/2002 146
Reply timer stopped: handle = 3B5001A, tinmestanp = 10086177

SEV=8 AUTHDBG 58 RPT=4 08:00:22.010 02/07/2002 147
(AUTH_Cal | back(9b1544c, 0, 0

SEV=6 AUTH 41 RPT=3 172.18.124.241 08:00:22.010 02/07/2002 148
Aut henti cation successful: handle = 137, server = Internal, group = ipsecgroup

SEV=8 AUTHDBG 3 RPT=5 08: 00:22.010 02/07/2002 149
(AUTH _Put At t r Tabl e(137, 1861c60

SEV=8 AUTHDBG 60 RPT=4 08:00:22.010 02/07/2002 150
(AUTH_Unbi ndSer ver (9b1544c, 0, O

SEV=9 AUTHDBG 70 RPT=4 08: 00:22.010 02/07/2002 151
Aut h Server 16b3fa0 has been unbound from ACB 9b1544c, sessions = 0

SEV=8 AUTHDBG 59 RPT=5 08:00:22.010 02/07/2002 152
(AUTH_Bi ndSer ver (9b1544c, 0, O

SEV=9 AUTHDBGE 69 RPT=5 08:00:22.010 02/07/2002 153
Aut h Server 16b3fa0 has been bound to ACB 9b1544c, sessions =1

SEV=8 AUTHDBG 65 RPT=5 08:00:22.010 02/07/2002 154
(AUTH_Cr eat eTi mer (9b1544c, 0, O

SEV=9 AUTHDBG 72 RPT=5 08:00:22.010 02/07/2002 155
Reply timer created: handl e = 3B6001A

SEV=8 AUTHDBG 61 RPT=5 08: 00:22.010 02/07/2002 156
(AUTH Bui | dMsg(9b1544c, 0, 0

SEV=8 AUTHDBG 64 RPT=5 08:00:22.010 02/07/2002 157
(AUTH_St art Ti nmer (9b1544c, 0, O

SEV=9 AUTHDBG 73 RPT=5 08:00:22.010 02/07/2002 158
Reply timer started: handle = 3B6001A, tinmestanp = 10086177, timeout = 30000



SEV=8 AUTHDBG 62 RPT=5 08:00:22.010 02/07/2002 159
(AUTH_SndRequest (9b1544c, 0, O

SEV=8 AUTHDBG 50 RPT=9 08:00:22.010 02/07/2002 160
(I nt DB_Decode(2ec39ec, 44

SEV=8 AUTHDBG 47 RPT=9 08: 00:22.010 02/07/2002 161
(I nt DB_Xnt (9b1544c

SEV=9 AUTHDBG 71 RPT=5 08:00:22.010 02/07/2002 162
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=10 08:00: 22. 010 02/07/2002 163
(I nt DB_Xnt (9b1544c

SEV=8 AUTHDBG 49 RPT=5 08: 00:22.110 02/ 07/ 2002 164
(I nt DB_Mat ch(9b1544c, 2ec5350

SEV=8 AUTHDBG 63 RPT=5 08:00:22.110 02/07/2002 165
(AUTH_RcvRepl y(9b1544c, 0, O

SEV=8 AUTHDBG 50 RPT=10 08:00:22.110 02/07/2002 166
(I nt DB_Decode(2ec5350, 44

SEV=8 AUTHDBG 48 RPT=5 08:00:22.110 02/07/2002 167
(I'ntDB_Rcv(9b1544c

SEV=8 AUTHDBG 66 RPT=5 08:00:22.110 02/07/2002 168
(AUTH_Del et eTi mer (9b1544c, 0, O

SEV=9 AUTHDBG 74 RPT=5 08:00:22.110 02/07/2002 169
Reply timer stopped: handle = 3B6001A, tinmestanp = 10086187

SEV=8 AUTHDBG 58 RPT=5 08:00:22.110 02/07/2002 170
(AUTH_Cal | back(9b1544c, 0, 0

SEV=6 AUTH 41 RPT=4 172.18.124.241 08:00:22.110 02/07/2002 171
Aut henti cation successful: handle = 137, server = Internal, group = ipsecgroup

SEV=8 AUTHDBG 4 RPT=3 08: 00:22.110 02/07/2002 172
(AUTH Get At t r Tabl e(137, 729c04

SEV=8 AUTHDBG 4 RPT=4 08:00:22.110 02/07/2002 173
(AUTH Get At t r Tabl e( 137, 728c4c

SEV=7 | KEDBG 14 RPT=3 172.18.124.241 08:00:22.110 02/07/2002 174
[ Group [ipsecgroup] User [ipsecuser
Aut henti cation configured for Internal

SEV=8 AUTHDBG 2 RPT=3 08:00:22.110 02/07/2002 175
(AUTH_Cl ose(137

SEV=4 | KE/ 52 RPT=61 172.18.124.241 08:00:22.110 02/07/2002 176
[ Group [ipsecgroup] User [ipsecuser
. User (ipsecuser) authenticated

SEV=9 | KEDBG 0 RPT=95 172.18.124.241 08:00:22.110 02/07/2002 177
[ Group [ipsecgroup] User [ipsecuser
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=96 172.18.124.241 08:00:22.110 02/07/2002 178
[ Goup [ipsecgroup] User [ipsecuser
constructing gm hash



SEV=8 | KEDBG 0 RPT=97 172.18.124.241 08:00:22.110 02/07/2002 179
SENDI NG Message (nsgi d=4cc78f4e) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 60

SEV=8 AUTHDBG 60 RPT=5 08:00:22.110 02/07/2002 181
( AUTH_Unbi ndSer ver (9b1544c, 0, O

SEV=9 AUTHDBG 70 RPT=5 08:00:22.110 02/ 07/ 2002 182
Aut h Server 16b3fa0 has been unbound from ACB 9b1544c, sessions = 0

SEV=8 AUTHDBG 10 RPT=3 08:00:22.110 02/07/2002 183
(AUTH_I nt _Fr eeAut hCB( 9b1544c

SEV=7 AUTH 13 RPT=3 08:00:22.110 02/07/ 2002 184
Aut henti cati on session closed: handle = 137

SEV=8 | KEDBG 0 RPT=98 172.18.124.241 08:00:22.110 02/07/2002 185
RECEI VED Message (nsgi d=4cc78f4e) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 56

SEV=9 | KEDBG 1 RPT=13 08:00:22.110 02/07/2002 187
I process_attr(): Enter

SEV=9 | KEDBG 1 RPT=14 08:00:22.110 02/07/2002 188
Processing cfg ACK attributes

SEV=8 | KEDBG 0 RPT=99 172.18.124.241 08:00:22.180 02/07/2002 189
RECEI VED Message (nsgi d=38a7c320) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 154

SEV=9 | KEDBG 1 RPT=15 08: 00:22.180 02/07/2002 191
I process_attr(): Enter

SEV=9 | KEDBG 1 RPT=16 08:00:22.180 02/07/2002 192
Processing cfg Request attributes

SEV=9 | KEDBG 53 RPT=1 08:00:22.180 02/07/2002 193
I MODE_CFG Recei ved request for |PV4 address

SEV=9 | KEDBG 53 RPT=2 08:00:22.180 02/07/2002 194
I MODE_CFG Recei ved request for |IPV4 net mask

SEV=9 | KEDBG 53 RPT=3 08: 00:22. 180 02/07/2002 195
| MODE_CFG. Recei ved request for DNS server address

SEV=9 | KEDBG 53 RPT=4 08:00:22.180 02/07/2002 196
I MODE_CFG Recei ved request for WNS server address

SEV=6 | KE/ 130 RPT=1 172.18.124.241 08:00: 22. 180 02/07/2002 197
[ Group [ipsecgroup] User [ipsecuser
Recei ved unsupported transaction node attribute: 5

SEV=9 | KEDBG 53 RPT=5 08:00:22.180 02/07/2002 199
| MODE_CFG Recei ved request for Application Version

SEV=9 | KEDBG 53 RPT=6 08:00:22.180 02/07/2002 200
I MODE_CFG Recei ved request for Banner

SEV=9 | KEDBG 53 RPT=7 08:00:22.180 02/07/2002 201
I MODE_CFG Recei ved request for Save PWsetting

SEV=9 | KEDBG 53 RPT=8 08: 00:22.180 02/07/2002 202
| MODE_CFG Recei ved request for Default Domai n Name



SEV=9 | KEDBG 53 RPT=9 08: 00:22.180 02/07/2002 203
I MODE_CFG Recei ved request for Split Tunnel List

SEV=9 | KEDBG 53 RPT=10 08: 00: 22. 180 02/07/2002 204
I MODE_CFG Recei ved request for PFS setting

SEV=9 | KEDBG 53 RPT=11 08:00:22.180 02/07/2002 205
| MODE_CFG Recei ved request for FWYPE

SEV=9 | KEDBG 53 RPT=12 08: 00: 22. 180 02/07/2002 206
| MODE_CFG Recei ved request for UDP Port

SEV=9 | KEDBE 31 RPT=1 172.18.

124. 241 08:00: 22. 180 02/07/2002 207
[ Goup [ipsecgroup] User [ipsecuser

(Cbtained | P addr (10.1.1.100) prior to initiating Mbdde Cfg (XAuth enabl ed

SEV=9 | KEDBG 0 RPT=100 172.18.

SEV=9 | KEDBG 0 RPT=101 172.18.

124. 241 08:00: 22. 180 02/07/2002 209
[ Goup [ipsecgroup] User [ipsecuser
constructing bl ank hash

124. 241 08: 00: 22. 180 02/07/2002 210

........ 0A010164 F0010000 FOO70000 .......d 00010004 : 0000
6F205379 7374656D ...bCi sco System 43697363 00070062 : 0010
732C2049 6E632E2F 56504E20 33303030 s, Inc./VPN 3000 : 0020
20436F6E 63656E74 7261746F 72205665 Concentrator Ve :0030
7273696F 6E20332E 352E5265 6C206275 rsion 3.5.Rel bu :0040
696C7420 62792076 6D757270 6879206F ilt by vmurphy o : 0050

SEV=9 | KEDBG 0 RPT=102 172.18.

6E204E6F 76203237 20323030
3A32323A 3331

SEV=9 | KEDBG 0 RPT=103 172.18.

SEV=8 | KEDBG 0 RPT=104 172.18.

124. 241 08: 00: 22. 180 02/07/2002 216
31203131 n Nov 27 2001 11 :0000
:22:31 :0010

124. 241 08:00: 22.180 02/07/2002 218
[ Group [ipsecgroup] User [ipsecuser

constructing gm hash

124. 241 08: 00: 22. 180 02/07/2002 219

SENDI NG Message (nsgi d=38a7c320) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 174

SEV=9 | KEDBG 21 RPT=1 172.18.

Del ay Qui ck Mode processing,

124. 241 08:00: 22. 190 02/07/2002 221
[ Group [ipsecgroup] User [ipsecuser
Cert/Trans Exch/RM DSID in progress

SEV=4 AUTH 22 RPT=86 08: 00: 22. 190 02/07/2002 223

SEV=7 | KEDBGE 22 RPT=1 172.18.

User ipsecuser connected

124. 241 08:00: 22. 190 02/ 07/ 2002 224
[ Group [ipsecgroup] User [ipsecuser

Resune Qui ck Mbde processing, Cert/Trans Exch/ RM DSI D conpl et ed

SEV=4 | KE/ 119 RPT=68 172.18.

SEV=6 | KE/ 121 RPT=1 172.18.
Keep-

SEV=7 | KEDBG 0 RPT=105 172.18.

124. 241 08:00: 22. 200 02/ 07/ 2002 226
[ Group [ipsecgroup] User [ipsecuser
PHASE 1 COWVPLETED

124. 241 08:00: 22. 200 02/ 07/ 2002 227
alive type for this connection: DPD

124. 241 08:00: 22. 200 02/ 07/ 2002 228
[ Goup [ipsecgroup] User [ipsecuser

(Starting phase 1 rekey timer: 82080000 (nmns

SEV=9 | KEDBG 0 RPT=106 172.18.

124. 241 08:00: 22. 200 02/ 07/ 2002 229
[ Goup [ipsecgroup] User [ipsecuser



sendi ng notify nessage

SEV=9 | KEDBG 0 RPT=107 172.18.124.241 08:00:22. 200 02/07/2002 230
[ Group [ipsecgroup] User [ipsecuser
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=108 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 231
[ Group [ipsecgroup] User [ipsecuser
constructing gm hash

SEV=8 | KEDBG 0 RPT=109 172.18.124.241 08:00:22. 200 02/07/2002 232
SENDI NG Message (nsgi d=be237358) with payl oads
HDR + HASH (8) + NOTIFY (11) + NONE (O) ... total length : 88

SEV=8 | KEDBG 0 RPT=110 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 234

RECEI VED Message (nsgi d=472c326b) with payl oads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) ... total leng
th : 792

SEV=9 | KEDBG 0 RPT=111 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 237
[ Goup [ipsecgroup] User [ipsecuser
processi ng hash

SEV=9 | KEDBG 0 RPT=112 172.18.124.241 08:00: 22. 200 02/07/2002 238
[ Goup [ipsecgroup] User [ipsecuser
processi ng SA payl oad

SEV=9 | KEDBG 1 RPT=17 172.18.124.241 08:00: 22. 200 02/07/2002 239
[ Goup [ipsecgroup] User [ipsecuser
processi ng nonce payl oad

SEV=9 | KEDBG 1 RPT=18 172.18.124.241 08:00: 22. 200 02/07/2002 240
[ Group [ipsecgroup] User [ipsecuser
Processing I D

SEV=5 | KE/ 25 RPT=62 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 241
[ Group [ipsecgroup] User [ipsecuser

:Received rempte Proxy Host data in | D Payl oad

Address 10.1.1.100, Protocol 0, Port O

SEV=9 | KEDBG 1 RPT=19 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 244
[ Group [ipsecgroup] User [ipsecuser
Processing I D

SEV=5 | KE/ 24 RPT=61 172.18.124.241 08: 00: 22. 200 02/ 07/ 2002 245
[ Group [ipsecgroup] User [ipsecuser

:Received | ocal Proxy Host data in ID Payl oad

Address 172.18.124. 133, Protocol 0, Port O

SEV=8 | KEDBG 0 RPT=113 08: 00: 22. 200 02/ 07/ 2002 248
M | sRekeyed ol d sa not found by addr

SEV=5 | KE/ 66 RPT=121 172.18.124.241 08:00:22. 200 02/ 07/ 2002 249
[ Group [ipsecgroup] User [ipsecuser
| KE Rermot e Peer configured for SA: ESP- 3DES- MD5

SEV=9 | KEDBG 0 RPT=114 172.18.124.241 08:00:22. 200 02/07/2002 251
[ Group [ipsecgroup] User [ipsecuser
processi ng | PSEC SA

SEV=8 | KEDBG 0 RPT=115 08: 00: 22. 200 02/ 07/ 2002 252
Proposal # 2, Transform# 1, Type ESP, Id Tripl e-DES
:Parsing received transform

:Phase 2 failure



:Msmatched attr types for class HVAC Al gorithm
Rcv' d: SHA
Cfg'd: M5

SEV=7 | KEDBG 27 RPT=1 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 256
[ Group [ipsecgroup] User [ipsecuser
| PSec SA Proposal # 3, Transform# 1 acceptable

SEV=7 | KEDBG 0 RPT=116 172.18.124.241 08:00:22.200 02/07/2002 258
[ Goup [ipsecgroup] User [ipsecuser
I'l KE: requesting SPI

SEV=9 | PSECDBG 6 RPT=1 08: 00: 22. 200 02/ 07/ 2002 259
| PSEC key message parse - nsgtype 6, len 200, vers 1, pid 00000000, seq 129, err
type 2, node 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKe ,0
yLen 0, ivlien O, alg O, hmacAlg O, lifetype 0, lifetimel 708648, lifetime2 0, ds

Id 300

SEV=9 | PSECDBG 1 RPT=1 08: 00: 22. 200 02/07/2002 263
I Processi ng KEY_GETSPI mnsg

SEV=7 | PSECDBG 13 RPT=1 08: 00:22.200 02/07/2002 264
Reserved SPI 1037485220

SEV=8 | KEDBG 6 RPT=1 08: 00: 22. 200 02/ 07/ 2002 265
| KE got SPI from key engi ne: SPI = 0x3dd6c4a4

SEV=9 | KEDBG 0 RPT=117 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 266
[ Goup [ipsecgroup] User [ipsecuser
oakl ey constucting qui ck node

SEV=9 | KEDBG 0 RPT=118 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 267
[ Group [ipsecgroup] User [ipsecuser
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=119 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 268
[ Group [ipsecgroup] User [ipsecuser
constructing | SA_SA for ipsec

SEV=5 | KE/ 75 RPT=121 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 269
[ Group [ipsecgroup] User [ipsecuser
Overriding Initiator's I PSec rekeying duration from 2147483 to 28800 seconds

SEV=9 | KEDBG 1 RPT=20 172.18.124.241 08:00: 22.200 02/07/2002 271
[ Group [ipsecgroup] User [ipsecuser
constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=21 172.18.124.241 08:00:22.200 02/07/2002 272
[ Group [ipsecgroup] User [ipsecuser
constructing proxy ID

SEV=7 | KEDBG 0 RPT=120 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 273
[ Group [ipsecgroup] User [ipsecuser
:Transmitting Proxy |d

Rermote host: 10.1.1.100 Protocol 0 Port O

Local host: 172.18.124.133 Protocol 0 Port O

SEV=7 | KEDBG 0 RPT=121 172.18.124.241 08:00: 22. 200 02/ 07/ 2002 277
[ Goup [ipsecgroup] User [ipsecuser
Sendi ng RESPONDER LI FETI ME notification to Initiator

SEV=9 | KEDBG 0 RPT=122 172.18.124.241 08:00:22. 200 02/07/2002 279
[ Goup [ipsecgroup] User [ipsecuser
constructing gm hash



SEV=8 | KEDBG 0 RPT=123 172.18.124.241 08:00: 22. 200 02/07/2002 280

SENDI NG Message (nsgi d=472c326b) with payl oads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (O
total length : 172 ...

SEV=8 | KEDBG 0 RPT=124 172.18.124.241 08:00:22.210 02/07/2002 283

RECEI VED Message (nsgi d=64c59a32) with payl oads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) ... total leng
th : 796

SEV=9 | KEDBG 0 RPT=125 172.18.124.241 08:00: 22.210 02/ 07/ 2002 286
[ Goup [ipsecgroup] User [ipsecuser
processi ng hash

SEV=9 | KEDBG 0 RPT=126 172.18.124.241 08:00:22.210 02/ 07/ 2002 287
[ Goup [ipsecgroup] User [ipsecuser
processi ng SA payl oad

SEV=9 | KEDBG 1 RPT=22 172.18.124.241 08:00:22.210 02/07/2002 288
[ Goup [ipsecgroup] User [ipsecuser
processi ng nonce payl oad

SEV=9 | KEDBG 1 RPT=23 172.18.124.241 08:00: 22.210 02/07/2002 289
[ Goup [ipsecgroup] User [ipsecuser
Processing I D

SEV=5 | KE/ 25 RPT=63 172.18.124.241 08:00: 22.210 02/07/2002 290
[ Goup [ipsecgroup] User [ipsecuser

:Received rempte Proxy Host data in | D Payl oad

Address 10.1.1.100, Protocol 0, Port O

SEV=9 | KEDBG 1 RPT=24 172.18.124.241 08:00:22.210 02/07/2002 293
[ Group [ipsecgroup] User [ipsecuser
Processing I D

SEV=5 | KE/ 34 RPT=61 172.18.124.241 08:00: 22. 210 02/07/2002 294
[ Group [ipsecgroup] User [ipsecuser
: Received local |IP Proxy Subnet data in |ID Payl oad

Address 0.0.0.0, Mask 0.0.0.0, Protocol 0O, Port O

SEV=8 | KEDBG 0 RPT=127 08:00: 22. 210 02/07/2002 297
M | sRekeyed ol d sa not found by addr

SEV=5 | KE/ 66 RPT=122 172.18.124.241 08:00:22.210 02/07/2002 298
[ Group [ipsecgroup] User [ipsecuser
| KE Rermot e Peer configured for SA: ESP- 3DES- MD5

SEV=9 | KEDBG 0 RPT=128 172.18.124.241 08:00:22.210 02/07/2002 300
[ Group [ipsecgroup] User [ipsecuser
processi ng | PSEC SA

SEV=8 | KEDBG 0 RPT=129 08:00: 22.210 02/07/2002 301
Proposal # 2, Transform# 1, Type ESP, Id Tripl e-DES
:Parsing received transform
:Phase 2 failure
:Msmatched attr types for class HVAC Al gorithm
Rcv' d: SHA
Cfg'd: M5

SEV=7 | KEDBG 27 RPT=2 172.18.124.241 08:00: 22.210 02/07/2002 305
[ Goup [ipsecgroup] User [ipsecuser
| PSec SA Proposal # 3, Transform# 1 acceptable



SEV=7 | KEDBG 0 RPT=130 172.18.124.241 08:00:22.210 02/07/2002 307
[ Group [ipsecgroup] User [ipsecuser
I'l KE: requesting SPI

SEV=9 | PSECDBG 6 RPT=2 08: 00:22.210 02/07/ 2002 308
| PSEC key message parse - nsgtype 6, len 200, vers 1, pid 00000000, seq 130, err
type 2, node 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKe ,0
yLen 0, ivlien O, alg O, hmacAlg O, lifetype 0, lifetimel 708648, lifetime2 0, ds

Id 300

SEV=9 | PSECDBG 1 RPT=2 08:00: 22.210 02/07/2002 312
I Processi ng KEY_GETSPI mnsg

SEV=7 | PSECDBG 13 RPT=2 08: 00:22.210 02/07/2002 313
Reserved SPI 1517437317

SEV=8 | KEDBG 6 RPT=2 08:00:22.210 02/07/2002 314
| KE got SPI from key engi ne: SPI = 0x5a724185

SEV=9 | KEDBG 0 RPT=131 172.18.124.241 08:00:22.210 02/07/2002 315
[ Goup [ipsecgroup] User [ipsecuser
oakl ey constucting qui ck node

SEV=9 | KEDBG 0 RPT=132 172.18.124.241 08:00:22.210 02/07/2002 316
[ Goup [ipsecgroup] User [ipsecuser
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=133 172.18.124.241 08:00:22.210 02/07/2002 317
[ Goup [ipsecgroup] User [ipsecuser
constructing | SA_SA for ipsec

SEV=5 | KE/ 75 RPT=122 172.18.124.241 08:00:22.210 02/07/2002 318
[ Group [ipsecgroup] User [ipsecuser
Overriding Initiator's I PSec rekeying duration from 2147483 to 28800 seconds

SEV=9 | KEDBG 1 RPT=25 172.18.124.241 08:00: 22.210 02/07/2002 320
[ Group [ipsecgroup] User [ipsecuser
constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=26 172.18.124.241 08:00:22.210 02/07/2002 321
[ Group [ipsecgroup] User [ipsecuser
constructing proxy ID

SEV=7 | KEDBG 0 RPT=134 172.18.124.241 08:00:22.210 02/07/2002 322
[ Group [ipsecgroup] User [ipsecuser
:Transmitting Proxy |d

Rermote host: 10.1.1.100 Protocol 0O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0O Port O

SEV=7 | KEDBG 0 RPT=135 172.18.124.241 08:00: 22.210 02/ 07/ 2002 326
[ Group [ipsecgroup] User [ipsecuser
Sendi ng RESPONDER LI FETI ME notification to Initiator

SEV=9 | KEDBG 0 RPT=136 172.18.124.241 08:00:22.210 02/07/2002 328
[ Group [ipsecgroup] User [ipsecuser
constructing gm hash

SEV=8 | KEDBG 0 RPT=137 172.18.124.241 08:00:22.220 02/07/2002 329

SENDI NG Message (nsgi d=64c59a32) with payl oads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (O
total length : 176 ...

SEV=8 | KEDBG 0 RPT=138 172.18.124.241 08:00: 22.220 02/07/2002 332
RECEI VED Message (nsgi d=472c326b) with payl oads



HDR + HASH (8) + NONE (0) ... total length : 48

SEV=9 | KEDBG 0 RPT=139 172.18.124.241 08:00:22.220 02/07/2002 334
[ Group [ipsecgroup] User [ipsecuser
processi ng hash

SEV=9 | KEDBG 0 RPT=140 172.18.124.241 08:00:22.220 02/07/2002 335
[ Group [ipsecgroup] User [ipsecuser
| oading all |PSEC SAs

SEV=9 | KEDBG 1 RPT=27 172.18.124.241 08:00: 22.220 02/07/2002 336
[ Goup [ipsecgroup] User [ipsecuser
I Generating Quick Mbde Key

SEV=9 | KEDBG 1 RPT=28 172.18.124.241 08:00: 22. 220 02/07/2002 337
[ Goup [ipsecgroup] User [ipsecuser
I Generating Quick Mbde Key

SEV=7 | KEDBG 0 RPT=141 172.18.124.241 08:00:22.220 02/07/2002 338
[ Goup [ipsecgroup] User [ipsecuser
: Loadi ng host

Dst: 172.18.124.133

Src: 10.1.1.100

SEV=4 | KE/ 49 RPT=129 172.18.124.241 08:00: 22.220 02/ 07/ 2002 340
[ Goup [ipsecgroup] User [ipsecuser

(Security negotiation conplete for User (ipsecuser

Responder, |nbound SPI = 0x3dd6c4a4, Cutbound SPI = 0x8104887e

SEV=9 | PSECDBG 6 RPT=3 08: 00: 22. 220 02/ 07/ 2002 343

| PSEC key message parse - nsgtype 1, len 624, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 64, |abel 0, pad 0, spi 8104887e, encrKeylLen 24, hashKey ,
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 708648, lifetine2 0, ds
Id 0

SEV=9 | PSECDBG 1 RPT=3 08: 00: 22. 220 02/ 07/ 2002 347
I Processi ng KEY_ADD msg

SEV=9 | PSECDBG 1 RPT=4 08:00: 22. 220 02/07/2002 348
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=5 08:00: 22. 220 02/07/2002 349
No USER filter configured

SEV=9 | PSECDBG 1 RPT=6 08:00: 22.220 02/07/2002 350
KeyProcessAdd: Enter

SEV=8 | PSECDBG 1 RPT=7 08:00: 22. 220 02/07/2002 351
KeyProcessAdd: Addi ng out bound SA

SEV=8 | PSECDBG 1 RPT=8 08: 00: 22. 220 02/ 07/ 2002 352
KeyProcessAdd: src 172.18.124.133 mask 0.0.0.0, dst 10.1.1.100 rmask 0.0.0.0

SEV=8 | PSECDBG 1 RPT=9 08: 00: 22. 220 02/07/2002 353
KeyProcessAdd: FilterlpsecAddl keSa success

SEV=9 | PSECDBG 6 RPT=4 08: 00: 22.220 02/07/ 2002 354

| PSEC key message parse - nsgtype 3, len 336, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 32, label 0, pad 0, spi 3dd6c4a4, encrKeylLen 24, hashKey ,
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 708648, lifetine2 0, ds
Id 0

SEV=9 | PSECDBG 1 RPT=10 08:00:22.220 02/07/2002 358
I Processi ng KEY_UPDATE mnsg



SEV=9 | PSECDBG 1 RPT=11 08: 00:22.220 02/07/2002 359
Updat e i nbound SA addresses

SEV=9 | PSECDBG 1 RPT=12 08: 00: 22.220 02/07/2002 360
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=13 08: 00: 22. 220 02/ 07/ 2002 361
No USER filter configured

SEV=9 | PSECDBG 1 RPT=14 08: 00: 22.220 02/ 07/ 2002 362
KeyProcessUpdat e: Enter

SEV=8 | PSECDBG 1 RPT=15 08: 00: 22. 220 02/ 07/ 2002 363
KeyProcessUpdat e: success

SEV=8 | KEDBG 7 RPT=1 08: 00: 22. 220 02/07/2002 364
| KE got a KEY_ADD nsg for SA: SPI = 0x8104887e

SEV=8 | KEDBG 0 RPT=142 08: 00: 22. 220 02/ 07/ 2002 365
pitcher: rcv KEY_UPDATE, spi 0x3dd6c4a4

SEV=4 | KE/ 120 RPT=129 172.18.124.241 08:00: 22. 220 02/ 07/ 2002 366
[ Goup [ipsecgroup] User [ipsecuser
(PHASE 2 COWPLETED (nsgi d=472c326b

SEV=8 | KEDBG 0 RPT=143 172.18.124.241 08:00: 22.280 02/07/2002 367
RECEI VED Message (nsgi d=64c59a32) with payl oads
HDR + HASH (8) + NONE (0) ... total length : 48

SEV=9 | KEDBG 0 RPT=144 172.18.124.241 08:00:22.280 02/07/2002 369
[ Group [ipsecgroup] User [ipsecuser
processi ng hash

SEV=9 | KEDBG 0 RPT=145 172.18.124.241 08:00: 22.280 02/07/2002 370
[ Group [ipsecgroup] User [ipsecuser
| oading all |PSEC SAs

SEV=9 | KEDBG 1 RPT=29 172.18.124.241 08:00:22.280 02/07/2002 371
[ Group [ipsecgroup] User [ipsecuser
I Generating Quick Mbde Key

SEV=9 | KEDBG 1 RPT=30 172.18.124.241 08:00: 22.280 02/07/2002 372
[ Group [ipsecgroup] User [ipsecuser
I Generating Quick Mbde Key

SEV=7 | KEDBG 0 RPT=146 172.18.124.241 08:00:22.280 02/07/2002 373
[ Group [ipsecgroup] User [ipsecuser
: Loadi ng subnet

Dst: 0.0.0.0 mask: 0.0.0.0

Src: 10.1.1.100

SEV=4 | KE/ 49 RPT=130 172.18.124.241 08:00:22.280 02/07/2002 375
[ Group [ipsecgroup] User [ipsecuser

(Security negotiation conplete for User (ipsecuser

Responder, |nbound SPI = 0x5a724185, CQutbound SPI = 0x285e6ed0

SEV=9 | PSECDBG 6 RPT=5 08: 00:22.280 02/07/2002 378

| PSEC key message parse - nsgtype 1, len 624, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 64, |abel 0, pad 0, spi 285e6ed0, encrKeylLen 24, hashKey ,
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 708648, lifetine2 0, ds
Id 0

SEV=9 | PSECDBG 1 RPT=16 08: 00:22.280 02/07/2002 382



I Processi ng KEY_ADD msg

SEV=9 | PSECDBG 1 RPT=17 08: 00: 22.280 02/07/2002 383
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=18 08: 00: 22. 280 02/07/2002 384
No USER filter configured

SEV=9 | PSECDBG 1 RPT=19 08: 00: 22.280 02/07/2002 385
KeyProcessAdd: Enter

SEV=8 | PSECDBG 1 RPT=20 08: 00:22.280 02/07/2002 386
KeyProcessAdd: Addi ng out bound SA

SEV=8 | PSECDBG 1 RPT=21 08: 00: 22. 280 02/07/2002 387
KeyProcessAdd: src 0.0.0.0 mask 255.255. 255. 255, dst 10.1.1.100 nask 0.0.0.0

SEV=8 | PSECDBG 1 RPT=22 08: 00:22.280 02/07/2002 388
KeyProcessAdd: FilterlpsecAddl keSa success

SEV=9 | PSECDBG 6 RPT=6 08: 00:22.280 02/07/2002 389

| PSEC key message parse - nsgtype 3, len 336, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 32, label 0, pad 0, spi 5a724185, encrKeylLen 24, hashKey ,
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 708648, lifetine2 0, ds
Id 0

SEV=9 | PSECDBG 1 RPT=23 08: 00: 22.280 02/07/2002 393
I Processi ng KEY_UPDATE mnsg

SEV=9 | PSECDBG 1 RPT=24 08:00:22.280 02/07/2002 394
Updat e i nbound SA addresses

SEV=9 | PSECDBG 1 RPT=25 08: 00: 22.280 02/07/2002 395
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=26 08:00:22.280 02/07/2002 396
No USER filter configured

SEV=9 | PSECDBG 1 RPT=27 08: 00:22.280 02/07/2002 397
KeyProcessUpdat e: Enter

SEV=8 | PSECDBG 1 RPT=28 08: 00: 22.280 02/07/2002 398
KeyProcessUpdat e: success

SEV=8 | KEDBG 7 RPT=2 08:00: 22.280 02/07/2002 399
| KE got a KEY_ADD nsg for SA: SPI = 0x285e6ed0

SEV=8 | KEDBG 0 RPT=147 08: 00: 22. 280 02/07/2002 400
pitcher: rcv KEY_UPDATE, spi 0x5a724185

SEV=4 | KE/ 120 RPT=130 172.18.124.241 08:00: 22. 280 02/07/2002 401
[ Group [ipsecgroup] User [ipsecuser
(PHASE 2 COWPLETED (nsgi d=64c59a32
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