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pnfigurstion | System | Tunneling Pretocals | IPSec LAN-bo-LAMN | Modity

Modify an [PSec LAN-to-LAN connection

H—W Emnter ihe mame for this LAN-10-LAN conneciion
Interfuce |Ethemet # (Publo) (172.18.124.131) =|  Select the interface 1o put this LAN-t0-LAN commection on
Peer [172.18.124.157 Enter the [P address of the remote peer for this LAN-lo-LAN comnection.
a D'*"[n- {Use Preshared Keys) =) Select the Digital Certificaie io use.

Coertificate © Enfire certificate chmn

I ; & Identity certificale only Choose how 1o send the digaal certificate 1o the IKE peer,

Preshared Key [cisconpres Enter the preshared key for this LAN-to-LAN connection.
Anthentieatbon | E 5P MDA HRAAC 178 =] Specify the packel suthentication mechanizm 1o use.
Encryption |30DE5-168 = Specify the encryplion mechanism 1o use.
IKE Proposal | KE-30E 5-MUS x| Select the IKE Proposal to use for this LAN-to-LAN connection.
Choose the routing mechanizm lo use Parsmeiers below are lgnored I
Renting (Nane L Network Autodiscovery is chosen
Lacal Netwark
. Specify the local network address list or the [P address s wildcard mask
Hmmfmrmummmjhﬁ. LAN-bo-LAN o iy
IP Address [192.188.100

Note: Enter a wildeand mask. which b the reverse of a subned maslk. A

willdeard mask has 15 in bit positions to ignore, Os in bit positions to maich.
Wikdeard Mask 000255 For example, 10.10.1,0/0.0,0.255 = all 10,10, 1mmn addresses.

Remote Netwark
- Specify the remote network address list or the [P address and wil deard mask
Nm-tmlmpmnnMimm;jmmm*mc iy
IF Address[103200

Node: Enter a wildeard mask, which is ihe reverse of a subnei mask. A
Wildesrd Mask D0 127 25 wildeand mask has 15 in bl positions to ignore, 0% in bil positions 1o malch,

For example, 10010, 1.0/0.0.0.255 = all 10, 10, |oon sddresses.
_tovty | Comcel |

Slaleall usi; 489 IKE olibo < IPSec < aaill JuasVl oVsSeign < plaidl < oueSil I Jas! .2
in order to gy dalaals .z iaall 63330l Claleall o Baxsy IKE-3DES-MD5 2 jido 33> dssllasll
13D claleo LD 0i®.awl> LAN _JI LAN JI clSois

g Protocols | IPSec | IKE Proposals
Proposal Name [IKE -3DES-MDS Specify the name of this IKE Proposal.
Authentication Mode |Preshared Keys =] Select the authentication mode 1o use.
Authentication Algorithm |[MDSHMAC 128 = Select the packet authentication algorithm to use.
Encryption Algorithm |3DES-168 = Belect the encryption algorithm to use.
DifMe- Hellman Group |Group 2 {1024 -bits) =) Select the Diffie Hellman Group 1o use.
Lifetime Measurement | Time | Select the lifetime measurement of the IKE keys.
Dats Lifetime 10000 Specify the data lifetime in kilobytes (KB).
Time Lifetime 56400 Specify the time lifetime in seconds,
Apply | Cancel |

o9Lis| o5 sAI IPSec SA 5359 oVl olLidl < 49,0l &5,> 6b] < dwlwll 8,15] < oS JI Jaul .3
aSaidl JI (LAN) dilxoll aSuid] Jae dulx) ®,Lis] a5 il IPSec SA Claleo (0 (§8x59 cduulxl)
99 (LAN) dad=oll aSuidl _JI (LAN) dd=all aSuidl Joc dul> pawl G5 (o poSil 13 _9.(LAN) dul=oll
L2L:" J Lilali IPSec SA clis] o5 <l ("Checkpoint”
".Checkpoint
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bjve Megde

This section lets vou add, configure, modify, and delete [PSec Security Associations (5As). Security Associations use [KE Proposals o
negohiate [KE parmmeters.

Click Add 1o add sn 8A, or select an SA and click Madify or Deleve.

J claleall (& 0i®
:SA

Modify a configured Security Association
SA Name JL2L: Checkpoint Specify the name of this Security Association (SA).
Inheritance |From Rule = Select the gramulanty of this SA
[PSec Parameiers
Authentication Algorithm |ESPMOS HMAC 128 =) Select the packet authentication algorithm to use.
Fucrypiiom .i.lptihlmES 168 -| Select the ESP encryption algorithm to use,
MMMITM —I Select the Encapsulation Mode for this SA.
Perfect Forward Secrecy Disabled = Select the use of Perfect Forward Secrecy
Lifetime Measurement | Tine = Select the lifetime measurement of the [PSec keys.
Data Lifetime [10000 Specity the data lifetime in kilobytes (KB).
Time Liletime B0400 Specily the time lifetime in seconds,
TKE Parameiers
IKE Peer 17218124 157 Specify the IKL Peer for a LAN-1o-LAN [PSec connection
Negotiation Mode |Main - Select the TKE Negonanon mode 1o uze.
Digital Certificate |None {Lise Prashared Kays) *| Select the Digital Centificate 1o use,
r Entire certificate chain .. .
Centificate Transmission _ . tmj’:iuti:m'ly Choose how io send the digital certificate to the TKE peer.
IKE. Propasal |IKE-3DES-MDS = Select the TKFE Proposal to use as [KF initiator.
Aoply | Cencsi |

Gaxill dasi) NG 056

pinw SV VPN aSuis 95k délsiall dwlull clivy NG Jauogll dass e @aclg9y aSuidl olslS waxi i
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Metwork Properties - CP_inside

CP inzide

General | MAT

M ame:

IP Address:
Met Mazk:
Cornrment;

Colar:

Broadcast address:
|7'f:' |ncluded

10.32.0.0

2852551280

CPINSIDE

N -

™ Mot included

ok |

Canicel

Help

(VPN



Network Properties - CONC_INSIDE X|

Geteral I MAT |

M ame: COMC IMSIDE

IP &ddress: [192.168.10.0

Met Mask: [255.255.255.0

Comment: | Concentrator netwark,

Calar: I -
Broadcast address:
|7'f:' Inziuded i Mot included
aF. Cancel Help |

a2l iuill 362V Jac dlaxe clils clivy Jas dlaxe < 2ax 51>9 &utdl ol < 6,b] I Jas! .2
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Workstation Properties - CISCO_CONC

T opalogy
MAT
WFN

L Advanced

T General

Mame: |IZIS CO_COMC

IPAddress:  |172.18.124.131 Get address

Comment:  [VPN Concentrator

Cobr [N ~]

T ype: " Host % Gateway

Check Paoint Products
™ Check Point products installed:  Version INE ¥ I

[CIVFM-1 & Firetafall
[ Floodis ste-1
[JPclicy Sesver
[k anagement Station :I

Object Management

£ Ianaged by this Manegement Server ([ntermal)

™ Managed by ancther Manegement Servet [E dternal]

¥ Interoperable PN Device

oK Cancel |

Help |

i NG Jasll daxas aolll Jaoll dans Lailos 6380 aisl s < asutdl obls < 8)ls] LI Jawl 3
p5 B30I o uul I e 639200l Sl (o lalazrall 50> . (Jball 138 5 CiscoPlug) saxill
CP_Inside .Jlall 13® _9.4u05 ¢ Wl cis in order to oy dalnab 1D e piww (il dSaidl s>
dnsid NG J als 1l aSuill g



Workstation Properties

Gensral
T opology
MAT
WEN
Authenbcation
bl anagement
[+ Advanced

Ciscacp

Topology
Get Interfaces |
Name | IP Address .. | Metwork Mask .. | IP Addiesses behine
E10080 10325050 255.26565.128.0 CP_inzide
E10081 17218124157 255.255.2550  External
4| | H
pd. | Em. Remova Show |

Show all IP2 behind G atewsy

WPH Domam

{* AllIP Addresses behind Gateway based on Topology Shawe
inforrnatian, _—

" Manualy Defined | j G o

[~ Esportable for SecuFiemote

oK Cancel |  Help

ccawliall IP olgic 33> a5 a3l Joc daxaS Jasll daxe cusid )Ll 33> dg>loll Laslas 6390 b 4

Gl3 P uolic 3ax59 alsls Jac daaS Josll dase ang,2all lalasall oluiss ouss.OK (§gd Lailg




Interface Properties x|

General T'I'F"I"'I'El.'r'llllcﬁ I

Topalogy

™ External [leads out ta the intemet]

IP Addrezzes behind this interface:
™ Mot Defined

™ Metwork, defined by the interface IP and Met bask
' Specific: LL oF inside -

Ant-5 poofing
W Perfarm Anti-Spoofing bazed on interface topaology

Spoof Tracking: € Mone % Log  © Alert

aFk. I Cancel Help

:CP_Inside dg>19
o5 il Jl e85 Ll NG Jiaaill dass e a3l agzlgll o> " Jasll daxo Laslas" 6396 0 .5
999 il o5 (>3 lalbxaS lalazall cusil HL] sa> dgzlell Laslas usid = (G99 Ll




Interface Properties |

General TDpD"I'EI.'r'lE!DS I

" Intemal [leads ta the local network]

|F &ddreszes Behind thiz interface;
" Mot Defined
£ Metwork defined by the interface [P and et kask

" Specific: j

Ant-5poafing
v Perform &nti-S poofing bazed on interface topalogy

Spoof Tracking: ©© Mone ™ Log Alert

aF. Cancel Help

Blso
Lle 8352500l &Ll o VPN 53> NG il dlais e 655>g0)l Jasll dlaxe Laslas 6396 (o .6
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Workstation Properties - ciscocp
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IKE Properties

General |
— Support key exchange enciyption with: 7 — Support data inkegrity with; —
L =) oes 2| wos
O & cast
[~ SHa1
— Support authentication rmethods;
IV Fre-Shared Secret Edit Secrets...
[ Public Key Signatures Specif..

[ YPH- & Firew sl authentication for Secul emate (Hubnd Made]

Advanced ... |

aFk. Cancel

Help

MD5 J & =il

054 s & iinall il pmsi) SVl 55 il a5 ligse aSniiall 1w @85Laall L >1> .8
2090 6B LS elslias s> in order to >y dilnals VPN 5,0 e liws Juisall pliasll go Ldlgio

[dcgoxo walnab 3 aey

Shared Secret |
— Shared Secrets List;
Peer Mame Shared Secret
CISCO_COMC s Edit
Bermove
Enter zecret; ICiECD[tp[LﬂEE Set
OF. | Carcel | Help
ok

B9loo il «_qiii Losic.dge i)l olSpbil) acall plise Jolg HLl 32> JSlxiall giogll



Advanced IKE properties |

™ Use UDP encapsulation

UDP /PR IPSEC_encaps. j
Suppaort Diffie-Hellman groups

[Group 1 [768 bit
W Group 2 [1024 bit
[Group 5 [1536 bit

Hekeying Parameters

Renegotiate [KE secunty aszociations 1440 ::I Minutes

Fenegatiate IPSEC Security aszociations every  |2600 ::I Seconds
[ Renegotiate IPSEC Security associations every | 50000 ::I K.Butes

Misc

[ Support IP compression for SecureClient

[~ Support aggresive mode
v Support key exchange for subnets

aF. Cancel Help

Slso
a@lall doldl dSuill 55,0 Josll daxo Lailas 638L aual jyums < aSeid] o lsls < &b J) Jaul .10
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Workstation Properties - CISCO_COMNL
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IKE Properties

General |
— Support key exchange enciyption with: 7 — Support data inkegrity with; —
02
[~ SHa1
— Support authentication rmethods;
I Ere-Shared Secret Edit Secrets...
[ Public Key Signatures Fatehing Critera...
[ YPH- & Firew sl authentication for Secul emate (Hubnd Made]

Advanced ... |

O Cancel Help

MD5

Lapaano & yiinall pliaal sl LVl 55 God Ll a5 lipme &S niall L @slaall s sa> .13

salaal

liao <35 in order to >

[dCgox0 Luslnalb i a2y (puogo 9@ LS >
Shared Secret - x|
—Shared Secretz List:
Feer Mame Shared Secret
ClZCOCp s Edi I
Remove |
Enter zecret: |ciscnrtprules Set
0.4 | Cancel | Help
ok

Diffie- dcgaxo 3351 l51acYl 03D Luiiy @99 ...doxdko ollbs le il IKE Lailas 6186 ;o .14

peall zliso Jobd HL] 5> J3lxall goell aey s yaz elelly p8.IKE Laslax) dwsliall Hellman



Advanced IKE properties x|

¥ Lze UDF encapsulation

UDP /PR _IFSEC_encaps. j

Suppaort Diffie-Hellman aroups

|:|Er|:|u|:u 1 [¥E3 bit)

[w]Group 2 [10:24 bit)
[ |Group 5 [1536 bit)
Rekeying Farameters
Renegotiate |KE secunty aszociations 1440 :I Minutes

Fienegotiate IPSEC Security azzociations every | 2000 :I Seconds
[~ Renegotiate IPSEC Security associations every | 50000 :I K.Butes

Pz
[T Support [P compression for, SecureClient
[~ Support aggresive mode
v Support key exchange for subnets

ak. Cancel Help
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Encryption Properties |

General I

— Encption zchemes defined: —

-

O [Fag Pz

Edi. |

] I Cancel Help

> ,05l9 IKE >0> .16
bl e o=l )L sl VPN S50 Jiox go (§91oi) Laslal juein 09 (IKE Lailas 6396 9 .17
algy Su=i 09.MD5 e oLl JolS (u=i.3DES e jaiill dwj)le> usi.(ESP) oLl JolSG +
999 85l (e Loaic. (VPN (Cisco_ CONC ;S y0 , gulnil Ly 2gouunll ulnill
IKE Properties il

General I

Transtorm

™ Data Integrity Only [&H]

Encmyption Algorithn: ADES j
Diata [ntegrity MO5 j
Compression method: Maone -
Allowed Peer [ ateway: |E| CISCO_COMNG -

[ Use Perfect Forward Secrecy
Use DH Group: | Group 1 (755 bit =]

[~ Perform IP Poal NAT

ak. I Cancel Help
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% falal@|Blaler

- Mebwork Oibjects
L*
=[] Workstation

[ ciscocp

DESTINANIDM SEHVILE ALTION THALE m

Ak ComC_NSCE |
| P _inside * Ay . Log . e arys

- ﬁPHH:rP
ek COMNC_INSIDE
dek P irusiles
[§] Coorvean
@] 5K Dervice
| B Embeedded Dervice
& wow
(] Lol Server
18] Address Range
(] atemary Chsster
il Crymamic CRipact

-H--:rm | Ay Bm |Im |m-m

| Mo

| = | Comment |

| CISCo CoN
[a 20w

172 18,134,131 WP Concantraber
172.18.124.157  Chedkpoint Extemal IP

2ell Loz elisl pasill ola>No cuiidl 6380 Lo =i

Install Policy |
Standard W Security Policy Script generated inta Standard. pf ;I
Standard:

Compiled OF.

Lko)g



Install Policy |

Standard. W Security Policy Scrpt generated into Standard. pf ﬂ
Standard:

Compiled OF.

Inztalling YPH-1Firetwfall-1 policy On: cizcocp ...

WEMN-1Firetaall-1 policy installed successfully on ciscocp. ..

YPM-1/Firetwall-1 policy Installation for all modules was succeszstul

f Ne

el,>VI

2o Sy oueSil Jac 4T punsl] 138 paciuwl
aSaidl Jlail (0 g8l

aol] aSpil | doll il $a> oo Jlasl [k e liSay (oo Bl oSl on Jlasl sy
S0 @S JI (10.32.50.51) Ligadl| dais (S NG wsl> oo Jbasl Hlis] Jluyl @i copusSil 13D (8 .5,V
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[ G\ WINNT \System32'.cmd.exe
:\>

2%
.

N>
AW
P\
P2

:\>ping 192.168.10.2

2 ) 0 0 O 0Y

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time{10ms TTL=253
Reply from 192.168.10.2: bytes=32 time<{10ms TTL=253

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times 1n milli-seconds:

Minimum = Bms, Maximum = 10ms, Average = Sms

NG iuiaill dass e gaill AL o ,c

pladl A < 3380 3359 agill j,xe I Jisl el dl> o,



o CISCOCP - Chedk Point Systen Stakis

=l ciscocp 17218124157 | b2 yote
£ FreWal Encrypled: 19
Floadaste] Decrypted 18
% Management Errors
B, 5YN Fourdation _
Encryplion errars:
RN
IKE evants arrors:
Hardwars
HW Vendor Mame: none
HW Status: AN
For Help, press F1 Last updated: 05:34: 14 FM -

Yl Sl < 8,1 JI Jasl VPN 3,0 e all Al oo gaill

This screen shows stalistics for seszions, To refresh the statishics, click Refiresh. Select a Group to filier the sessions, For more

informeation on a session, click on that session’s name, To log out a session, click Logowt in the table below, To test the nebvwork
connection to a session, click Ping.

Logowt All: PFTF User | LZTP User | [IPSec User | L2TP/TPSec User | IPSec/TIDP User | [PSecTCP User | IPSee LAN-to-LAN

Session Summary

Active LAN-te-  Active Remote M“‘:m Total Active Feak Concurrent Cancurment Total Cumulative
LAN Sessions  Access Sessions ""’S':E:m Sexslons Sexvians Sexsions Limit Sessions
1 L1 3 4 4 1500 17
LAN-to-LAN Sessions [ Bemote Access Sessions | Management Sessions )
Connecitlon Name IF Adidress Frotocol Enerypiion Lagin Time Duration Acilons
Checkpoint 172.18.124.157  IPSec/LAN-lo-LAN FDES-168  Sep 11 20036:03  (0:00:57 | Logowt | Fag ]

o) iniad| dadi) JLasVl punl 33> (LAN) dglxall éaidl JI (LAN) dgxoll aSpiadl Jae olul> e
bl /gl ] a5 Ll o5l saeg @3Lisl ai il SA ol Jg> Juolaill



Back to Sessions

IF Address
172 18,124,157

Protecel
[FSec/ LAN-to-LAN

Connection Name

Checkpoint IDES-168

IKE Sessions: |
[FSec Sesslons: 1

IEE Sesslon
Sezglon D 1
Hashing Algorithm MDD
Anthentication Mode Pre-Shared Keys
Rekey Time Inierval 6400 zeconds
IF5ec Session
Session [ 2
Lacal Address 192 168, 1000/0.0.0.255
Hashing Algorithm MIDS
Encapsulation Mode Tumel
Bytes Recebved 256

Encryption

Diffie-Hellman Group Croug 2 (1024 -bit)
IKE Negotiation Mode Main

Login Time
Sep 11 20:36:03

Dration | Bytes Tx  Byies Hx
0:01:55 156 256

Encrypiion Algorithm 30ES-]68

Remoie Address 103200000 12T 255
Encryption Algorithm 30ES-168

5EF |1
Rekey Time Imterval | 25300 seconds

Bytes Transmdited 156
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SEV=8 IKEDBG/0 RPT=506 172.18.124.157 20:36:03.610 09/11/2002 1
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 128

SEV=9 IKEDBG/0 RPT=507 172.18.124.157 20:36:03.610 09/11/2002 3
processing SA payload

SEV=8 IKEDBG/0 RPT=508 20:36:03.610 09/11/2002 4
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

:Parsing received transform

:Phase 1 failure against global IKE proposal # 1
:Mismatched attr types for class Auth Method

Rcv'd: Preshared Key

(Cfg'd: XAUTH with Preshared Key (Initiator authenticated

SEV=8 IKEDBG/0 RPT=509 20:36:03.610 09/11/2002 10
:Phase 1 failure against global IKE proposal # 2
:Mismatched attr types for class DH Group

Rcv'd: Oakley Group 2

Cfg'd: Oakley Group 1

SEV=7 IKEDBG/0 RPT=510 172.18.124.157 20:36:03.610 09/11/2002 13
Oakley proposal is acceptable

SEV=9 IKEDBG/47 RPT=9 172.18.124.157 20:36:03.610 09/11/2002 14
processing VID payload

SEV=9 IKEDBG/0 RPT=511 172.18.124.157 20:36:03.610 09/11/2002 15
processing IKE SA

SEV=8 IKEDBG/0 RPT=512 20:36:03.610 09/11/2002 16
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

:Parsing received transform

:Phase 1 failure against global IKE proposal # 1
:Mismatched attr types for class Auth Method

Rcv'd: Preshared Key

(Cfg'd: XAUTH with Preshared Key (Initiator authenticated

SEV=8 IKEDBG/0 RPT=513 20:36:03.610 09/11/2002 22
:Phase 1 failure against global IKE proposal # 2
:Mismatched attr types for class DH Group

Rcv'd: Oakley Group 2

Cfg'd: Oakley Group 1

SEV=7 IKEDBG/28 RPT=9 172.18.124.157 20:36:03.610 09/11/2002 25
IKE SA Proposal # 1, Transform # 1 acceptable
Matches global IKE entry # 3

SEV=9 IKEDBG/0 RPT=514 172.18.124.157 20:36:03.610 09/11/2002 26
constructing ISA_SA for isakmp

SEV=8 IKEDBG/0 RPT=515 172.18.124.157 20:36:03.610 09/11/2002 27
SENDING Message (msgid=0) with payloads
HDR + SA (1) + NONE (0) ... total length : 84

SEV=8 IKEDBG/0 RPT=516 172.18.124.157 20:36:03.630 09/11/2002 29
RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184



SEV=8 IKEDBG/0 RPT=517 172.18.124.157 20:36:03.630 09/11/2002 31
RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184

SEV=9 IKEDBG/0 RPT=518 172.18.124.157 20:36:03.630 09/11/2002 33
processing ke payload

SEV=9 IKEDBG/0 RPT=519 172.18.124.157 20:36:03.630 09/11/2002 34
processing ISA_KE

SEV=9 IKEDBG/1l RPT=91 172.18.124.157 20:36:03.630 09/11/2002 35
processing nonce payload

SEV=9 IKEDBG/0 RPT=520 172.18.124.157 20:36:03.660 09/11/2002 36
constructing ke payload

SEV=9 IKEDBG/1l RPT=92 172.18.124.157 20:36:03.660 09/11/2002 37
constructing nonce payload

SEV=9 IKEDBG/46 RPT=37 172.18.124.157 20:36:03.660 09/11/2002 38
constructing Cisco Unity VID payload

SEV=9 IKEDBG/46 RPT=38 172.18.124.157 20:36:03.660 09/11/2002 39
constructing xauth V6 VID payload

SEV=9 IKEDBG/48 RPT=19 172.18.124.157 20:36:03.660 09/11/2002 40
Send IOS VID

SEV=9 IKEDBG/38 RPT=10 172.18.124.157 20:36:03.660 09/11/2002 41
,Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0
(capabilities: 20000001

SEV=9 IKEDBG/46 RPT=39 172.18.124.157 20:36:03.660 09/11/2002 43
constructing VID payload

SEV=9 IKEDBG/48 RPT=20 172.18.124.157 20:36:03.660 09/11/2002 44
Send Altiga GW VID

SEV=9 IKEDBG/0 RPT=521 172.18.124.157 20:36:03.660 09/11/2002 45
...Generating keys for Responder

SEV=8 IKEDBG/0 RPT=522 172.18.124.157 20:36:03.670 09/11/2002 46
SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

SEV=8 IKEDBG/0 RPT=523 172.18.124.157 20:36:03.690 09/11/2002 48
RECEIVED Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) + NONE (0) ... total length : 60

SEV=9 IKEDBG/1 RPT=93 172.18.124.157 20:36:03.690 09/11/2002 50
[Group [172.18.124.157
Processing ID

SEV=9 IKEDBG/0 RPT=524 172.18.124.157 20:36:03.690 09/11/2002 51
[Group [172.18.124.157
processing hash

SEV=9 IKEDBG/0 RPT=525 172.18.124.157 20:36:03.690 09/11/2002 52
[Group [172.18.124.157
computing hash

SEV=9 IKEDBG/23 RPT=10 172.18.124.157 20:36:03.690 09/11/2002 53
[Group [172.18.124.157
Starting group lookup for peer 172.18.124.157



Auth Server

SEV=8 AUTHDBG/1 RPT=10 20:36:03.690 09/11/2002 54
AUTH_Open () returns 9

SEV=7 AUTH/12 RPT=10 20:36:03.690 09/11/2002 55
Authentication session opened: handle = 9

SEV=8 AUTHDBG/3 RPT=10 20:36:03.690 09/11/2002 56
(AUTH_PutAttrTable(9, 748174

SEV=8 AUTHDBG/6 RPT=10 20:36:03.690 09/11/2002 57
(AUTH_GroupAuthenticate (9, 2fl1bl9c, 49c648

SEV=8 AUTHDBG/59 RPT=10 20:36:03.690 09/11/2002 58
(AUTH_BindServer (51a6b48, 0, O

SEV=9 AUTHDBG/69 RPT=10 20:36:03.690 09/11/2002 59
e054d4 has been bound to ACB 51a6b48, sessions = 1

SEV=8 AUTHDBG/65 RPT=10 20:36:03.690 09/11/2002 60
(AUTH_CreateTimer (51a6b48, 0, 0

SEV=9 AUTHDBG/72 RPT=10 20:36:03.690 09/11/2002 61
Reply timer created: handle = 4B0018

SEV=8 AUTHDBG/61 RPT=10 20:36:03.690 09/11/2002 62
(AUTH_BuildMsg(51a6b48, 0, 0

SEV=8 AUTHDBG/64 RPT=10 20:36:03.690 09/11/2002 63
(AUTH_StartTimer (51a6b48, 0, O

SEV=9 AUTHDBG/73 RPT=10 20:36:03.690 09/11/2002 64

,Reply timer started: handle = 4B0018, timestamp = 1163319

timeout = 30000

SEV=8 AUTHDBG/62 RPT=10 20:36:03.690 09/11/2002 65
(AUTH_SndRequest (51a6b48, 0, O

SEV=8 AUTHDBG/50 RPT=19 20:36:03.690 09/11/2002 66
(IntDB_Decode (3825300, 156

SEV=8 AUTHDBG/47 RPT=19 20:36:03.690 09/11/2002 67
(IntDB_Xmt (51a6b48

SEV=9 AUTHDBG/71 RPT=10 20:36:03.690 09/11/2002 68
xmit_cnt = 1

SEV=8 AUTHDBG/47 RPT=20 20:36:03.690 09/11/2002 69
(IntDB_Xmt (51a6b48

SEV=8 AUTHDBG/49 RPT=10 20:36:03.790 09/11/2002 70
(IntDB_Match(51a6b48, 3eb7ab0

SEV=8 AUTHDBG/63 RPT=10 20:36:03.790 09/11/2002 71
(AUTH_RcvReply (51la6b48, 0, O

SEV=8 AUTHDBG/50 RPT=20 20:36:03.790 09/11/2002 72
(IntDB_Decode (3eb7ab0, 298

SEV=8 AUTHDBG/48 RPT=10 20:36:03.790 09/11/2002 73
(IntDB_Rcv (51a6b48

SEV=8 AUTHDBG/66 RPT=10 20:36:03.790 09/11/2002 74
(AUTH_DeleteTimer (51a6b48, 0, 0



SEV=9 AUTHDBG/74 RPT=10 20:36:03.790 09/11/2002 75
Reply timer stopped: handle = 4B0018, timestamp = 1163329

SEV=8 AUTHDBG/58 RPT=10 20:36:03.790 09/11/2002 76
(AUTH_Callback(51a6b48, 0, 0

SEV=6 AUTH/41 RPT=10 172.18.124.157 20:36:03.790 09/11/2002 77
,Authentication successful: handle = 9, server = Internal
group = 172.18.124.157

SEV=7 IKEDBG/0 RPT=526 172.18.124.157 20:36:03.790 09/11/2002 78
[Group [172.18.124.157
(Found Phase 1 Group (172.18.124.157

SEV=8 AUTHDBG/4 RPT=10 20:36:03.790 09/11/2002 79
(AUTH_GetAttrTable (9, 748420

SEV=7 IKEDBG/14 RPT=10 172.18.124.157 20:36:03.790 09/11/2002 80
[Group [172.18.124.157
Authentication configured for Internal

SEV=9 IKEDBG/19 RPT=19 172.18.124.157 20:36:03.790 09/11/2002 81
[Group [172.18.124.157
IKEGetUserAttributes: IP Compression = disabled

SEV=9 IKEDBG/19 RPT=20 172.18.124.157 20:36:03.790 09/11/2002 82
[Group [172.18.124.157
IKEGetUserAttributes: Split Tunneling Policy = Disabled

SEV=8 AUTHDBG/2 RPT=10 20:36:03.790 09/11/2002 83
(AUTH_Close (9

SEV=9 IKEDBG/1l RPT=94 172.18.124.157 20:36:03.790 09/11/2002 84
[Group [172.18.124.157
constructing ID

SEV=9 IKEDBG/0 RPT=527 20:36:03.790 09/11/2002 85
[Group [172.18.124.157
construct hash payload

SEV=9 IKEDBG/0 RPT=528 172.18.124.157 20:36:03.790 09/11/2002 86
[Group [172.18.124.157
computing hash

SEV=9 IKEDBG/46 RPT=40 172.18.124.157 20:36:03.790 09/11/2002 87
[Group [172.18.124.157
constructing dpd vid payload

SEV=8 IKEDBG/0 RPT=529 172.18.124.157 20:36:03.790 09/11/2002 88
SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 80

SEV=4 IKE/119 RPT=10 172.18.124.157 20:36:03.790 09/11/2002 90
[Group [172.18.124.157
PHASE 1 COMPLETED

SEV=6 IKE/121 RPT=10 172.18.124.157 20:36:03.790 09/11/2002 91
Keep-alive type for this connection: None

SEV=6 IKE/122 RPT=10 172.18.124.157 20:36:03.790 09/11/2002 92
Keep-alives configured on but peer does not
(support keep-alives (type = None



SEV=7 IKEDBG/0 RPT=530 172.18.124.157 20:36:03.790 09/11/2002 93
[Group [172.18.124.157
(Starting phase 1 rekey timer: 64800000 (ms

SEV=4 AUTH/22 RPT=16 20:36:03.790 09/11/2002 94
User 172.18.124.157 connected

SEV=8 AUTHDBG/60 RPT=10 20:36:03.790 09/11/2002 95
(AUTH_UnbindServer (51a6b48, 0, 0

SEV=9 AUTHDBG/70 RPT=10 20:36:03.790 09/11/2002 96
Auth Server e054d4 has been unbound from ACB 5l1a6b48, sessions = 0

SEV=8 AUTHDBG/10 RPT=10 20:36:03.790 09/11/2002 97
(AUTH_Int_FreeAuthCB(51a6b48

SEV=7 AUTH/13 RPT=10 20:36:03.790 09/11/2002 98
Authentication session closed: handle = 9

SEV=8 IKEDBG/0 RPT=531 172.18.124.157 20:36:03.790 09/11/2002 99

RECEIVED Message (msgid=54796f76) with payloads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (O
total length : 156

SEV=9 IKEDBG/0 RPT=532 172.18.124.157 20:36:03.790 09/11/2002 102
[Group [172.18.124.157
processing hash

SEV=9 IKEDBG/0 RPT=533 172.18.124.157 20:36:03.790 09/11/2002 103
[Group [172.18.124.157
processing SA payload

SEV=9 IKEDBG/1l RPT=95 172.18.124.157 20:36:03.790 09/11/2002 104
[Group [172.18.124.157
processing nonce payload

SEV=9 IKEDBG/1 RPT=96 172.18.124.157 20:36:03.790 09/11/2002 105
[Group [172.18.124.157
Processing ID

SEV=5 IKE/35 RPT=6 172.18.124.157 20:36:03.790 09/11/2002 106
[Group [172.18.124.157

:Received remote IP Proxy Subnet data in ID Payload

Address 10.32.0.0, Mask 255.255.128.0, Protocol 0, Port 0

SEV=9 IKEDBG/1l RPT=97 172.18.124.157 20:36:03.790 09/11/2002 109
[Group [172.18.124.157
Processing ID

SEV=5 IKE/34 RPT=6 172.18.124.157 20:36:03.790 09/11/2002 110
[Group [172.18.124.157

:Received local IP Proxy Subnet data in ID Payload

Address 192.168.10.0, Mask 255.255.255.0, Protocol 0, Port 0

SEV=8 IKEDBG/0 RPT=534 20:36:03.790 09/11/2002 113
QM IsRekeyed old sa not found by addr

SEV=5 IKE/66 RPT=8 172.18.124.157 20:36:03.790 09/11/2002 114
[Group [172.18.124.157
IKE Remote Peer configured for SA: L2L: Checkpoint

SEV=9 IKEDBG/0 RPT=535 172.18.124.157 20:36:03.790 09/11/2002 115
[Group [172.18.124.157
processing IPSEC SA



SEV=7 IKEDBG/27 RPT=8 172.18.124.157 20:36:03.790 09/11/2002 116
[Group [172.18.124.157
IPSec SA Proposal # 1, Transform # 1 acceptable

SEV=7 IKEDBG/0 RPT=536 172.18.124.157 20:36:03.790 09/11/2002 117
[Group [172.18.124.157
ITKE: requesting SPI

SEV=9 IPSECDBG/6 RPT=39 20:36:03.790 09/11/2002 118

,IPSEC key message parse - msgtype 6, len 200, vers 1, pid 00000000
,seq 10, err 0, type 2, mode 0, state 32, label 0, pad 0

,spi 00000000, encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0
lifetype 0, lifetimel 17248580, lifetime2 0, dsId 300

SEV=9 IPSECDBG/1 RPT=139 20:36:03.790 09/11/2002 122
!Processing KEY_GETSPI msg

SEV=7 IPSECDBG/13 RPT=10 20:36:03.790 09/11/2002 123
Reserved SPI 305440147

SEV=8 IKEDBG/6 RPT=10 20:36:03.790 09/11/2002 124
IKE got SPI from key engine: SPI = 0x1234a593

SEV=9 IKEDBG/0 RPT=537 172.18.124.157 20:36:03.790 09/11/2002 125
[Group [172.18.124.157
oakley constucting quick mode

SEV=9 IKEDBG/0 RPT=538 172.18.124.157 20:36:03.800 09/11/2002 126
[Group [172.18.124.157
constructing blank hash

SEV=9 IKEDBG/0 RPT=539 172.18.124.157 20:36:03.800 09/11/2002 127
[Group [172.18.124.157
constructing ISA_SA for ipsec

SEV=9 IKEDBG/1 RPT=98 172.18.124.157 20:36:03.800 09/11/2002 128
[Group [172.18.124.157
constructing ipsec nonce payload

SEV=9 IKEDBG/1 RPT=99 172.18.124.157 20:36:03.800 09/11/2002 129
[Group [172.18.124.157
constructing proxy ID

SEV=7 IKEDBG/0 RPT=540 172.18.124.157 20:36:03.800 09/11/2002 130
[Group [172.18.124.157

:Transmitting Proxy Id

Remote subnet: 10.32.0.0 Mask 255.255.128.0 Protocol 0 Port 0
Local subnet: 192.168.10.0 mask 255.255.255.0 Protocol 0 Port 0

SEV=9 IKEDBG/0 RPT=541 172.18.124.157 20:36:03.800 09/11/2002 134
[Group [172.18.124.157
constructing gm hash

SEV=8 IKEDBG/0 RPT=542 172.18.124.157 20:36:03.800 09/11/2002 135
SENDING Message (msgid=54796f76) with payloads
HDR + HASH (8) + SA (1) ... total length : 152

SEV=8 IKEDBG/0 RPT=543 172.18.124.157 20:36:03.800 09/11/2002 137
RECEIVED Message (msgid=54796f76) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48

SEV=9 IKEDBG/0 RPT=544 172.18.124.157 20:36:03.800 09/11/2002 139
[Group [172.18.124.157



processing hash

SEV=9 IKEDBG/0 RPT=545 172.18.124.157 20:36:03.800 09/11/2002 140
[Group [172.18.124.157
loading all IPSEC SAs

SEV=9 IKEDBG/1 RPT=100 172.18.124.157 20:36:03.800 09/11/2002 141
[Group [172.18.124.157
!Generating Quick Mode Key

SEV=9 IKEDBG/1 RPT=101 172.18.124.157 20:36:03.800 09/11/2002 142
[Group [172.18.124.157
!Generating Quick Mode Key

SEV=7 IKEDBG/0 RPT=546 172.18.124.157 20:36:03.800 09/11/2002 143
[Group [172.18.124.157

:Loading subnet

Dst: 192.168.10.0 mask: 255.255.255.0

Src: 10.32.0.0 mask: 255.255.128.0

SEV=4 IKE/49 RPT=7 172.18.124.157 20:36:03.800 09/11/2002 146
[Group [172.18.124.157

(Security negotiation complete for LAN-to-LAN Group (172.18.124.157
Responder, Inbound SPI = 0x1234a593, Outbound SPI = 0x0d4£37959

SEV=9 IPSECDBG/6 RPT=40 20:36:03.800 09/11/2002 149

,IPSEC key message parse - msgtype 1, len 606, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 1, state 64, label 0, pad 0

,spi 0d4df37959, encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3
lifetype 0, lifetimel 17248580, lifetime2 0, dsId 0

SEV=9 IPSECDBG/1 RPT=140 20:36:03.800 09/11/2002 153
!|Processing KEY_ADD msg

SEV=9 IPSECDBG/1 RPT=141 20:36:03.800 09/11/2002 154
key_msghdr2secassoc() : Enter

SEV=7 IPSECDBG/1l RPT=142 20:36:03.800 09/11/2002 155
No USER filter configured

SEV=9 IPSECDBG/1 RPT=143 20:36:03.800 09/11/2002 156
KeyProcessAdd: Enter

SEV=8 IPSECDBG/1 RPT=144 20:36:03.800 09/11/2002 157
KeyProcessAdd: Adding outbound SA

SEV=8 IPSECDBG/1 RPT=145 20:36:03.800 09/11/2002 158
,KeyProcessAdd: src 192.168.10.0 mask 0.0.0.255
dst 10.32.0.0 mask 0.0.127.255

SEV=8 IPSECDBG/1 RPT=146 20:36:03.810 09/11/2002 159
KeyProcessAdd: FilterIpsecAddIkeSa success

SEV=9 IPSECDBG/6 RPT=41 20:36:03.810 09/11/2002 160

,IPSEC key message parse - msgtype 3, len 327, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 1, state 32, label 0, pad 0

,spi 1234a593, encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3
lifetype 0, lifetimel 17248580, lifetime2 0, dsId 0

SEV=9 IPSECDBG/1 RPT=147 20:36:03.810 09/11/2002 164
| Processing KEY_UPDATE msg

SEV=9 IPSECDBG/1 RPT=148 20:36:03.810 09/11/2002 165
Update inbound SA addresses



SEV=9 IPSECDBG/1 RPT=149 20:36:03.810 09/11/2002 166
key_msghdr2secassoc () : Enter

SEV=7 IPSECDBG/1l RPT=150 20:36:03.810 09/11/2002 167
No USER filter configured

SEV=9 IPSECDBG/1 RPT=151 20:36:03.810 09/11/2002 168
KeyProcessUpdate: Enter

SEV=8 IPSECDBG/1l RPT=152 20:36:03.810 09/11/2002 169
KeyProcessUpdate: success

SEV=8 IKEDBG/7 RPT=7 20:36:03.810 09/11/2002 170
IKE got a KEY_ADD msg for SA: SPI = 0x0d4£f37959

SEV=8 IKEDBG/0 RPT=547 20:36:03.810 09/11/2002 171
pitcher: rcv KEY_UPDATE, spi 0x1234a593

SEV=4 IKE/120 RPT=7 172.18.124.157 20:36:03.810 09/11/2002 172
[Group [172.18.124.157
(PHASE 2 COMPLETED (msgid=54796£f76
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