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Policies / Management
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Himlim
e asce. \Web Policy o o

A Web policy is made up of rulesets and rulesets ane made up of ndes. A rule determines how Umbrella's various securities protect your crganization”s identities. This security protection includes
configurations: that control access to intemet destinations. A rule can then be applied 1o a subset of those ruleset identites. A rulesat can include all or a subset of all of your organization’s identities.
are evaluated in descending order and apply their action when the identity and destination match, and when any rule conditions, such as time of day or week, are met. Click Add to add and configure
i rubiset to your organization’s Web policy. For mone infarmation about Web policies, iliesets, and rules, see Umnbrelias Help,

Mansgement

Block Threats and Social P P -~

_ Add a rule loc
~> ana s oo
Polloy Compossats expand rule setting
Priority Rule Nama Rube Actior Idontition Dostinathon: Aule Configuration
Edit a rule
1 Marketing Access to Socia.. @ Allow 1 AD Group 2 Applications Any Day, Any Time \» -
2 Block Games/Social @ Block Al Hotworks 2 Categories Maon-Fri 02:00-17.00

DELETE RULE

4 Ruloset Seitings
Rulgset settings affect the nues within the uleset and ane not applied globally throughout your Web policy, Various settings listed must be configured through their respective

3. Vs IJG8lispo IJpugusdo: gasAllow. 23, pug: igg)'.J JJ9ogos.

Ruleset Rules

Pricrity Rule Name Rule Action Identities Destinations Rule Configuration

Any Day, Any Time
| Mo Selections Mo Selections Change Schedule
Add Identity Add Destination Mo additional configuration
applied

Rule 1 @ Block S GANGEL

@ Allow - Security Enforced

Allows selected ruleset identities access to

X . less Umbrella detect Any Day, Any Time
e - destinations unless Umbrella detects a . 9 .
) Content Warn Sites ) Mo additional configuration
security issue.

applied
Warn -
o Any Day, Any Time
) Allowed Sites Warr s salected ruleset |.de|?t|tn:s before ied ... Mo additional configuration
allowing access to destinations. applied
@ Block Any Day, Any Time
) Security Block Blocks selected ruleset identities from .. Mo additional configuration
accessing destinations. applied
© Isolate Any Day, Any Time
4 Security Block - Apps Isolates selected ruleset identities' web iplied ... Mo additional configuration
requasts in a virtual cloud-based browser, applied
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1 AD Group... 2 Applications ... Any Day, Any Time -
1 i Allow s ' CANCEL SAVE
Marketing Access to So.. ® Edit Identity Edit Destination Change Schedule L)

2 Block Games/Social @ Block :::::ﬁ::rsps 2 Categories ... Mon-Fri 09:00-17:00
4 Ruleset Settings
Jeiss pu ldpgdyplo: oS od uishsé "eyd; Il 9.5 Umbrella" 9l

(8,5, lweslowle |



https://community.cisco.com/t5/security-videos/bg-p/4561-videos-security
https://community.cisco.com/t5/security-videos/bg-p/4561-videos-security
https://community.cisco.com/t5/security-videos/bg-p/4561-videos-security
https://community.cisco.com/t5/security-videos/bg-p/4561-videos-security

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



