lJewosd eds wvedle Jouvgsoe JJlely
J&psd Chromebook DNS w9l

lJpzogsle

lJp 9500

Sue o3l IJp e d@;éqé IJzuesd eds wwedle IJogigsue pu gesd Cisco Security for
Chromebook (DNS w gb) JIg,)l o luwed vl IJIgble gl oJlzol 9ldsg e.

Iowegse 03l Idsdsd Jzpe pedsele IJouivgsuo sldodssy pu IJiely Jluesl, Chromebook 2.1.1

o€ eplss bou 9 DNS Llywwgsle 99lde DNS g, HTTPS (DoH). (9> slbodw >gp Umbrella o030
lJped9ple Jdpuwlesrs Vs luvedvlw IUIgble 9l odlzol.

lzuesd eds IJodso 9pedsele IJeldoe 1UplJso

1. 18w po oz Chrome gluwdd [Js tohttps://policy-debug.checkumbrella.com/.

+ logwg pedsele IJeuigsu 1pse9ss luwdd IJuodses shusldel IJs 1sge.
2. Openchrome://goz Vs poLodz Chrome.

@ Policies

c 1o, 898 wuoss) IJs JSON g wd pJuwd JSON IJpuos, [Us 1Usg .

I>¢d 030 1JIgle; B gJles IJowasy "9236 IJopdpe Vs IUpded" ("9226 Idwede") Jozese
pedyple 1JzlJs:


https://policy-debug.checkumbrella.com/

pdlebéisze wpdsu edlpd IJowgsy 9228 IUoedp Vs 1Jeded” slUsuesd [Usol
Joudss 030 Igbys. slze duwe hosle wuopse Iditble JJzuo9d s pis> pu
lJoulosd.

* oldogwed Joslole IJogwzsd 9ldejlewd 9ldedsd:

chrome.storage.sync.get(console.log)

* Jdewesd eds luweeulele Ideeld (GlzJs/zhes):
chrome.storage.local.get(console.log)

« JJdewosd eds sve IJouwse Idelds Jdejlews 9ldeuol> 96 9ldgblised Uig)s:
chrome.alarms.getAll(console.log)

Jedb [,z 9236 IJepde: [08,) wiy Idplouw IUlspu slgd 9236 IUozdpe slud, L9 gSaveAs. | ulJ
pJV IJwed IU3s wp wuods)o IJs IU>gp.



* & Chrome | chrome/extensions = & 8

- O x
I Elemignts Consale Sources Metwork Performance Memaory Application Security Lighthouse Recorder B Performance insights & [ = W] 3} :
™ & tpr | & Filtes Default levels 2lssues: @1 @1 o
| -[:nrc-m.5torﬁc.s-.-m:.c;eL[consolc.lor;: ]
v {proxyconfigbata: { istrationpata: (-}, syncbata: {-}} B
» proxyConfigbata nfig: {-}, secondaryConfig: (=)}
b registrationbat la

» syncpata; {
r [[Prototype

| chrome.storage.local.get(console.log) |

v {synchataExceptioniist: Array(455)} 8
» syncoDataExceptionList: (455) [°
* [[Prototype]]: Object
N chrone _alarms.getall({console.log) |

w(2) [{-}, {=}]

b [name: “w w, B, sewvzseedecdz zpé)
vi:

name: “syncAlarm

scheduledTime:

L4 [ botype

This is where you can enter the commands

Jobs Jul s wboy |31z 9256 wedp pded ESU6.

opdsu edled IJowsse 9226 Idoede Bs Idpded

Jebslo cpdsu edlps Idowssew 9228 Idoede B Idpded: bze [Js ebsle wuozse Iigble
Vs 9elis g Umbrella: |ole, Cisco s.J Chromebook: zbglw IJo

w9z Jbe IJuul s 030 Lodzs pdzéle Chrome pg Lhoolb J "Weuo LoWes IJgJvss”
2se Spdud Bog 9236 wedp IJpded:

Extensions X+ - A
& & Cheome  chrome/fextensions H o

Extensions ), Search extensions Developer mode @D

unpacked Pack extension Update

fy extensions B vour browser and profile are managed by ryanlabtse com

eyboard shortcuts

All Extensions

HECOVEr mone extensions

nd themes on the Chrome : Application Launcher For Drive (by Google) 3.10 '@ Cisco Security for Chromebook v2.1.1
e in ¢ % e

Vb Sigre

compatible applications installed from online threats with DNS and SWG layer

computer

Details Remove @O Details

IJewesd eds wwedle IJouigsue Jepsd SWG IUgluo
wIJpus9e; Chromebook

Jdewesd eds uuaJIu Uuuuasuo IJglo6 Llelo & psd Chromebook (SWG). Lze 1Js: Iz09.)
lo lJo S sJ Umbrella Chromebook



https://docs.umbrella.com/deployment-umbrella/docs/verify-and-debug#debugging-steps
https://docs.umbrella.com/deployment-umbrella/docs/verify-and-debug#debugging-steps
https://docs.umbrella.com/deployment-umbrella/docs/verify-and-debug#debugging-steps
https://docs.umbrella.com/deployment-umbrella/docs/verify-and-debug#debugging-steps
https://docs.umbrella.com/deployment-umbrella/docs/verify-and-debug#debugging-steps
https://www.cisco.com/c/ar_ae/support/docs/security/umbrella/225004-obtain-diagnostic-logs-from-umbrella.html
https://www.cisco.com/c/ar_ae/support/docs/security/umbrella/225004-obtain-diagnostic-logs-from-umbrella.html
https://www.cisco.com/c/ar_ae/support/docs/security/umbrella/225004-obtain-diagnostic-logs-from-umbrella.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



