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show crypto ipsec sa
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Set Tunnel ID and Passphrase

To add a wnnel so that you can configure your firewall, you need a Tunnel 1D and
Passphrase. For more information, see Step-by-step Instructions »

Tunnel ID (IP Address/Network)
| SJ - Network - 186.159.146.22 A

Passphrase

ﬂ b - G4 characters, at least | uppercase and 1 lowercase lemer, 1 numeral, no specsl Charactens

Confirm Passphrase

S —— |

E Facsphrases match
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1. 8Js ASA: Gp wlugile pgp9gd 0BG 23836 wlgwedsle 9g36 IJlgwedold sldee 1Jzas6 IP J
Umbrella 9255 g 16 19, IJpg 96 WO Jogé pedspele Umbrella Jool> 96 PSK.

2. spdo IUlbJlg £Js 1J8lses 1depses Josld; wslole Umbrella g IPs 13l o6 lJoolsle
lJyissuvso WS 9elis, 8 Umbrella.

tunnel-group <UMB DC IP address .8> type ipsec-121
tunnel-group <UMB DC IP address .8> general-attributes
default-group-policy umbrella-policy

tunnel-group <UMB DC IP address .8> ipsec-attributes
peer-id-validate nocheck

ikev2 local-authentication pre-shared-key 0 <passphrase>
ikev2 remote-authentication pre-shared-key 0 <passphrase>

196 5: wzass p9 98 pdVd wg)ys IPSec Idpuuegspe J9lzosd
NNER

1. 1doee g0 pdV og)sW IPsec crypto ips” IUss swpe luvegsleo WS 9lzos IJuww§ 1Jgloo


https://docs.umbrella.com/umbrella-user-guide/docs/cisco-umbrella-data-centers
https://docs.umbrella.com/umbrella-user-guide/docs/cisco-umbrella-data-centers

wldodssu IJpuweows [Js Idpunl) 1Js 9226 IUluwedold 9ldoo Umbrella (# sop luvowsldo
ldpe)rd Idpuwedse Jslzos IJuwd§ IJs Umbrella):

show run interface tunnel#

umbrella-profile

2. 31 Jp oy poldsl po perd IJod s Bspdud luwegsle o3l i, JJoedd pu dlzole IJuwd$
1Jp92936 9wgass [Juge IJpuvedse Jdodssu Idpuwows [Js o8 Umbrella:

show run interface tunnel
IJgbyo 6: |1Js TrustPoint IJ8>sp pu pJd w85 IPSec
1. p wildo TrustPoint po pJd wg s IPSec 1Uss suvs) 1Js puolb 86 RSA JJuwd. spedud

thd& -19] IJQd3§Q VlLJ”Qt)lP o)l |Jiro_)i

show crypto ipsec
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2. 1uedd [Js ls TrustPoint wlgueésle IUisle) IJeldss:

crypto ipsec profile <profile name>
no set trustpoint umbrella-trustpoint

1Jgb9s 7: wedsw 9lzos IJuw§ wluwaegsle goglu IP gxs> J9goé
IJlveodeld sldeo Umbrella



1. luwowsld 9206 9lzos IJuww g weusly IP Ju@bo IJlgwedold sldee 1Jzss>e Umbrella IJws
SUwos Vs .8.

o spJdud luweesle 03l 1Ulo, JJoedd pu 1Uszos 1JzlJsé pos sop luvewsldo o IP ey

ubldle golysy IP Jpyds Idoslule 1Ugyssgldes spdu Idewy) edsol Ws 9elks, g
Umbrella:

show run interface tunnel

-ipsec

Interface tunnel#
No tunnel destination <UMBRELLA DC IP address.2>
Tunnel destination <UMBRELLA DC IP address .8>

2. olds pu IJogss) wluwaesle 1Jie):

show run interface tunnel#


https://docs.umbrella.com/umbrella-user-guide/docs/cisco-umbrella-data-centers
https://docs.umbrella.com/umbrella-user-guide/docs/cisco-umbrella-data-centers
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1. olds pu lebe luuble louold 1Juwwd « Umbrella o v dd Lozse wluvegsle IP pede J9gao
lJluwodeld sldoe wluwegsle puol> 96 PSK lgwegsle o3l |._JiroJI

show crypto ikev2 sa

show crypto ipsec sa
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1. 8p wilJo pzeses IJuwwd 1J8rses Idos Jlve ouvs) Ids ubld IP Jugbe IJlgwodeld
sldoe I wlo e Umbrella .2.

Spdud |uuwgsle 03l |Jip_) JogHsw IJuwy Iduoese Bed bilds IdJoedssu:

show run tunnel-group



nocheck

2. §p SLilJs Is poze Jpreses IJud S 1S58 Lluwugsle o3l Il

clear config tunnel-group <UMB DC IP address .2>
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lJgb9s 10 (Igwshse): lde TrustPoint 1J9>s06

1. $e VLilJs ks pze Jodbs IJe$s IJpuweres uwludl pg IJodsso ldpumows [Js 0
Umbrella Clguogslpe 03l 1Ule):

sh run crypto ipsec

Spdu 1Jee9,) eds IUlgwp 1Jplded Ipuwaise J TrustPoint gos p)lzes pJud wg s "crypto
ipSec":



2. spdud wuvgsd o3l 1Jie, Joldss odase TrustPoint. wlds po wlblud Il e 1Uplsw os
IJodsso Idpuwedse 8BS lp)y pdd wg s crypto ipSec:

sh run crypto ca trustpoint

BT I-I'-;_-r'-—

i 1

3. JJzuood £Js piss pu IJeBluosd ead Iduiolss: luvagse 1Ule):

show crypto ca certificate <trustpoint-name>



4. 51Jé 0Blbos 1Je@s Lluuegsle Il

no crypto ca trustpoint <trustpoint-name>

IUgbgs 11 (IRosbsd): 2590 v Idubeds 1S s

1. 12309 0¥ IJuveds 1938 pu J92o ped9ple Umbrella oo gJIJ IJloedld |Js ol osd
099 IJuveds 9oeas> Delete.
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2. olds oo 1e3d woeass gsh 1ol 1o 915> 2308 03l IJuB 8 B 1JBlsp6 [Jpuwtds: &p gad
23,

Are you sure you want to delete this forever?

This change is permanent and " ASA 5J" will not appear with other items in your list.

| understand and want to delete this tunnel.

-
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