>pz Umbrella pg NetlQ J SSO »g SAML

lJpzoyslo

lp. 8506
w6 gles gdis wIlp ) Umbrella SAML J NetlQ
el dole 1wl w.sé

Lwosob oslolo lJos 1508 9 uolxé Cisco Umbrella

lJp 95006

S9u2e 03l IJpuwows Jsdsé »pz Cisco Umbrella pg NetlQ Jowzsd 1Usgsd IJizhs (SSO) ee
SAML.

ob,6 glps gds wdlod Umbrella SAML J NetlQ

cgedud sosiss SAML Ulwegsle NetlQ go gpdsle IJodled IJig)s b SAML z2se ool
Jsuwe £0J86 0@ 91236 19 lovesy W IUegldz: sdduel wobdu wissle bs NetlQ JJg o
wubdd uoese: sueW ol Idp e IJogssdle 1o osdss Idos weolz 1Js lplgel Jzed
SAML 9 NetlQ sgpJlu pgl. 98Js 03l 1duz9: w930 030 lJpgd9ple "Jol 0s" 99> wp wlbys)ol
lJluvesld pe 1dgpdle 1dzldssu. IUsgp 1Jpu9ed, Josl Idzd pe29> 9d1 spdu J>gp Cisco
Umbrella IJpuless Bspl 9)le Idpeblb IJodosds IUgle Idpu9es;) oul.

Jejs> 9] lJeedsple 29d Js9s6 £pd >0z SAML pg Umbrella, I,_§_)i elzeool oul: Loe o wzsd
l sz I Iz,

ldentity Servers )

IDP-Cluster

General @ Local | Liberty « SAML 1.1

Trusted Providers| | Profiles

115000348788

IJpclbdolo Ul ulusé

Spdud 1Jees, eds gbsle Jogbs lesls SAML 1JisJs oul:


https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/prerequisites-4
https://docs.umbrella.com/umbrella-user-guide/docs/prerequisites-4

|l wlw. 6. wpzss 1o pld o3o IJgbsle IJos couoes wujsd wslole g s Cisco Umbrella.
Sedud IUluwopl) Bs luwedsle Idogdsele 1Ugluos o NetlQ oo JlJpld Idodyso.

Sedu ldeey) eds vslule Idog s Ws pelde lesls Cisco Umbrella SAML (IJlgsble >
lJeuol> 86 > SAML).

Security Type Status

SAML Disabled

1. Choose SAML provider 2. OpenDNS Metadata 3. Upload Metadata

OpenDNS Metadata
For more information on how to do this, please view our SAML setup guides.

Option A: Copy and Paste
Copy this into your SAML provider's configuration

CAQIwgf8wHQYDVRAOBEYEFDrNb] TxppCIqDDpLx6lxPgX8Uj+MIHPBgNVHSMEgccwgcSAFDrNbITxppClgDDpLx6lxPgX8Uj+0YGgpI
GdMIGaMQswCQYDVQQGEwIVUzETMBE GALUECBMKQZF saWZvemSpYTEWMBOGALUEBXMNUZ2 FUIEZyYWS jaXNjbzEQMA4GALUEChMHT3B1b
kROUzEUMBIGALUECXMLRWSnaW51ZXJpbmcxEzARBgNVBAMTCkOWZWSETIMgQ1lgxITAfBgkghkiGIw@BCQEWEMVUZYSjeEBveGVUZG52
LmNvbYIJALz rHoOEB+ FKMAWGALUJEWQFMAMBAF 8wDQY JKoZ IhvcNAQEFBQADgGEBAApCPEPqcEMopi tp65x10oA1HOHQ] sxePWF+TIkH
8sNEi1AFCCRFVDIPQVQLVQfymadUfGRHBS1Kr0sM+529nQqzkWXSnQLRO1RFFABGgASbIXxVv26xr/X1i48yRP1YVNPEvxMaonU++Uot
hxlcriZgX7ZYoxhRZXEcPgVLXaskAAHN@preupeQz2w8gxv/s+2E@NeZ9ehH2 fVIeHbKAY1TuC/RWkVfoN4VvDnzby5C56gq]s4z1gTR
11ijpkgltSTSixeFJOP/IdLKNalY8SM3USfnXcwWawMz tKznE+/b3W+bvmISFYG32102sCY4aj8GMTLGLhdk4BB2QVpCH@z /xNk=
</ds:X5@9Certificate>

</ds: X5090Data>

</ds:KeyInfo=

~{md - KavNacrri ntars 4

Option B: Download XML File

& DOWNLOAD XML FILE

115001332488

lovos)b wslule IJog)sw 9 voel>s Cisco Umbrella

1. 10wz wslule wgysd Cisco Umbrella (wp wujsdol Vs ldpcbdole I._Jiuuluuggé) OS P
wu29L2 Sluwed sz Ubolyé X509. wusl IJuielss o ds:X509 gouwos o /ds:X509 Certificate -
BEb luwe pu Idwslss [Js 1duolss.

2. e 03l 1Jpdwd IJzrs> eds osisé CiscoUmbrella.cer.

3. w29 Lol X509 |Js PKCST7 / PEM. 1Jb,§ Jod! 11z oJls: 9JJo o3l 1Ule, b9
wlJg>g6: openssl x509 -in CiscoUmbrella.cer -out CiscoUmbr ella.pem -outform PEM

4. Gos NetlQ. §p wlbJls NAM oo 239, 09398 wol.

5.2 228> > lywog)luo sluwes,l> CiscoUmbrella.pem.

™

Certificate name: CiscoUmbrella

[

@) Certificate data file (DER/PEM/PKCS7)
Browse... | No file selected.


https://docs.umbrella.com/umbrella-user-guide/docs/prerequisites-4

115000349367

logble pzesgs puplo

1. luodd 1Js g9lp IJogso > NetlQ NAM.
2. 108, W93 presele Idywele.
3. 232 2382 99p wuESSU uwple LDAP:

CiscoUmbrellaAttributeSet

General Mapping Usage |

New | Delete

[] Local Attribute maps to Remote Attribute Attribute Value Encoding

[] Ldap Attribute:userPrincipalName [LDAP Attribute Profile] <--> Email Address Special characters encoded

[] Ldap Attribute:mail [LDAP Attribute Profile] <--= NamelD Special characters encoded
115000349567

louble 99, & 86 28>

1. 10edd s dles Iowsse IUgles J IDP 9235 SAML 2.0.
2. 233 logile p9ud,) &80 go8>.

ldentity Servers §

IDP-Cluster

General « Local | Liberty « SAML 1.1

Trusted Providers| | Profiles

115000348788




CiscoUmbrella-S50

(o001 0 Metadata |
Trust | Attributes | Authentication Response | Intersite Transfer Service | Options

Name: CiscoUmbrella-SSO

Security

] Encrypt assertions O Encrypt name identifiers

Certificate Revocation Check Periodicity: On Startup v -

— S0AP Back Channel Security Method
@ Message Signing
) Mutual S5L
() Basic Authentication

115000349827

3. e ldywpsd lJus .jpog wlounlisel JJw9 9lge, hiuwld wluwesle [dpuol>86. Jdeuosd eds
luvoelod IJpuolb§é. 12w, Post Binding gPersistent gTransient gSpecified.
4. o2>8> ywpo LDAP: Ide)ss [pdwd wgysed Gwpes LDAP] 9zedol W)l ose.

CiscoUmbrella-SSO

Configuration
Trust | Attributes | | Intersite Transfer Service | Options
Binding: Post -

Name Identifier Format Default Value
[V Persistent (") Automatically generated
W] Transient i Automatically generated
| E-mail () Ldap Attribute:userPrincipalName [LDAP Attribute Profile] ~
[| Kerberos ) <Not Specified> v
I %509 ) <Not Specified> -
Unspecified @  Ldap Attribute:mail [LDAP Attribute Profile] -

Use proxied requests

] Include the Session Timeout attribute in the assertion
Assertion Validity 300 seconds

115000355688



5. luedd IJs odsse > 2306 IJodd wsu IJeslde. leozol luwpl ped Cisco Umbrella SAML
9l gu9lu URL Jouwzsd »¢9J Cisco Umbrella SSO Joss
(https://login.umbrella.com/sso).

CiscoUmbrella-SSO

oL Metadata

Trust | Attributes | Authentication Response | |Intersite Transfer Service

ID: CiscoUmbrella

Target: https://login.umbrella.com/sso
] Allow any target

115000356827

6. lvowd lds IJodssy > IJgsble glgw, Kerberos Jldg 99> [Jpesd6:

Identity Servers p IDP-Cluster p

CiscoUmbrella-SSO

oL Metadata
Trust | Attributes | Authentication Response | Intersite Transfer Service |

"] 0IOSAML Compliance

—Step Up Authentication contracts

Selected contracts: Available contracts:
Kerberos - Name/Password - Basic
@ Secure Name/Password - Basic
quickhelp
v Secure Name/Password - Form

[#][3]

115000356068

7. 100z pdod wslule wgysw Cisco Umbrella. 9 wozase z9d EntityDescription zo.s
IJobsg IJs vslule puvededss: pod 2020-12-10T20:50:59Z (Jel 09 p9Loz Os J9bo
lJuolis).

8. Lze lJs NetlQ > cslule Idog)sw 98 wluwes)hb pdo wslule IJog,sw ez e.


https://login.umbrella.com/sso

CiscoUmbrella-SS0

Configuration 0 <T-F150
| Edit | Certificates

Expiration date: December 10, 2020
Metadata |+| Reimport

= EntityDescriptor
validUntil = 2020-12-10T15:05:36Z
cacheDuration = PT6048005
entitylD = https://login.umbrella.com/sso

= SP550Descriptor
AuthnRequestsSigned = false
WantAssertionsSigned = false
protocolSupportEnumeration = urn:oasis:names:tc:SAML:2.0:protocol

— WA LY

115000357147

9. lolds Wisé [Us IJoldss. sobdo oldss Cisco Umbrella 1Jw:ss
urn:oasis:names:tc: SAM L : 2.0: ac: classes: Passwor dProtected Transpor t
10. 1008 IJs pads > 1Je89> 923 luwplddes 0195 Tews o Us 28 1Biss 1dpuwesz
woli &p luow IJwise lgdlo:

Requested By Do not specify -
Allowable Class itc:SAML: 2.0:ac:classes: PasswordProtectedTransport
If you add more than one X509 method, only the first one will be used and it will automatic
Methods: Available methods:
Secure Name/Password - Form - AD_Login i

% chgpwd
=% |  kerberosMethod
115000357247

1. Bp wopdss "edple 1Josss" 9"wolule 1dsuos]" JJolds po Lodleswol sepsseol &p $p
coujsd wslule ogysae NetlQ.

12 lpwegse wslole IJogrsd 1dos wp cuisdel JJovgsd pu ¢JJ pelde SAML "i," J
Cisco Umbrella. 1Jglbgs 3 os Idpdly 1Uss sbde pud wzesd vslule IJog)sed Wso:



SAML

1. Choose SAML provider 2. Gisco Umbrella Metadata 4. Validate

Upload Metadata
For mere information eon how to do this, please view our SAML setup guides.

Configure Cisco Umbrella to work with your SAML provider by doing one of the two options.

Option A: Upload XML file

Choose File Mo file chosen

115001186107



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



