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DNS Backoff Settings

Backoff Behind Virtual Appliance

Enaiies the routing of DNS traffic through the local network if 3 vimual appliance is detected. When disabled and a virual appliance is detected, DNS traffic is routed through Umnbrelia and web traffic is not.

B Disabled

Customer Trusted Network

Enables the addiion of a subdomain, which when detected results in all traffic to and from it bypassing Umbrella. Subdomain must retum an [P address in the RFC- 1918 local range.
@D Enabied

Subdomain

Protected Network Detection

Enables the detection by endpoints of Umbrella registered networis. When detected, Umbrella is bypassed and endpoints rely on network protection

I AnyConnect Trusted Network Detection I

Enabiles the detection by endpoints of Tusted netwerks, When detected, Umbrelia is bypassed and the trusted network is relied on instead. Excludes dynamic spit tunneling

@) Enabled

I AnyConnect VPN Detection I

Enables: the detection by endpoints that a full-tunnel VPN session is active_ When detected, DINS traffic forwarding to Umbrella is disabled. Cisco WPNs only

@) Enavied

Secure Web Gateway Backoff Settings

Secure Web Gateway backoff follows DNS backoff
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DNS Backoff Sentings

Backot! Behind Virtual Applance

AnyConnsct Trusted Network Detoction

AnyConnect VPN Detection

B Cigabled

Secure Web Gateway Backoff Semings
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Secure Web Gateway Backoff Senings

Securs Web Gateway backoff follows DNS backoff

folawing backaff senings indopendent of DNS backe® sattings

Customer Trusted Network

Ensblse the detsetion by sndpointa of trusted netwarks, When detseted. Umbrslls i bypsesed snd the trustsd netwerk is relisd on ingtesd. Speeific 1o Clace Sseure Clismt only and sxeludse dynamic split tunneling.

Trusted Server (hitpa:l/<server=c<port=)

Cartificato Hash

AnyConnect Trusted Network Detection

f trusted netwarks. When deiscted, Umbrslle iz bypsssed and the trusted network is relied on instesd. Excludse dynamic =plit tunneling.

full-tunnel VPN se28idn is active. When detected, Web trafhic forwanding 1o Umbrells is dissbled. Caco VPNe only.
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