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Download Cisco Secure Client

Cisco Secure Client (Recommended)

S1ep 1. Downiload the latest version of Clsco Securs Cilent

Pre-Depioyment Packige

dows (KBEIES) | Windows (A

Headend Deployment Paciage:

Peote: Eariler versions of Cisco Secure Client can be downlodded o1 Software

Sep 2. Download the Umbrella Reaming Security Module Profie

34747396643092

2. spIdud Lsu'ol oS i@o luosl) pu powe MacOS py gl weass 2ped pl od IJoui.
Download Cisco Secure Client

Cisco Secure Client (Recommended)
51..p1.nmmum-mmumm‘clmmncum

Pre-Depioym Package

Headend Deployment Package:
G8) | Vindows [Am) | macOS

Peote: Eartier versions of Cisco Secure CHent Can be downloaded 3 Soltware
Canral

Sep 2. Dewnload the Umbrella Reaming Security Mosuls Profie

34747396644884
3. spdud IJIo wdoso pdd .dmg JJoui) pu edld wéss) vess Idpove Ids luesh $led

JJdolos. sedo 13sle w3Jd wluwesle 11316 1dpuwless JJirue 19 IJobusd 1Jb,ds
Cluvopsle 1l

hdiutil convert -format UDRW -o



user@mac0S- Desktop % hdiutil convert cisco-secure-client-macos-5.8.8@0556-predeploy—k9.dmg —format UDRW -o cisco-umbrella.dmg
Reading Protective Master Boot Record (MBR : 8)..

Reading GPT Header (Primary GPT Header : 1)..

Reading GPT Partition Data (Primary GPT Table : 2)..

Reading (Apple_Free : 3)..

Reading disk image (Apple_HFS : 4&)..

Reading (Apple_Free :
Reading GPT Partition Data (Backup GPT Table :

Reading GPT Header (Backup GPT He

Elapsed Time: B9B.924ms

Speed: 152.4Mbytes/sec

Savings: ©.8%

created: /Users/user/Desktop/cisco—umbrella.dmg

4. 100z pdd .dmg 1J3s wp wzsdo gasel sluedd IJs peds 'pdVle IJog) s &p Bs ped>
Umbrella: _og pJd Orginfo.json IU3s Gpew wvouisde po J9go lJeedselw.

Mame Date Modified ize Kind

h ACTransforms.xml [3 T / 294 bytes XML document
B ampenabler y

- [l feedback
B iseposture

- Il nvm
B9 umbrella
I vpn

L N um

Name

= Orginfo.json

34747396647444

4.1. JIgSle 1Ugzre IJuplbss Jduvwds 1Ugluoo IUbloyss (VPN) Roshsl Bp vozpysy pdd
ACTransforms.xml. 9 wwg>SE gULo) <disableVPNs> |Js true 9151J6 gdlple o pss) eds
lJogdsg <!-9—>



Name

B ACTransforms.xml

< W ampenapler
> B feedback
> [ iseposture

> @ nvm
> B umbrella

> vpn

¥ B ACTransforms.xml

<!— Optional AnyConnect installer settings are provided below. Uncomment the setting(s) to perform
optional action(s) at install time. —=
<Transformss
<DisableVPN=true</DisableVPN=>
«l— spisaviecusitomercxper tencerecopack>true</DisableCustomerExperienceFeedback> ——=
</Transforms=

34747372903956

5. 08> 3JYi Bp wluyile pJud 238> wluwpe install_options.xml. spedy Jodl Idpdd weass 1Ugesle
lJupbsé ldos oyss vovswol.

Bp wogvésd o3l 1Jle, Jlogile 1JpJd:

installer -pkg /volumes/Cisco\ Secure\ Client\ /Cisco\ Secure\ Client.pkg -showChoiceChangesXML > ~/Dow

* Jogbs 9236 Lplbss §p wug)rsW 1U9ers IJupbss IJos weogs eds 0.
c Joowuse 9236 upbss e wogrsd 1J9ero IJuploss wlguagsle 1.

See 1o sdsu 03l 1dpd 9295l B wdw Idpzds 1l wpdwd .dmg Ideesd. Sedo o subwo
osdJ Idpzds Jbs 1 bl s oo

Name ’ Date Modified Size Kind

7 cisco-secure-client-macos-5.1.7.80-predeploy-k2 Today at 13:25 --  Folder
By cisco-secure-client-maco....1.7.80-predeploy-k9.dmg Today at 12:52 166.4 MB Disk Image
install_choices.xml 21 Jan 2025 at 14:39 G KB XML text




VO o3l ldpeld: souspu pd install_options.xml IJgz>lw IJupelbss VPN 9 Umbrella 9 DART
IUluwlgusd s sop wessu I puol eds e ppl syvs) Ids luol puopusd Vs wowse
lJepsd Jlpu:

attributeSetting

choiceAttribute

visible

choiceldentifier

choice_anyconnect_vpn



attributeSetting

choiceAttribute

enabled

choiceldentifier

choice_anyconnect_vpn

attributeSetting



choiceAttribute

selected

choiceldentifier

choice_anyconnect_vpn

attributeSetting

choiceAttribute

visible

choiceldentifier



choice_fireamp

attributeSetting

choiceAttribute

enabled

choiceldentifier

choice_fireamp

attributeSetting



choiceAttribute

selected

choiceldentifier

choice_fireamp

attributeSetting

choiceAttribute

visible



choiceldentifier

choice_dart

attributeSetting

choiceAttribute

enabled

choiceldentifier

choice_dart

attributeSetting



choiceAttribute

selected

choiceldentifier

choice_dart

attributeSetting

choiceAttribute



visible

choiceldentifier

choice_secure_firewall_posture

attributeSetting

choiceAttribute

enabled

choiceldentifier

choice_secure_firewall_posture



attributeSetting

choiceAttribute

selected

choiceldentifier

choice_secure_firewall_posture

attributeSetting

choiceAttribute



visible

choiceldentifier

choice_iseposture

attributeSetting

choiceAttribute

enabled

choiceldentifier



choice_iseposture

attributeSetting

choiceAttribute

selected

choiceldentifier

choice_iseposture

attributeSetting



choiceAttribute

visible

choiceldentifier

choice_nvm

attributeSetting

choiceAttribute

enabled

choiceldentifier



choice_nvm

attributeSetting

choiceAttribute

selected

choiceldentifier

choice_nvm



attributeSetting

choiceAttribute

visible

choiceldentifier

choice_secure_umbrella

attributeSetting

choiceAttribute

enabled



choiceldentifier

choice_secure_umbrella

attributeSetting

choiceAttribute

selected

choiceldentifier

choice_secure_umbrella



attributeSetting

choiceAttribute

visible

choiceldentifier

choice_thousandeyes

attributeSetting

choiceAttribute



enabled

choiceldentifier

choice_thousandeyes

attributeSetting

choiceAttribute

selected

choiceldentifier



choice_thousandeyes

attributeSetting

choiceAttribute

visible

choiceldentifier

choice_duo

attributeSetting



choiceAttribute

enabled

choiceldentifier

choice_duo

attributeSetting

choiceAttribute

selected



choiceldentifier

choice_duo

attributeSetting

choiceAttribute

visible

choiceldentifier

choice_zta

attributeSetting



choiceAttribute

enabled

choiceldentifier

choice_zta

attributeSetting

choiceAttribute



selected

choiceldentifier

choice_zta

6. spJdud Ul UESS) U290 516 lJooose IJs luesh JJ@)les Wb wluwegsle 1Jis16
IJpuwlers JJdrue b Iobosy IUb,vs:

hdiutil convert <source dmg> -format UDRO -o <output dmg>

7. copad IJgbos IUigs,6 Bs lesh wouse Umbrella Bs wzosd peds IJovuse IJs pdb
Zip gloj Jdogpesd |Js Jogo pedyple Kandii.

wEssilo Jogs pedspele Kanii

1. Bs 2lJs uble IJovgsd MacOS 13 (slJlueshle IJlzse) slde psd IUlew 5.1, sobdo 93dsd
Iubods 1Jgluoé 1Jbloyss (VPN) 09166 Ipuwadsp Gud 1o sop oubésdo usluubs ulble
IJoubgsd: Jlopos gedss IJlgcpls 030 9 pug IJpumctsesu pu websd euluo) cuvesd
IUsg9d Ides spoddol Idgpsd Il szv vuin pdBS wersd MDM wuwele e wdssuol
Jeoluo) oumesd 1Usgsd IUpolss.

* wbiso pgyd IJgjpeo: com.cisco.secure
© peyY 1J,s.9: DE8BY96KIQP

Spedu logvle 3JY Clgwesle s>dsd Jluses wdase
ol Jz2 J8:56. 9lJ3s Suwwese perd IUg)pes: com.cisco.secure.

2. suwwésp Cisco Secure Client pJz 8 wble o s gds MacOS 11 (sldluosble 1Jizse). puopw
=QS..; obosd wlgwe "gled ouoBdss pled IJesuosd - gpsd loy pu Cisco". wgs 3Jd. weolz IUs
lo w@9pe Kandji voowsw 03l wluwegsle IdeeyBle [Jpew9d,o oyl
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https://support.kandji.io/kb/configure-the-login-background-items-library-item
https://support.kandji.io/kb/configure-the-login-background-items-library-item

* pey9 IJgjpes: com.cisco.anyconnect.macos.acsockext
* U9E pded IJuble: NetworkExtension

SeJdu lesh 030 ldpgyle wlgwegsle s>dsd Jlusgs:

3. sz uuwy Cisco Secure Client Jobws§ peuoue: 9lJds spdu IUB8slp wo wlgweésle s3Jdsd
Kandji: vy Jobosle | e 6

ew 1J9uo9d 1Js pozds IJluolws gldedsse: Bp wlp)le Idogssdle Idoeldss Jduuiy:

o 2o, woe Iesps: 1pe, pJud ZIP
© pooe ldozesd: 9p wogesd e Zip Idss e wdssue puwedl B 1Jgbss 7.
- Bligese wse pdd Zip: spdud lu sdso Jssd 2dd luplds Jogrsed pode b
IJoéb. (IJpsde Il el os o9 var/tmpl)
* Idesulez Idovas Jel ves IJooso e vusds) uuo CudS3s Jsup wudsio ugs
wubgsd IJzjes.
© 9P wuedSY <filename.zip>|Js IUluwp lJpuw oo e 9s lJgloes 7 1 wlo96.
©ORISY <lwp 1 Jpedo> Idpuwespe Jlzwsle pJud .dmg 90Jud install_options.xml
9P wuPdSY <Output dmg file.dmg>lJs Il we lJpedu Os 1Ugbes 51U wle@o.

wulpz vuos Jdeold

#!/bin/bash

# Optional extract the ZIP file. (Kandji extracts to /var/tmp by default)
#unzip "/var/tmp/Cisco Secure Client 5-1-7-80.zip" -d /var/tmp/

# Mount the DMG.
hdiutil attach "/var/tmp/<Folder Name>/<Output dmg file.dmg>"

# Run the installer with our xml choices file.

installer -pkg "/Volumes/Cisco Secure Client 5.1.7.80/Cisco Secure Client.pkg" -applyChoiceChangesXML

# Check installer exit code.

if [ $? -ne 0 ]; then

echo "Error: Installation failed."

# Add any necessary cleanup or rollback actions here
exit 1

fi

# Unmount the DMG.
hdiutil detach "Cisco Secure Client 5.1.7.80"

# Remove the temp files & folders.
rm -rf /var/tmp/<Folder Name>

rm -f /var/tmp/<Filename.zip>

exit O

Blslzow punlIdd wus) poedB8d vouv) lJgpsd |JLOQ o0 Cisco. Bspdud IJlouold wd s, 9
Cisco TAC.


https://support.kandji.io/kb/system-extensions-overview-and-guide
https://support.kandji.io/kb/deploying-custom-apps
https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
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https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
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