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https://developer.cisco.com/docs/cloud-security/umbrella-api-reference-keyadmin-overview/
https://developer.cisco.com/docs/cloud-security/umbrella-api-reference-admin-overview/
https://developer.cisco.com/docs/cloud-security/umbrella-api-reference-auth-token-overview/
https://developer.cisco.com/docs/cloud-security/umbrella-api-reference-deployments-overview/
https://developer.cisco.com/docs/cloud-security/umbrella-api-reference-policies-overview/
https://developer.cisco.com/docs/cloud-security/umbrella-api-reference-reports-overview/

Add New API Key

To add this unique API key to Umbrella, select its scope=what it can do=and set an expiry date. The key and secret created here are unigque.
Deleting, refreshing or modifying this AP| key may break or interrupt integrations that use this key. For more information, see Umbrella's Help,

API Key Name Description

Key Scope 1 selected Remove All
Select the appropriate access scopes to define what this APl key can do.
Scope
Admin
Reports WA A%

Auth
Deployments
Policies

Reports

Expiry Date

MNever expire

Expire an Jan 7 2024

Click Refresh to generate a new key and secret.
For more information, see Umbrella's Help,

AP| Key Key Secret

I | I |

Copy the Key Secret. For security reasons, it is only displayed once. If lost, it cannot be retrieved. ACCEPT AND CLOSE
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https://developer.cisco.com/docs/legacy-umbrella-api/reporting-v2-getting-started/#authorization
https://developer.cisco.com/docs/legacy-umbrella-api/reporting-v2-getting-started/#authorization
https://api.umbrella.com/auth/v2

i#  https:/fapi.umbrella.com/auth/v2/token
https:/fapl.umbrella.com/fauth/vz/token
Authorization

(3) Heads upl These parameters hold sensitive data. To keep this data secure while working in a collaborative environment,we x

recommend using variables. Learn more about variables 2

Username

Password

21606708808468

Body

Pretty

21607051456276
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Authorization

@ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative environment,we »
recommend using variables. Learn more about variables »
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. To keep this data secure while working in a collaborative environment, we >
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https://developer.cisco.com/docs/cloud-security/umbrella-api-reference-reporting-overview/#query-parameters
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cURL

curl location--trusted
umbrella.com/x %pnrtz;“!:+r:
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comé&limit=10008" 3

21608126036628

lJenss: uopu wsisé PostMan: lood [Js 9lzod wyped wbosdéle (API) 9gss b,sgs GET.
loedd lJs IJlgshble > wpdsy polwgs Hluw IJovss o Jdeudlb gds )l Idowss e Jbdole
lelé IJoggseo.

https://api.umbrella.comfreports/v2/activity/dns*Hrom=-7days&to wido =gsa.apple.com&limit=1000

21608126042388
Jlwezlole

w8 buwld lple GET |Js guslo URL: spdud od@s [Jesss pu ey 1delJds:

« 1JzlJo:200: vee IJbJde WS ia& lJpeedople IJos bdowol.

o 1JzlJs: 400: bJo s, woldz. spdu o sdou proubl wewsly URL IUss huvdeoe
Jdlgucgdle. pedps 9less 9 19e) g5y Lorses.

* 1Jelds: 401: Es)y puoiz wo. sluw IJetasd e 999> 19 1se) Idpess €5y puoit wo.

* 1JelJe:403: ppuse. 1dp) Idees) £y wolJe.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



