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Configure MDM Push Certificate

4] i0S/iPadOS | i0S/iPadOS enrollment

Create an Apphe MDM push certificate. I

Enter the Apple 1D used to create your Appht MOM push certificate.

Apple ID *
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Confirmation

¥ou have successfully created a new push certificate with the following information:

Service Maobile Device Management
Vendor Microsoft Corporation
Expiration Date Dec 18, 2023
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Microsoft Endpaint Manager admin center
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i Homa u i0OS/iPadOS | i0S/iPadOS enrollment
Bl Dashboard
All services Search
;Ir MDM Push certificate to manage Appl s multiple enrollment methods.
R B i0S/iPadOS devices

! Apps B i05/iPad0S enroliment Prerequisites

-
V. Endpoint security
§05/iPadOS policies

B8 peports @ Apple MDM Push certificate
- u C o =N Certificate required to manage Apple devices
M Users
& Groups
Bt Update policies for I05/iPad0S

&' Tenant administration
¢ St Bulk enrollment methods

. Troubleshooting + support

Apple Configurator enroliment
anager and Apple School
Manager

Enrollment options

= otifications : YF v
I Send email or push notifi evices .l Manage User nent and Device
after they enrall Enroliment options
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No SIM & 4:25 PM @ 69% (% )

{ VPN & Device Management

VPN Not Connected

Sign In to Work or School Account...

DOWNLOADED PROFILE

@ Management Profile






@ 69% % )

Cancel Install Profile Install

Management Profile

Signed by 10SProfileSigning.manage.micro
soft.com
Verified V'

Description Install this profile to get access
to your company apps

Contains Device Enrollment Challenge

More Details

Remove Downloaded Profile






@ 70% % )

Profile Installed Done

Management Profile

Claull LA 20 L

Signed by 10SProfileSigning.manage.micro
soft.com
Verified V'

Description Install this profile to get access
to your company apps

Mobile Device Management
Device ldentity Certificate
2 Certificates

More Detalls



iPhone SE MDM Profile | Devices

Apple Configurator
Search
® Overview

Manage

Devices
Serial number T4 | Details T4 | Profile Assigned T4

Properties

Sun Dec 18 2022 16:28:13 GMT-...
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Py
il New Group
R Dashboard

i All services Got feedback?
.F Devices

Group type * @

Apps Security

- Endpoint security
Group name * (3

BB Reports iPhone SE
A Users

&% Groups

&* Tenant administration Azure AD roles can be assigned to the group (

* Troubleshooting + support Yes No

Membership type * (
Assigned

Owners

Members

"Jiele" 9Js v Microsoft 365
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lJobosd: 233 "wbusd pozy i0S" 99
' Select app type

Venion |05 store app

W Endpoinn weosity

& Groups
& Tenant administration

. Trewbleshooting + support
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ome > Apps | All apps

Add App

i05S store app

¥ App information (2 ] Assignments (3 ]

Search the App Store

Selectapp * @
Mame * (i) Cisco Security Connector

Description * (D This application requires licenses for Cisco Clarity and/or Cisco Umbrella.

Publisher * (i) Cisco

Appstore URL https://apps.apple.com/us/app/cisco-security-connector/id12825189697uo=4
Minimum operating system * (& i0s 8.0

Applicable device type * @ 2 selected

Category (@) 0 selected

Show this as a featured app in the Yes
Company Portal (@)

Information URL (& Enter a valid url
Privacy URL (& Enter a valid url
Developer (i)

Owner (O

Previous
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Add App

¥ Appinformation @ Assignments @
Required

Group mode Group Filter mode Uninstall on device re... Install as removable

iPhaine SE Group
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18.

19.

’:‘ Home
Bl Dashboard
All services

¥ Devices
fH Apps
il Endpoint security
oa} Reports
é. Users
&% Groups
& Tenant administration

X Troubleshooting + support

11753916236820

® Overview
Manage
lli Properties

Maonitor
l Hardware
B Discovered apps
Device compliance
: Device configuration

App configuration

# Group membership
% Managed Apps
Filter evaluation

§ Enrollment

1] _IPhone_12/19/2022_12:27 AM | Properties

Device name

_IPhone_12/19/2022_12:27 AM

Management name *
iPhone SE MDM for CSC

Device category
i0S CSC

Device ownership

Primary user (i)

Change primary user Remove primary user

Notes

9P yoquQngJ)agJ IJs Jgaé lJegd9ple Cisco L!mbrella bsdiveo gpdslo o,
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o Umbrella

St Deters

Roarming Computers

Adstite Devizes

Cheomebeck Lsers

11753923081492

Manage Mobile Clients
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Managed Mobile Clients

To deploy Umbrella mobile coverage, download a configuration data file and use it
to configure your MDM. For more information, see Umbrella's and
Help.

| i0s Android

I0S Configuration Flle

Cisco Meraki
Apple

IBM Maas360
Microsoft Intune
Jamf
MobiConnect
Mobilelron

Workspace ONE

Common Config O
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Create a profile

r, i05/iPadOs | Configuration profiles

11753988354964
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No SIM = 4:30 AM

VPN & Device Management

App Installation

Default Directory is about to install and
manage the app “Cisco Security
Connector"” from the App Store.
Your iTunes account will not be

charged for this app.

Cancel Install







DNS SECURITY

Not Protected by Umbrella

ENDPOINT VISIBILITY

v Clarity Not Configurea







No SIM = = 4:32 AM

{ Status Umbrella

Status | imited

Status | imited

Generate Diagnostics

o

LGenerate adaditional dlagnostics Tor propliem repao...

Org ID

Device ID

Device Label




Create a profile

|, i05/iPadOs | Configuration profiles
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JJog pu IUgbys 27

Trusted certificate

i05/iPad0s

¥ Basics 2) Configuration settings (3 ]

Certificate file * "Cisco_Umbrella_Root_CA.cer"

"Cisco_Umbrella_Root_CA.cer” |
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No SIM @

DNS SECURITY

v Protected by Umbrella

ENDPOINT VISIBILITY

v Clarity Not Configurea



https://welcome.umbrella.com/




No SIM = 4:48 AM

— asco CISCO Umbrella O..

&

Vvelcome

to Umbrella!

Your internet is faster,
more reliable and better
protected because
you’'re using Cisco
Umbrella.
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