odysu PBR IJpwows Ids wbos g FTD J
Umbrella SIG

Lol )l
Lledoole | 206
215,6 gled
PBR Lo wis Ls Lo bos,s
L.,
|.de)p0

S92z 03l ldpuwows Jsdsse wdysu ldegzse ldpuwows IJs IJuvslgus (PBR) 1UElue wwosss
2oL 1Jgpelss (FTD) J Umbrella SIG.

IJpclbdole Il ulusé
lJpolbdolo

9008 Cisco Llu oday Jrsd pe,uds ldpsluose IJoldss:

* 1Jsu29d s Jogs pedsple Idplbds

¢ 90509 1puudsd 1Js FMC 1ss sobvgd 11uosl 7.1.0+ Joginy IJedsso s 11uesl,
7.1.0+ oo, FTD. swpe gp PBR IJp oo [Js Idobosdle Wib eds 1Uluesl,) 7.1.0
sldluosble IJisds

* (p9od) pey98 wudysy FMC/FTD 9 Umbrella SIG

* (I2osbs 9JIu p9 oS wo wUdd): Sup whuse "Juoldé g3, ldplbJs" 9swpe luuwesle oo
Iduivols pu Sod SIG gusel v 2298 1Jpag) wu9duwld 19 eebbs,ss. Jpis> pu
lJoluosd 29d wovse Idgivolsse 1z 1@l 1dpjss Ws 9elis @ Umbrella.

lJedoule [Jpuuesed

oo IJpedsele 1U9lyé B 03l Idpuwews IUs eolyé IUlue oo IUlews (SIG) ey Cisco
Umbrella.

o louble Idpedsple 109158 B 03l lpuwaws pu 1Uizos6 1Je92956 Bs wsisé pgpdss ¢luos.
o zese Ilzosd IJpuworps O 03l 1Jpuwows wodssu peunsz (1Be)lups). Bl dive
Jvwdod §6 IJogvgsd Yolds pu Bopd Jdoles) Idezoed JIs ).


https://docs.umbrella.com/deployment-umbrella/docs/install-cisco-umbrella-root-certificate#allBrowsers
https://docs.umbrella.com/deployment-umbrella/docs/install-cisco-umbrella-root-certificate#allBrowsers

w039 Idpedyple 1Uglyso WO o3l ldpwens [Js webss gble IJodyso 1Ugluos wdsdss
uuiy PBR IJpuwowss s Idobosd eds FTD gos logile 088 SIG IPsec VTI |Js Umbrella.
zos Spdud luwooueh 2,36 py9) IJoslule gds VPN Ipwoobl lds dobosyle IJos
ouwoese PBR Iy wuopswol.

S peld IJodssu IJesuor O 030 IJpdlds eds Jsdsé luwowgh cbusdle pgsus pu
IJuiods 1Jgluos IUblo,ss (VPN) J IPsec i ole Luwld JJ yise 1) s Iduivwds 1Jgluos
|Ublo,s6 (VPN).

Spdo IJees) 8ds Idpedsele 1UdleJs 2oJ PBR gJs FMC B aolis,§ Cisco.

IJ9s9>
s Jlspdu ogHss JJ pu ldobosd ssuslo 1Uszes ds ACE.

» loule opass Blises Idopde B 1Usuesd (ACL) Jeglss)y plboluds IJuusluws. spdod
o wbosile pogss po Ylised IJobosyle ldeess puvedl Jodsso beld 1dezde
B 1J9ue9d (ACE).
2ldsle I spdud 1Jluols [Js $lispes IJobosdle 1Jeessse puvedl |3 wessdol.

* ldogwed Jodd Idebosdle sy 1deags Os Slises Idebosdle 1deesss puvedl eds
9236 IJogde B 1bhs 1UJ9zs IJluwluwss (FMC) g Is uwded £s) pu9de pe wbusd:
SpIdu lgwepdle wi9esdsdie Idloe,ow (IPs) wodl pu ldobosdle 1Jesz9ss B 9226
IJoede B 1JJ9es Il wlwss (PBR).

+ JJzuosd gds Blises wldBses 1dleds. Srzs Iozoe 1Js aelisé PBR.

PBR IJpuvows Js Iobosd

1. lwsl wodssy v IPsec gJs FMC 9J3JY eds J9gé pedsple Umbrella. sedo 1Jg o9, eds
buible Jdsbss cudss o3l ldodssy B 9els g Umbrella.

2. ol U I3)lz Elbe DNS 1Uss suwwegspo zolj ldpuweispe IJuoliss EJC9 FTD J¢lse DNS p989.9
wo Lopu IJizoss > lesble IJuble 1Jiuwlus > DNS > ¢9l50 DNS 1Jp98,98 wol.

Bl loe Ilzess wumwesp e DNS &) p2z: $pdo lu sbuud Idebdd gds DNS. soldelds
Jlspdulo sgpd PBRIJogwows lds obosdle. Roshs! 0dIo s puvoeuvs Jiusolo
leusd) spdud IJowrsd vsu lJeds Os ls ¢lbp DNS wese wdyu [uolds ¢he (29150) DNS
PbJﬁ'—/é-


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Reference.dita_54fc9d29-d45b-4a9c-a70d-07e76e817537
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall

pdlzbo: I3l wp luwegsle VAs Jpzodle DNS slgJss: WSz luolwwoel Jggls e DNS
P9L996.



_F!ref‘wa” Managemem Center Overview Analysis Policies Devices Objects Integration

Platform Settings Editor

Platform Settings FTDv1

Enter Description

DNS Settings Trusted DNS Servers

ARP Inspection

Banner

DNS Applicable to only Firepower Threat Defense 7.1 version and onwards.

External Authentication

Fragment Settings
B Trust Any DNS server

HTTP Access

ICMP Access DNS Servers discovered by dhcp-pool are considered trusted DNS servers

U4 DNS Servers discovered by dhcp-relay are considered trusted DNS servers
SSH A

Ceess DNS Servers discovered by dhcp-client are considered trusted DNS servers
SMTP Server DNS Server Group are considered trusted DNS servers

SNMP

sSL Specify DNS Servers

List of Trusted DNS Servers
Syslog

Timeouts Q Search m
Time Synchronization =1 208.67.222.222

Time Zone

UCAPL/CC Compliance

Performance Profile

15669097907860

3. 8p wlogble Slisps wpde O 1J9ue9d (ACL) pouwesd spdu luvesleol pu $od FTD Jgpdssd
PBR Jwesss el Bl Jlue 2596 1dey9) swpe huwldel IJs Umbrella J SIG g 31 o puwewgsl pu
IPsec 9JI swp Lgwldol [Js Umbrella ¢ Js 1JlbJIs.

* SEUS I ACE gds $lisps IJopde Bs 1Usuoad luwe el ds 1des) pu SIG.
© seus beld IJezde Vs Idsuosd (ACE) Idpeuwesz wo eds Blises IJopde W 1dyo9d
Luwld 2598 1Jeus, £, IPsec 9spds wbusd yusluwé SIG (CDFW. SWG. 9, |Js 3J9).

Suwowss ol lIdpeld IJobosgle "Office365" 9"Zoom" 9"Cisco Webex" IJos wewss eds y9 o
ACE. sup Luwld vlds eydé 1Jpey9) IJs Umbrella Jejss po U;éauo.

1. luedd Ids IJJlso > bho IJJlsy > $lispes 1U9uo9d > p9we.
2. 8p wopdsd Iduvedo 1Jpuos) 9ldpulds Jel wded gbo wp Yp wluolWs IJobousdle
JJpeuvlds gJs PBR.



Edit Extended Access List Entry

Action
© Block

Logging
Default -

Log Level:

Informational -

Log Interval
Sec.

Metwork Port @ Application
—

Application Filters
Q, Search by name

Clear All Filters Available Applications (4199)

Q, Search by name

» Risks (Any Selected) 050plus. [ ]
Wary Low 736 1&1 Internet [ ]
Low 639 1-800-Flowers L
Medium 740 1.1.1.1 App [
High 1567 1000mercis [ ]
Very High 581 1001.com o
~ Business Relevance (Any Selected) mae o
u . pos. 115Tech o

< ¢ Viewing 1-100 of 4198 > 2|

15669947000852

1]
Selected Applications and Filters (7)
Office 365 ¥
Office 365 Planner ]
Office365 Admin portal u
WebEx u
Webex Teams w
Zoom w
Zoom Download L

cancel | R

Spdo J ACE IJisd "8 o" 030 IUebusdle 1Jesds,s gulodl vsopl Seod ACE IUEIbs

ouousel whuwld v 86 2,96 1Jp)9) &) IPsec.

Edit Extended Access List Object

Name
PER_ACLY

Entries (2)

Sequence  Action wrre Dastnation Dustinstion Port

& Dok Wakse_ratwork
T @ Alow e patwork

Allow Overrides

Apphestion

Offen 385
Offce 365 Planner

Ofcalss Anmin portal
WbEx

(3 more...)

15670006987 156

4. 3p wlouvle PBR weo 1dizojé > 1blyé IJizojs > [2a> zol; FTD] > IJogzse > lJogzso IJpuwows
!LLSIJLyh§LJu6.

9lzo6 1Usged: IJglzosd IJos olos puol oIJo 1Jp)9) lJpedss.

Blisps IJozde B 1Usuo9d (ACL) IJpbluds: $lises IJopde B IUsuoed (ACL)
lJegwes Idos wp lugblgel eds 1Ugbys IJuwlo 8o Slisps IJozdpe b 19 u09d (ACL)

"PBR_ACL_1".
buwld IJs: guslo IP

eulasy IPV4: 1Jgbes IJoldso guspl ses PBR gul,6 wple J3JI swp wogso erdé 1Up9)




I IP 1U3s eunsdo ool B 03l 1dpeld 03l 09 gl IPsec IJglo o Umbrella. |31 Jlg,
ewlo IP 1Ugloo wuvods VPN 1Jgluos o 09 10.1.1.1. Buusdss eusly IPsec 1Jgl o
Jplbds 09 Is Linse 1z IJuvods 6wl (10.1.1.2 eds wosd ldpsll).

15670209158036

15670247521556

5. vy IJogss)le edJs FMC.

Edit Forwarding Actions

Match ACL:* PBR_ACL_1
Send To:* IP Address
IPv4 Addresses 10.1.1.2
IPvE Addresses For example, 2001:db&::, 2002:db&::1:
Don't Fragment MNone
Default Interface

IPvd settings IPvG settings
——
Recursive For example, 192.168.0.1
Default For example, 192.168.0.1, 10.10.10.1

Peer Address

Verify Availability +

Cancel m

Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface”

insicle X
Match Criteria and Egress Interface
Specify forward action for chosen match criteria
Match AGL Forwarding Action
PBR_ACL_1 o1 £ u




lJoze
Bes 2ol IJdposses 1Uss op leoulio s1Jesess ¢ wioler Ibusld Slisé Idum,es (FTD).

STIY pU
¢ sop oldosd Luvld 296 p)9) Ideslole pu lJYpusse) ewy IPsec |JJs Umbrella.
luyo9d IJs: https://policy-debug.checkumbrella.com/

< C @ policy-debug.checkumbrella.com

Tunnel Info

Primary Origin
Tunnel by Origin: 588302322
Tunnel Name: |PSec
Tunnel Auth Type: 25K
Tunnel Device Type: FT0
Tunnel Service Type: SIG
Tunnel Protocol: |PSe

15670737148948

. Z|9J IJloewld IJs I..s eu ldpsloe IJpuwewgrs eds wdysy PBR/ACLgul-J.) PU Edp
Jo Bs 19 o9d Jz3, Umbrella: ppl se0s i IJlouold Jl sep wydsdo:

=l Microsoft | [ e e L R e = TRV TR Certificate Viewer: portal.office.com
General  Details
Certificate Hierarchy

* DigiCert Global Root G2

Micrasaft Azure TLS lssuing CA 05

portaloffice.com

Certificate Fields

DigiCert Global Root G2

1 Certificate
O | Version

Serial Number

Certificate Signature Algorithm
Issuer
Validity

Mot Before

Field Value

Export...

15670820980756

* elyd lvesld lds s p9de Ty Jl sgwps eds IJobusdle lJpuuowgsé oo PBR 9olds
ou lu Umbrella ¢ 89, wlJwed woydsd IUloold:


https://policy-debug.checkumbrella.com/

pdlzbs: Jozow 2298 publdd B LoBes ©23s) £ IS ol lds pu
CouSw Juolss pyze puodd g3y Umbrella.



< - C

@ espn.com

6:00 PMCT ESPN 2:05 PM { i !
Certificate Viewer: www.espn.com

TOP EVENTS NHL § sEa MLE W NYM
# DAL o wsH

Ganeral Details

Certificate Hierarchy I

Cisco Umbrella Root CA
Cisco Umbrella Primary SubCA

Cizeo Umbrella Secondary SubCA lax-5G

R REsSsMsEAY
% Certificate Fields
3] ,
PRESS NSEAI Cisco Umbrella Root CA I
{ Certificate
Version
Serial Number
Cartificate Signature Algarithm
[y
| =T J | ssusr
Validity
Mot Bafore -
Top Rank PPV: Haney vs Field Value
Lomachenko
& Laliga
M MLE: Select Games
D ncaaBaseball Export...

W IIHF World Champienship;

« £Js9lzos b, isle, (CLI) 9lzoé Lulo, IUI9le, (CLI) IJgluos o FTD. spdud wuivgsd
e Ible,y Joldss sde Idedssu sldepd wubvdd Lozse:

SO pu wd9su PBR):

ftd# sh run route-map

> show run route-map (..Su

rnute map FMC GENERATED PBR_1682004086289 permit 5
match ip address PBR_ACL 1
set ip next-hop 10.1.1.2

frd# i

15670322054036

- show run interface gigabitEthernet 0/1 (Sweld9 pu wbous®d PBR gds 1Uglzod

lJpulyuod)
ftd# sh run interface gigabitEthernet a8/1

interface GigabitEtherneto/1
nameif inside
security-level 0
1p "HI'-:-:: 172 .16 2.1 255.255.255.0
-route route-map FMC GEMERATED PER 1682004286259




15678344219540

- show run access-list pbr_acl_1. show object-group id FMC NSG 179869596 ($9J>
lJezlJle IJos wpe luolvool |Us Blised IJoede B 1909 JIlwawgl)

st PBR_ACL_1
_1 extended deny ip object Inside_network object-group-network-service FICISOEEVEEEEEE
_1 extended permit ip object Inside_network any

2812

nexus .officeapps.live.com (bt ip (hitent=0)
domain officehome.msocdn.com (bid=-18152668 1 hitcnt=08)
domain scuofficehome.ms
domain eusofficehome.
domain officehome. cdn.com

uth.net (bid=-18147 ?UEQQJ ip
i d :

domain s
domain L
domain ts.onestore.m
doma1n 36" .com (b
mMsSappproxy. net
officeppe.com
Portal.
Home .0ffice. com
office365.com
office.com (bi
office.net (bi 9659) 1
microsoftonline.com (bt 112 p (hitent=0)
onmicro oft com (bid=-18 ( cnt=0)
domain glbdn lcros . ] Lh1tcnt 8)
domain login. i
domain login.
domain offic
domain prod.msocdn.com Lb1 =-1811890!
domain office.microsoft.com (bid=-

15670420887316

ftd# sh object-group id FMC I"J‘:u 17179869596 1 office.com
domain office.com (bid=-1812953385) 1ip I{thcnt 2)
domain tasks.office.com (bid=-1674300035) ip (hitcnt=0)

domain controls.office.com (bid=-1674892701) ip (hitcnt=0)
domain clientlog.portal.office.com (bid=-1673794351) ip (hitcnt=0)
domain portal.office.com (bid=88903411) ip (hitcnt=0)

frd# |

15670635784852

© ps¢J Packet-tracer s1:J TCP 172.16.72.10 1234 fqdn office.com 443 o9 oJ (Swz 99
pU luwegdle 1slzos 1Jebzess Jlglz sdsuw VTI 9lz»)

© B J9gé pedople Umbrella: wee Idoze su IJlugubé. spdod 1o wss 1o 2)96 p)9)
lJsso IJos couodd IJs office.com Je swpe Lhuwldol [Js Umbrella pboJ 3§l wsupl wp
buwld 2Jé 1dpey9) Idos wouowd lJs espn.com.
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