Provision Orglnfo.json 9 AnyConnect ¢, ISE J
Umbrella

lJp 95,00

S9uoe 03l ldpuwes JsWss w9lds) pdud wgysed Orginfo.json 9g psd AnyConnect Ll wegsle
|dentity Services Engine (ISE) JoJled |JpelbJs.

IJecbdole IJlul jusé

* 1Jsuesd s Jozé pedple Idpbds

* 1Jsuesd IJs J9gé pedspele ISE

¢ pJV ©g)sW 9256 Umbrella Iy eloso (Orginfo.json)

* 25pd uuiy 9236 Idluwedeld 9ldoe J AnyConnect (Ws wble IJogbgsd Windows 9
MacOS)

¢ pJdowd IJugld g pg 90886 pyd Erple 1Jo9so (!SE) (Windows I9 MacOS)

« 13y ouoese ISE pooo (Joguw perd wuoese IJIgble po Cisco CSCvz01485 )

ES) pULPIJS:
s wsluwle puob o ISE gldewdys o
e 91U 1ol g pisd ISE 9lelss ooz lgpsd

cbsle lJoeos)

1. 8p wldsuesd Ids Jozs pedsele Umbrella (IJpbJs) 98p wouisd pdod og)s 9226
Umbrella Module (orglnfo.json) e gpdsle IJoui, > 12056 Jpwsse) pozsds > wujsd >
oujsd pdV o)W 9226 IJoujsd IJupbss.


https://tools.cisco.com/bugsearch/bug/CSCvz01485

Download Roaming Client

13294624684052

2. 8p wouisd 25ed wuby 9226 Ilpwedeld 9ldod po LoBZs wujsd waler Cisco. 92>
loosly Ipolawe Jepdss Idoui, 10gluos Wl
AnyConnect Headend Deployment Package (Windows) 26-Jan-2023

anyconnect-win-4.10.06090-webdeploy-k9.pkg
Advisories [

13295068420244

AnyConnect Headend Deployment Package (Mac OS) 26-Jan-2023
anyconnect-macos-4.10.06090-webdeploy-k9.pkg
Advisories [

13295069069716

3. 8p wouisd pdows w9l ISE Posture (9 oes6 pyd ¢3ple 1Jo9ss (ISE)) pu Lodeo
wujsd wlee Cisco. guzass IJluosh Idpoluwe Jepdsé Idoui, 1Uglues .
ISE Posture Compliance Library - Windows [/ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9_pkg
Aduvisories []

13295164717716



ISE Posture Compliance Library - Mac OS X [ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later.Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-macos-4.3.2868 4354 -isecompliance-webdeploy-
k9.pkg

Advisories []

13295155874580

odysy ISE

1. 8p wlJsuosd IJs Jozé pedsele ISE sluwdd IJs pold;s Idged > 1dsog > lesls IUgpsd >
lJesls > [uol8é > p9lys Idgdsd pu IJEyue IUpeds.

= Cisco ISE Work Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—————
Client Provisioning Policy
| Resources
Client Provisioning Portal
] A Version Last Update Dascription
D [nuenl rasources from local disk I oTemporalAgent... 4.10.2051.0 2021/08/0% 13:12:31 With CM: 4.3.1858.4353
O Mative Supplicant Profile se Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Native 5...
D oAgentlessOSX 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O OsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
a AP Eraber e oAgentiessWind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
D Cisco-ISE-NSP Native Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Mative S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 13:12:27  Supplicant Provisioning ...
G CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296001416212

2. 233 2jpo Cisco 1Jp 930 > [gosl) pdWd: 9ozesd 2ied uuiy 9236 IJlwodold sldee J
AnyConnect. 9l 9 9.9 SubmitandConfirm.



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy Agent Resources From Local Disk Agent Resources From Local Disk

Resources Agent Resources From Local Disk

Client Provisioning Portal

Category Cisco Provided Package hd

[ Choose File :H[]YUJ“N.‘C!-V-‘ ~eploy-k9.pkg

~ AnyConnect Uploaded Resources

Name Type Version Description

AnyConnectDesktopWindow... AnyConnectDesktop... 4.10.6090.0 AnyConnect Secure Mob...

13296134663316

3. Jy legpdss Jogpsd ,odog_,écldoglgéj o€ elJé ISE:
* 22> e Cisco 1Jpj936 > 2w, pdd 98 wogesd pdows IJeglds pg 9,086 p2ud

&ple 1Jo9sé (ISE). 9lu g, 898 SubmitandConfirm.

13296424126484

4. cepsd pdY og)sW Orglinfo.json:
e 22 1Jzpé 1dos logilel g psd > wpass pJd wg s AnyConnect > | olds | up >
l2esh pdwd > Orglinfo.json > | wlJ.



= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy Agent Resources From Local Disk > Agent Resources From Local Disk
Resources

Agent Resources From Local Disk

Client Provisioning Portal

Category Customer Created Packe v @

Type AnyConnect Profile A

* Name

Umbrella Profile I

Description

m Cancel

13296644513172

5. luolWs pJd wg s AnyConnect Posture:
s luoyd lJds pild; Idgpd > Posture (9ogs6) > Client Provisioning (lesl> 1Jg pJle) >
Resources (p9l)>) > Add (|_olw9s) > pJd wg 59 AnyConnect Posture.

= Cisco ISE Work Centers - Posture

Overview Network Devices Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy

Resources

Client Provisioning Partal

D Agent resounces from Cisco site Version Last Update Description

O Agent resources from local disk SonnectDesktop... 4.10.6090.0 2023/02/17 15:00:34  AnyConnect Secure Mob...
] Native Supplicant Profile oTemporalAgent...  4.10.2051.0 2021/08/09 13:12:31  With CM: 4.3,1858.4353
O AnyConnect Configuration SennectProfile Not Applic... 2023/02/17 15:00:16

C] se Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Mative S...
(m] AP Ener Frene oAgentlessOSX  4.10.2051.0 2021/08/09 13:12:36  With CM: 4.3.1858.4353
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O CiscoAgent! indows 4.1... CiscoA Wind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
(] AnyConnectComplianceMod... AnyConnectComplian... 4.3.3335... 2023/02/17 15:00.57 Cisco Secure Client Win...
D Cisco-ISE-NSP Native Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.03 2021/08/09 13:12:27 Supplicant Provisioning ..
O

CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296771328020



* Ge wluplds Gsles luwp pJd wersd sluwe IJghe (Iuvels Slo Tepd wod. slpwels
p8L29J6 LBl ods we s 1JE9le IJos sedu Jdeled Ilouold ol gds uvosd
lJpelJ* cisco.com) &p o8y 998 Luwld.

= Cisco ISk

Overview Network Devices
Client Provisioning Policy
Resources

Client Provisioning Portal

13296832646420

= Cisco ISE
Overview Network Devices

Client Provisioning Policy
Resources

Client Provisioning Portal

13298487677972

Client Provisioning Policy Elements Posture Palicy

New Profile

AnyConnect Posture Profile

Name *

Posture Profile

Description

Agent Behavior

Client Provisioning Policy Elements Posture Policy

Posture Protocol

Paramuter

PRA retransmission time

Retransmission Delay

Retransmission Limit

Discovery host

Discovery Backup Server List

Server name rules *

Call Home List

Back-off Timer

. luols o ¥ysw AnyConnect:
s loold IJs pld) 1dg pd > Posture (9_ogs6) > Client Provisioning (1es1> 1Jg pdle) >
Resources > Add (|_olw6) > o J9se AnyConnect.

Work Centers - Posture

Policy Sets Troubleshoot Reports Settings

Value

Work Centers - Posture

Policy Sets Troubleshoot Reports Settings
Value
120 5eCH
80
4

*.dacabrer.lab



= Cisco ISE Work Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy
| [omore ] Resources
Resources
Client Provisioning Portal
O Agent resources from Cisco site Version Last Update Description
O Agent resourc m local disk SonnectComplian... 4.3.3335... 2023/02/17 15:00:57  Cisco Secure Client Win...
O L ppplicant Profile ZonnectDesktop... 4.10.6090.0 2023/02/17 15:00:34 AnyConnect Secure Mob...
O el L SonnectProfile Not Applic... 2023/02/17 15:03:12
AMP Enabler Profile
O oTemporalAgent... 4.10.2051.0 2021/08/09 13:12:31 With CM: 4 3.1858.4353
O CiscoTemporalAgentWindo...  CiscoTemporalAgent.. 4.10.2051.0 2021/08/09 13:12:28  With CM: 4.3.2227.6145
D CiscoAgentless0OS5X 4.10.02... CiscoAgentlessOSx 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O CiscofAgentlessWindows 4.1... CiscoAgentlessWind... 4.10.2051.0 2021/08/09 13:12:33 With CM: 4.3.2227.6145
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O Cisco-I1SE-Chrome-NSP Native Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
D Cisco-ISE-NSP MNative Supplicant Pro. Not Applic... 2016/10/06 14:01:12 Pre-configured Native S
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 13:12:27 Supplicant Provisioning ...

13297194126612

* 233 2jp6 AnyConnect: 98 wluolWs luupe ©d9su: 9235 2jpo 1wl y. 9lge, szole
AnyConnect IJupbss (Umbrella 9 Diagnostic). 925> pJwd wg s ISE: 9235 pJud

= CiscoISE Work Centers - Posture

Overview  Network Devices  Client Provisioning  Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  Settings

Clent Praisioning Poicy 15 Mew AnyCannec Configuration
Resowrces

* Select AnyConnect Package: AnyConnectDeskiopWindows 4.10.609¢

* Configuration Name: AnyConnect Configuration

Description:

Description Value Notes

* Compiiance Module:

GiscoSecureGlientComplianceModuieW v

AnyConnect Module Selection
1SE Posture

VPN

Network Access Manager

AMP Enabler

ASA Posture

D0000

Network Visibilty

Umbrella Roaming Security

(m]

Start Before Logon

[Diagnostc and Reporting Toot

Profile Selection

*ISE Posture

v -
etk Access anager v
- .
PT—
P— -

ogysd Umbrella: 9lu 9, 99,9 Submit.

13297382333588

7. oessu wdysy AnyConnect Juog w9ds) IJgpsd:
* loodd ds pld; 1depd > 1Usgoe > lesls Idgpsd > pusluws lesl Igpsd.



C i D Troublest 2
Ruls N I G Ope 5 o (& i Rosul s
i
H !
il — N N S
i
H S 5 & di Native Supplicant Configurat lon

13297993535508

© Bp wors) lJuoe suee Results. 9l owd o Jgse AnyConnect: &p lo@,) 898 pbb.
8. lugwle yoz wggsd Jlgls wogso lJgpdle |Us pied el IUgpsd. (030 [Uglbes gz vl o3l
lJ>sJdsd.)

13380169470868

IJodssu pu elow IUgpsd

1. open 1o sopdu IUgpsd pu 1Jzuosd eds lebs Idesese po pagd 1ol Idgpsd: lod)
t_9_9,_9 V)C:



5 cesie sy e | ARSI 3.1 4 0L 0 DS s |

< = 0O @ 6 https://ise3-1.dacabrerlabi2443/portal/LoginSubmitaction?from=LOGIN w ¥ L e
| ; .
I::I|lsléol' Client Provisioning Portal
Device Security Check
Your computer requires security software to be installed before you can connect 1o the network.
Start
13380233607956
> < 020 03 lJPJé lJISJ6 "J"S oul -9':‘"‘-’)| t.9§ CJL'JJ-.__SJ Anyconnect: o s |

13380334336020

3. $p wboploubtsd Idpdd 1Uss cp cuisde 95wl ldgpdise:



Metwork Setup Assistant

Network Setup Assistant

Downloading Cisco AnyConnect Secure
Mobility Client...

Cancel

{c) 2014-2022 Cisco Systems, Inc, Csco, Cioo Systems and Cisco Systems
logo are registered trademarks of Cisco Systams, Inc and/or its affilistes in the
.S, and certzin other countries,

13380212207508

4. eopl Sboy Hwlds "louold £96938 91" lud) eJs wavosd BBl Jlue pedsele ISE

Metwork Setup Assistant

Trusted and Secure Connection

ﬁ You are connected to

ise3d-1.dacabrer.lab
whose identity has been certified. *rour
connection to this website is encrypted.

Connect | | Cancel

() 2014-2022 Cisco Systems, Inc. Cisoo, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its affilistes in the
.5, and certain cther countries,

UPTSTO!




13380233399956

5. Y TS D) JDO_9_) _)L}UIJO "IGJUPIJ IJuuu-,Su"; |Ug_9_) "'9.9!..9 !oo|c:

Metwork Setup Assistant

Network Setup Assistant

?} Installation is completed.

[t

{c) 2014-2022 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/for its affilistes in the
U.5. and certain other countries,

13380233308820

6. spdud 1§ zpse 1Juglds Uié_)..s. op wowse Umbrella: Il olss |Js 926 ISE
Posture (9 ogs6 peyd 3ol 1Jogsé (ISE)) IJuplbss:



'{ﬁ:‘ Cisco AnyConnect Secure Mobility Client

a &

Mo policy server detected.

Default network access is in effect.

Roaming Security:
Umbrella is active.

-||.l|l'||-
CISCO

13380212092308
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