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Element Description

AD User Identified by Virtual Appliance (VA) or Roaming Client (RC).
AD Computer Identified by VA only.

Internal Network / Identified by VA only.

Umbrella Site

Default Umbrella Site Traffic on VA with no other identity.

Identified by VA only.
Roaming Client Roaming Client only.

Network Network Identity based on source IP of the DNS request.

odlod Lol IJBd9,s

Spdu o sdou wdled Iz0jé Luwds Aruba Instant's (OpenDNS) ol B IJusisle [Jos
Seuoe Vol gpse gpdle Wi-Fildpouodsu wezesss AP 89,56 Juwsluws DNS Umbrella


https://docs.umbrella.com/deployment-umbrella/docs/welcome-to-cisco-umbrella
https://docs.umbrella.com/deployment-umbrella/docs/welcome-to-cisco-umbrella
https://community.cisco.com/t5/security-videos/umbrella-learning-dns-deployment-and-policy-playlist/ba-p/5275513
https://community.cisco.com/t5/security-videos/umbrella-learning-dns-deployment-and-policy-playlist/ba-p/5275513
https://docs.umbrella.com/deployment-umbrella/docs/the-activity-search-report
https://docs.umbrella.com/deployment-umbrella/
https://docs.umbrella.com/deployment-umbrella/
https://docs.umbrella.com/deployment-umbrella/docs/1-introduction

lJ9,5686¢ 925 Jl wdyy ould 2lzs IJs polzes luwogdlpele DNS 1Jgluos wldgpdle Uig_é)b R
odbs) Umbrella. sz 03l IU9uwe Jsdss lesh Idedled.

odlzbé: suweise Ispz luosll Brsel pu 9lzos wypes wlbusdle Iz0jé Liwds
Umbrella. Jl scbdo Il 1J8sse pu Idgpdle !Cg;Jﬂc 029) APl 1Jpps)6 po Joglo
peJsple Umbrella IJgl o6 wop 9JIu IUluosLle Idlzye wobdy 3JY.

uodo 9lgole wypes IJobosdle 1U8>ses Umbrella Legacy API |Js wolse IJgp) s 2023-09-
019085 3JY Jp $8> Swp w9BS) >8p JJodlpd. bl glzow s puivdds Bs IJedled we> 2023-
09-01: sues 1Ypld & "l e (S lJogiv, Joguy Umbrella 9o luweésle Idodled.

sdjp 1J9dsle Loso ldpclbdule po lzd luveésle 1Useg:
e ceole udlb 1Js ool IJs wuvgsd IUluosl, 8.10.0.1 py InstantOS g |osl, lzse (lew ol
pu plsy 2022).

* seole euwle Jogs pedspele Umbrella ldpwedsp Jodlpd [Us 200 ldpawdad Ldle.
* Jlsedo l8lo guslo Idosss IUIJIe s Jdewwle olde, oo J9zs pedyele Umbrella


https://docs.umbrella.com/deployment-umbrella/docs/getting-started
https://docs.umbrella.com/deployment-umbrella/docs/manage-user-roles

9le36. 13l Jp oI pelIsl po 1o g0slo 1dusss IUIJIe)90s prowb V@b wJoes pedsple
9lersc WspIdud IUle ol wigp Cisco Umbrella JJoz88.

* Jlsedo cedsu wumasd 10389 Izl (SS0) sldpuolb s Gulisss IJgsled (2EA)
Jdewvle.

o By ould gol iplQ wods (pod e 1Jgelss) vsu vl 1Usuesd (APS) sldlue,uw:
Ssee eds IJzols Iduwele wldlogaldle gs) Ieuoddls 9¢s) 1JEluoes JJSzue Ids
208.67.220.220 9 208.67.222.222 9 67.215.92.210 9 146.112.255.152/29 (.152 ~ 159).

lJodosy

eJds puwoss eld. oold g gbsle wdssy Jopdso IJodled:
1. 8p vogssu luwp Jezpses uilb 1Usuosd (AP)

2. b¢ld vslole lgweb Jzuwlo

3. lguslo luwogdlple DNS

4. obbos wog DNS
CESSU luve Juble pzeses AP

eudpl $89p Uble p2e9ed VIS voumrS LW wulz B J9zs pedele Umbrella JJe,d
IJlsds: wop luolds 1bgld zols L Js |Js Jogs pedsple Umbrella sopu gpdsle IJoui, > lzojé
lJ b Js. @io@ luwpe 1Jzol 1Uglue wldbeld 1Jesss po luwe IJuble 1U3s wp wdgsuo gds 9226
IJogde IUIVe,)loso 1JEluos wldpzpsgs.

Jogssu luwe IJuble gJs 9220 wpde lWe,)lose W9)s6: luedd IJs IJodsse > 1duble.

Q L0 @ 8«

Ll Dashboard v General
Mame Instant v3.5.0.10

L2 Configuration
System kacation

Virtual Controller IP 0.0.0.0
Allow IPvE Managemant

Virtual Controlier IPvG

Cynamic RADIUS Proxy

Cynamic TACACS Proxy

MAS integration

NTP server

Timezona ~

Jleb lue s ot Sspd Idluup 006 91238 BSb lvule Idogwesd Ilsds. Bl oo céss) luvp
ublelzoly geds zluw "lJwgyse" 19 "Idelbds" wes 3dY: Sgow wedse Idlgue $9sl eds IUzlow
NISY

beld oslole lgweb Idzuwle


https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/enable-single-sign-on
https://docs.umbrella.com/deployment-umbrella/docs/enable-two-step-verification

Vs gldo wdoss ldpobdole 1Ues)ze WS Suwpe IUpobdole I.Jiuuluu.§6‘ Spdud |olws yble
PTLIES 99,56 IJs J9go ped9pele Umbrella Jzol yuvwJs. JUBsle w3JY pu 9236 IJozde
|J|JUJ|uo§o Joblp |Jroaro$€6:

1. lvedd Ids Idodssy > 1Jgspele > OpenDNS.
2. 1s¢d wslole lgpl cuvzsd 1Usgsd Jeuwle Umbrella,

3. 23 Vb,

Q ¢ 3,
Lul Dashboard » AirGroup
» RTLS
Configuration
$ N w OpenDNS
Metworks
—| Credentlals for Connecting to OpenDNS
Usemame
Systerr Password
» CALEA
) ¥ Network Integration
v » Dynamic DNS
fing ¥ Clarity
Tunneling » Openflow
Services ¥ loT
¥ Wi-Fi Calling
& Mainten
>_ Support
4404019266196

Bl logodo 9236 IJwede Idbloyse (VC) wugle o Umbrella: Wspedud 59506 2lds louold gus
lJoudd Ids Idsgp souvesd Uiro_) show openDNS configuration and status (show openDNS support).

spdud lsuol 196 pe )y IUzols slUss swp luuildo wluulbs Umbrella gos [ouile zols yuwds
228> 9z bbo Bis wdssu VC 1JSgus. 9ldzie IJigs) pop. sub,l Jiu IJ wblp pze9es B9,
seolelds perd 98> Jeobs yvods Umbrella: Sszo g0 wuwe per S IJzols pu wdssu wble
pze9e8 1Js 18). szess perd Izols Iuolde wubdd wp9ses eds 16 590l



Lul Dashboard Support

f Maintenance

»_ Support 7/21/2821 2

DpenDi t

Cpenlis Password :

DpenDlS Status :Cannected
OpenDHs Device id :

4404019268116

ISl o [)lz ies serue 2lds e poupdsd: Ssedod pelsds 1douuls IJpuww eu dIJ
cubgsd Ile) "od)sé 5gp AP 1JB0s" (show tech-support) 9"1Ule) 1o dpsds Jodisé 1Usgp
lJous J AP" (show tech-support next): &p ldwze g0 "gsble" Ws Iduwedle. spdu lsuol
o, J8 ogzle IUlo, pe Aruba TAC Jig )l o Iuwed il IJigble gl odlzol.

Bl dlo JdJ Gbse seed wubdd Lozse: Vspdud H986 1Eld 238> Vs J9zs ped9ple Umbrella
weu gpdslo 1oy > lzesé Idubodé 2se spdud Iure gu pre9es vdlb 5ue9d V9)sé
wluweol 19 2508 152l 09295 Bl Juo w)ge B lugile perd zob 2080

oy Umbrella

e mimiimn
CISCO

A Network Device Is a physical plece of hardware that forwards DNS requests from client computers to Cisco Umbrella, After registering the device with
Core ldentities Cisco Umbrella, the device becomes an identity you can manage and set policies for, with no need for any client device configuration at all. Device
integration is done by providing authentication (either by entering your Cisco Umbrella userame and password directly on your device or entering an AP
Networks token), and having a serial number added automatically or manually. The API token can be generated under Admin > AP| keys in the navigation bar. To
leam more about how 1o integrate your devices with Cisco Umbrella, read here
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A Network Device Is a physical plece of hardware that forwards DNS requests from client computers to Cisco Umbrella. After registering the device with

Core Identities Cisco Umbrella, the device becomes an identity you can manage and set policies for, with no need for any client device configuration at all. Device
integration is done by providing authentication (either by entering your Cisco Umbrella userame and password directly on your device or entering an AP
Networks token), and having a serial number added automatically or manually. The API token can be generated under Admin > AP| kKeys in the navigation bar. To

leam more about how 1o integrate your devices with Cisco Umnbrella, read here
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Q \Welcome to Umbrella!

Your internet is faster, more reliable and better
protected because you’re using Cisco Umbrella.

See Cisco Umbrella in action

« If you haven't already, sign up for a 14-day free trial of Cisco
Umbrella.

« Once you're signed up, you can configure security policies and
view reports in your dashboard.

« You'll be automatically protected from threats on the internet.
Walidate that you are protected by visiting our demo malware
site. It should be blocked as a security threat.
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anthony@ubuntu:~/Desktop$ nslookup -type=txt debug.opendns.com.
Server: 127.8.1.1
Address: 127.0.1.1#53

Non-authoritative answer:

debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text
debug.opendns.com text

"server 7.pao"
"organization id =
"appliance id
"host id

"user id
"remoteip
"flags

"id

"source

"fw: flags b= =
"fw: id

"fw: source

L | I [ I 1

Authoritative answers can be found from:

anthony@ubuntu:~/Desktops |}
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