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|Jp 95006

$9u2¢e 03l lJpuwows Jsbss weass Cisco Security Connector J i0S gJs 1Jlub pé 1JIuwlwss
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JJozdd pu 929> w9Les eds gol; iOS:

1. luedd IJds Idlesble > gle > blyo Uiao_jé >[luwpe pdd w59 MDM] > o585 pu
lJolosd.
2. olds po 929> 99sJ DNS Juse pJd IJog s pe 030 IJoBlos:
¢ oVluosd IJobus§: com.cisco.ciscosecurity.app
* 0Vluosd 2ipo 1Je9d): com.cisco.cisco.ciscosecurity.ciscoumbrella

laol L o385 29 ol o, WO g sV uble I o g s i0S Jodassoe 3¢ Apple MDM.
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2. 8p wouisd pJud Cisco_Umbrella_Root_CA.cer JJlwwgsle gJs zoly iIOS. wwpee 030
Idguolss wuodzle 2oy HTTPS Idos Jl cewss eds Igble. JJzuesd eds Ieoze
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"$DEVICE_SNS$" ${deviceSN}
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2. 23> oujisd [dywolss.
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Serial_Number ${device.serialnumber}

cos! o MAC* ${device.mac_address}
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PayloadContent

AppBundleIdentifier

com.cisco.ciscosecurity.app
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PayloadDescription

Cisco Umbrella

PayloadDisplayName

Cisco Umbrella

PayloadIdentifier

com.apple.dnsProxy.managed.{pre-filled in the download}

PayloadType

com.apple.dnsProxy.managed

PayloadUUID

{pre-filled in the download}



PayloadVersion

ProviderBundleIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella

ProviderConfiguration

disabled

disabled

internalDomains



10.

16.

17.

18.

19.

20.

21.

22.

23.

24.

in-addr.arpa

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



25.172.1in-addr.arpa

26.172.1in-addr.arpa

27.172.in-addr.arpa

28.172.1in-addr.arpa

29.172.1in-addr.arpa

30.172.1in-addr.arpa

31.172.1in-addr.arpa

168.192.1in-addr.arpa

local

TogLevel



verbose

orgAdminAddress

{pre-filled in the download}

organizationId

{pre-filled in the download}

regToken

{pre-filled in the download}

serialNumber

%SerialNumber%



PayloadDisplayName

Cisco Security

PayloadIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}

PayloadRemovalDisallowed

PayloadType

Configuration

PayloadUUID

{pre-filled in the download}

PayloadVersion



1. logvle pdO og)sW 238> Vs poyuwo JAMF.
Jeis> pu ldpedsplolee aelis
2. luwosp epodd 99dsd DNS Jodosy IJlgsble IJeldss:

1. BOS 28J p&) 2jpo IJobus . |>3_J com.cisco.cisco.ciscoSecurity.app.
2.5¢Jo Vs 1Jp)9> 2pd pzlde com.cisco.cisco.security.app.ciscoUmbrella.

3. 1uold6 pJd XML 15 logbloo B 1Jgbgs 2 oo aclis.d JAMF |Js odsss 1.
JAMF s¢d 10.2.0

Swlbde uyiy CSC pg JAMF wessdl o)l Jpdod IJog ) )su. iuuo'a)lp oo IJ¢gbsle Juuu, CSC
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esh lesble Lowes 1Jizo6 1Jpze9Js.
2. 1,016 IJpyze 1dpuesd (CA) Jes, Umbrella:
1. lvoed lds gpdslo 1oy > 1Jodssy > [dyuelss [Jgs,).
L2 wujsd Idywoelss.
b lJouisd Jpdus .cer.
L8P ww99s) luwp Jduvolss 923> oo IJugpsd.
-9 wogesd cergle,d p8d Jded 1der9) SLEL
6. obosy eds ublg iaojc,d Juwew 0do [dgwolyé.
) éro VQQ_)'.___SJ ro.Jd |.JUE_)._SL9 |._JE_|ro y-19) Jgaé IoE_J_9rD|Q Umbrella.
4. I3l Yoo ouweese JAMF Pro v.10.2.0 Iy leJs: Bspdoud wibs odo IJgbss. spdoud
lowosol> Jel 09 Lluol8s ol ss:

a b~ WODN

w

<key>serialNumber</key>
<string>$SERTALNUMBER</string>
<key>1abel</key>
<string>$DEVICENAME</string>

5. 31 oo wuwegse luoslh JAMF 1@3p o0 V.10.2.0. B8 wopss) pJud wg s XML wuvdJ
IS Jol 09 09,02 Bis pd CEssS IWpeld o3l Il cuumt 031 1pel. bos Il sepd Jpl
09. luwwgdp VWb wdysu lJoujsd IJgle po Jogé ldpsdsple.
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<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.c
<plist version="1.0">

<dict>

<key>PayloadContent</key>

<array>

<dict>

<key>AppBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app</string>
<key>PayloadDescription</key>

<string>Cisco Umbrella</string>
<key>PayloadDispTayName</key>

<string>Cisco Umbrella</string>
<key>PayloadIdentifier</key>
<string>com.apple.dnsProxy.managed.DBE2A157-E134-3E8C-B4FB-23EDF48A0CD1</string>
<key>PayloadType</key>
<string>com.apple.dnsProxy.managed</string>
<key>PayloadUUID</key>
<string>59401AAF-CDBF-4FD7-9250-443A58EAD706</string>
<key>PayloadVersion</key>
<integer>1l</integer>
<key>ProviderBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella</string>
<key>ProviderConfiguration</key>

<dict>

<key>disabled</key>

<false/>

<key>internalDomains</key>

<array>

<string>10.1in-addr.arpa</string>
<string>16.172.1in-addr.arpa</string>
<string>17.172.1in-addr.arpa</string>
<string>18.172.1in-addr.arpa</string>
<string>19.172.1in-addr.arpa</string>
<string>20.172.1in-addr.arpa</string>
<string>21.172.1in-addr.arpa</string>
<string>22.172.1in-addr.arpa</string>
<string>23.172.1in-addr.arpa</string>
<string>24.172.1in-addr.arpa</string>
<string>25.172.1in-addr.arpa</string>
<string>26.172.1in-addr.arpa</string>
<string>27.172.1in-addr.arpa</string>
<string>28.172.1in-addr.arpa</string>
<string>29.172.1in-addr.arpa</string>
<string>30.172.1in-addr.arpa</string>
<string>31.172.1in-addr.arpa</string>
<string>168.192.1in-addr.arpa</string>
<string>local</string>
<string>cisco.com</string>

</array>

<key>loglLevel</key>

<string>{pre-filled in the download}</string>
<key>orgAdminAddress</key>
<string>{pre-filled in the download}</string>
<key>organizationId</key>

<string>{pre-filled in the download}</string>
<key>regToken</key>

<string>{pre-filled in the download}</string>
<key>serialNumber</key>
<string>$SERTALNUMBER</string>
<key>1abel</key>

<string>$DEVICENAME</string>



</dict>

</dict>

</array>

<key>PayloadDispTayName</key>

<string>Cisco Security</string>
<key>PayloadIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}</string>
<key>PayloadRemovalDisallowed</key>

<false/>

<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadUUID</key>

<string>{pre-filled in the download}</string>
<key>PayloadVersion</key>

<integer>{pre-filled in the download}</integer>
</dict>

</plist>

6. luvos)b |Js JAMF:
1. cew IJlbl) 1yssuvs Jodsso MDM. 168 eds 28> Jlugile ©9uo8W 2a8s.

pdlzbs: sew lu sdsu 03l w9 o puwedd 9! sew luwesleo e
©902 S [Juwolss 1dds we lugblde. JIs sgpd IJobosd: see 29¢ 035U
lJosoosdsu lds IUzel wuvdd pudod.



2. 9p wowpss pdu IJog)su gluedyd IJs 9Jsd DNS.
3. vew 99YsJ DNS! 16,9 W98 wdgsu.
4. oessu wdssu 1Jsdsd gds ol osd Umbrella:

1. OGS 28 &) 2jpd Idobusy: |>E_J com.cisco.cisco.ciscoSecurity.app.

2. Bs 28d perd 25p6 1Uped, e

com.cisco.ciscosecurity.app.CiscoUmbrella.

3. Juod pewss XML IUss wpe wgys,yo oo Umbrella
O odasu 1dess,
Suwpe XML.

5. 108y 9938 1Jubld slubod eds IJobld 1dpolwe JJizejs.
InTune

owp luols InTune pol s lJs J9go pedypele Umbrella. 1U,zle p)lzes 9elis, § Umbrella InTune
Jdewesd eJs pis pu ldpedyplo.
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pdlebé: sg> 1y o9z puvel pu puoele Cisco AMP Juslb Iduelss. 1l de odo eyl
eldsl Josl ldpuwe: x.é@_,@s webs gie lJlgsh 3s 1duods.

095 SJ

S9z> >&p Mosyle W s LvJd sy 99Jsd DNS:
© W eldd pEr 25p6 IJobusd: Isgd com.cisco.cisco. ciscoSecurity . app.

© B el pEu 256 1Jpsd: b

com.cisco.ciscosecurity.app.CiscoUmbrella.

|luolws lJpze9s yopw <key>ProviderConfiguration</key>lJs g2 9d wJdosu 299, Mosyle:

<dict>
<key>anonymizationLevel</key>
<integer>0</integer>



gee s

<key>serialNumber</key>
<string>%SerialNumber¥%</string>
</dict>

edlebs: wolbdo IUleshble 1o odsy IJizess gluoes JJubls Jodds lJodsse: 9l oo p
luolwe IJublgle wuvdd lWe)los.

|rog
odosu IJlely s Lodes pJd wg s 9JdsJ DNS:

* VS 2l¥d pEyW 2jpd IJobosé |.>E_J com.cisco.cisco.ciscoSecurity.app
* >¢do WS 1Upi9s 2jped id pzld « com.cisco.cisco.security.app.CiscoUmbrella

luvog pdo o3l steps o syvdd IJ .plist oo



1ol wélde Jodsso IJuslsg Juble IJouiésd I0S 920, Idpdd Bis plist pg cedsdle
<dict> O 9b py gJIJ </dict> 3IgJ <key>ProviderConfiguration</keys>.

2. lgwowsd Idpdelz serialNumber Lpogs) $serialnumber Jol 09 pzd> w9luwlos Security.

KERYIUN io Sw29 p29s pdd .plist pyilool zal Jodl ldpaeld. §p wogesd o3l lJs wdssy
93JsJ DNS:

anonymizationLevel

disabled

internalDomains

10.in-addr.arpa

16.172.1in-addr.arpa

17.172.in-addr.arpa



18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

172

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



28.172.in-addr.arpa

29.172.in-addr.arpa

30.172.in-addr.arpa

31.172.in-addr.arpa

168.192.1in-addr.arpa

local

TogLevel

{pre-filled in the download}

orgAdminAddress

{pre-filled in the download}



organizationId

{pre-filled in the download}

regToken

{pre-filled in the download}

serialNumber

$serialnumber



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



