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* Amazon S3

Q. Search for buckets

<4 Create bucket
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Create bucket
CD Name and region @ Set properties @ Set permissions @ Review
Name and region

Bucket name

my-msp-organization-name-log-bucket

Region

US West (N. California)

Copy settings from an existing bucket

Select bucket (optional) 2 Buckets v
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Create bucket X

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name my-msp-organization-name-log-bucket- Region US West (N.
2 California)

Properties

Versioning Disabled
Logging Disabled
Tagging 0 Tags

Permissions

Users L
Public permissions Disabled
System permissions Disabled

Create bucket
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Q, Type a prefix and press Enter to search. Press ESC to clear.
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10. 25> wog Bucket wp wwp pbldood lJduod Vs IJpuwe9sg

Access Control List Bucket Policy CORS configuration

Bucket policy editor ARN: arn:aws:s3:::my-msp-organization-name-log-bucket
Type to add a new policy or edit an existing policy in the text area below.

1 B
2 "Version": "2008-10-17",
3 "Statement": [
4 {
5 ESTdEIEE
6 "Effect": "Allow",
7 "Principal”: {
8 "AWS": "arn:aws:iam::568526795995:user/logs"
9 1,
115012843006
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{

"IJl_esl,y": "2008-10-17".

"oslo™ [

{

"M,

"dolos,": "Tduwele"

IJeos,™ {

"AWS": "arn:aws:iam::568526795995:user/log"
13

"lJgpJ": "s3:PutObject".

"lJegy>": "arn:aws:s3::bucketname/*
13

{

EUTICE I

"doles,™ b Lo

"Iders" {

"AWS": "arn:aws:iam::568526795995:user/log"
3

"lJgpJ": "s3:GetObject".

"lJp9,>": "arn:aws:s3::bucketname/*

2
{

"uug§> : ’
"LJQlCJ;SJ": "Uuu,o|a"‘
"|lJr°>L§)":

{"AWS": "arn:aws:iam::568526795995:user/log" }



"lJepJ": "S3:GetBucketLocation".
"ldegy>": "arn:aws:s3:::bucketname"

12
{

"w§> . ,

"Uoi&@j': "lduwpele”

s, {

"AWS": "arn:aws:iam::568526795995:user/log"
2

"lJepJ": "S3:ListBucket"

"ldegy>": "arn:aws:s3:::bucketname"

¥

]

}
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Log Management

Amazon S3

AWS 53 Bucket
my-msp-organization-name-log-bucket

Verification Successful

Not Configured Never

For security, we need to confirm that we're sending logs to your bucket. Navigate to your AWS account, copy your

unique token from the README file from your bucket, paste it below, and click save.

Unique Token
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Log Management

Amazon S3

AWS S3 Bucket: my-msp-organization-name-log-bucket

Last Sync: August 2nd 2017, 11:43:21 am

LAST SYNC

@ Configured August 2nd 2017, 11:43:21 am

By default all customers are logged to this Amazon S3 Bucket. Logging can be manually turned off for customers

individually from the Customer Management page.

STOP LOGGING
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* Amazon S3 > my-msp-organization-name-log-bucket

Lifecycle Analytics

Metrics

‘ Inventory
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https://docs.aws.amazon.com/AmazonS3/latest/UG/LifecycleConfiguration.html
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Settings

csce | og Management

Amazon S3

[« ] Use your company-managed Amazon S3 bucket

Amazon S3 bucket
Amazon S3 bucket name VERIFY

Learn more about Amazon S3 bucket verification »

Use a Cisco-managed Amazon S3 bucket

25231151138964

e, "luwegsle 9gle S3 1Jss was)o Cisco po Amazon" 9swe puzd ¢sblu easslu: "ess pol §8"
9"z p36 luwoudle".



Settings

atfvan] e
asco | og Management

Amazon S3

Use your company-managed Amazon S3 bucket

@ Use a Cisco-managed Amazon S3 bucket
Cisco will manage your logs in Amazon S3 for you. To learn more view our guide.

Select a Region

US West (N. California)

Select a Retention Duration

Data older than the selected time period will be automatically deleted and cannot be recovered.

30 days

25231151158036
S pub 9o

wg> udlb 1Juoelss IJl8Jspsé pops Joddsd jeu IU9uesd eus wuisd IJuwedle IUs 1Jg9le
Jrsd. gublo@ ldpulb@ 1Jes)ze Bs IJBlses [Jpulb @ 1Jeolzs Bs 1Jleli90 S3c 9dIdy JI
w9, gese IJeulbd. eds wwosd Idpeld: Iduoso €8y prrs S IJSlspes.

itey IJeolb@s IUIE, 0 [JsY pu 1JBkses IJpouwsds. I3l Joo oo Bs wiss) pubdod Bs
lJpuwoded: Sgw 239 leshbloed 1Jzldss slduse po 2o8o.

OIS p26 lgwougle
036 IJlguoudle os wuuwlbs 719 1419 30 s9pl. wes 1JB,6 150086 1Jpes36: sop lUs zpse
lIJoslule 9dl spdu luvaysboel wguo Idub) gu ls Juse. u9uos v 9e)6 jpuss 18 Bl Jlue

29,6 Idlowdle Jssd gbss. spdu wéss) 26 Ilpwondle Ss 98w Jled.

w83 Vslpd Llple Idoprssled lu®) Wl IJolds sbde pud oldss pubed 9es00l



Do these settings look ok?

If you wish to change your region in the future, you will need to delete your current bucket and
start over. Retention duration can be changed at any time.

Storage Region Asia Pacific (Seoul)

Retention Duration 30 Days

25231181211796
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We're activating AWS S3 export now...

_—

D

We're still working to create your AWS S3 bucket...

Once activation is complete, we'll provide you with keys to access your new bucket.
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Active (Managed) Sep 28, 2017 at 10:19 AM

Ve're se DUCKe
Storage Region us-west-1
Retention Duratior 30 days
Bucket Name  s3://umbrella-managed
Last Sync  Sep 2B, 2017 at 10:19 AM
Forget your keys?
) can regenerate them below. Note that this will invalidate any existing keys
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S3 LOGS

Centralized Log Management
To enable centralized log management, a centralized bucket needs to be set up in the Log Management page.

Individual Log Management

Configure lo:

DEPLOYMENT PARAMETERS

( q i Show install command r
1918 1300a53676a576151b1¢37 BY95S How to set up RMM scripts

DELETE THIS ORGANIZATION CANCEL m
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