welbsd sple IJgpsd IUlpws s, 1dpr€9w
sol J MacOS g Windows

lJp 95,00

SueW o3l IJpwows gpdse IJoewse J Cisco Secure Client 9dswse IJIRosh pu 923le I.Ji,olg
lJIgoshsé.

Sews Secure Client Js £33 po 9eole IJlelo Il eshss wel B 3JY Umbrella. Jlgb lpo szw
eds Ui,jJ oousw JJ pu 1J9zré Iduplbssé Core VPN 99236 Umbrella |Juplosé.

*spdu oebsd 9bsuds IJ uwds 1Jgluos IUbloyss (VPN) lzoshs! ieule IJodwse 9JIo ol
Sild See woose 1d9esd IJupbss.

IJososo 1Usr9s

loule IJodose 10898 suvobse Ideuwctse wounlbs weoss IUsesle IJuebss IUpbds,s*
loole pelde oo wso.



€ Cisco Secure Client Install ... — L] X

Select the Cisco Secure Chient 5.0.01242 modules you
wish to mstall:

m Core & AnyConnect VPN
Start Before Login

Network Access Manager

Secure Firewall Posture

u
u
u
m Network Visibility Module
u
u

Umbrella
ISE Posture
Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

27186566210836

* St weas> Umbrella. s zld welbsd "Core & AnyConnect VPN" swp websd 9lbsu96
IJuibods 1Jgluos [Ublo,ss (VPN). 9JJo JI ejld 9236 Iduvwds 1Jgl s IUblo,ss (VPN)
Il wsé o wol piwed Jivel w9d, wlez wuvésd luwluuss J Umbrella.

oee9s 2ied IJuuiy Idpuwed Ws Windows gJds pdudle MSI pgodwds JIJ 9236 uplbse.
J3JY pl gdsd pwss cowse pdile MSIIdebdses (Core + Umbrella).

oBluosd Vs IJpdlds Cisco Secure Client (Ws wble IJogivgsd Windows) - wyulpz wrysws
Jdouiy Idodylss



oousw Mac OSX g, 1Jpe)low

g0 oubtsd wl)s36 £5) plSwe: 09p 23p6 IJ0U Iauwed J Mac OSX wotuse zase
Iszsle IJoplbss "lJg psd ITes". 05 1oy gw) bole IJouvgsd IJoddlss: po ldpzoed iu
Swp CEuse 9pdle Secure Client ig)s SlJos §> ©dso Es) prgde Bsol. B 03l I uwsulyss:
sew loveple 25eé el God IJugin 9otursuool gds 0dllb wolss MAC Less sop wuss
IJsz>le Idupbse IUpbdywo W §b.

()Jﬁ{)é Eil()é

ouved Idogdsele IUgbsle 1Ujissuvsd IJeldss:

—

Nouble 2jpo .dmg $lods JJJwlus.

. 8p lousle install_options.xml JJl_weésle loule IJoowse Jdopde B 1dogsle
IJupbsé ldos wp vowswol.

- 9p wluolws pJuwd ACTransforms.xml o oo [Js IJz)po IJos oz 9bswos VPN.

o pdod g ssd Umbrella (Orginfo.json) | 1Jzies Ides cuvee JJgpsd wldouszsd.

- 8p woessd 1Uzies p)6 1256 1Js DMG JJ@)les B $lb.

L 9p woduse IUgjes gu) CLL Jog)ss pJuws install_options.xml IJeg o 0.

N

o O bW

lJgbgs 1. we9sd gjes .dmg

Bp woz9sd 25p6 .dmg ey 2lJé 1J@,les Bl [Js )les-Jolué. Lluuagsle 1316 Disk Utility I
hdiutil Jpl 09 0907 B IJLo9,)6.

hdiutil convert cisco-secure-client-macos-<version>-predeploy-k9.dmg -format UDRW -o csc-writeable.dmg

ser@users-Mac Downloads % hdiutil convert cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg —format UDRW —o csc-writeable.dmg

R A0 NG ProtaCTive Mas o Bt R O T D R B e ———————
Reading GPT Header (Primary GPT Header : 1).

Reading GPT Partition Data (Primary GPT Table : 2)..

Reading (Apple_Free : 3)..

Reading disk image (Apple_HFS :

Reading (Apple_Free : 5)..

Reading GPT Partition Data (Backup GPT Table : 6)..

reated: /Users/user/Downloads/csc—writeable.dmg

27106629330836

IUgo9s 2. $p woguésd Idpdo 1Jpezsd

I wouvgsd filecsc-writeable.dmg |Jpzed Jozesd u29,6 DMG. s958 3JY [Js luuble 926
SISV WS EJs peussle DMG ylods JJdolué.



iCloud Drive

Cisco Secure Client 5.1.2.42

27106629341972

1Jglo9s 3. 9p wluuble pJuo install_options.xml

SW9p lJpdus install_options.xml wodssy gzl IJupbss IJos we oowswel 9spIdy
o996, 0l Y9 wsbos vowse J Cllgldowwsole [dedeyzs. s99p install_options.xml 1Je,<99
vodsu Idgpsle [dupbse IUplbdyws W9l (Umbrella + VPN).

Spdud wuvdd lRoshs lugile pdw install_options.xml 1Jgluo wd 9edgswo (wadl pu luwedsle

IJpdd 1Jpy88) wluwegsle o3l 1Jie:

installer -pkg /volumes/Cisco\ Secure\ Client\ <version>/Cisco\ Secure\ Client.pkg -showChoiceChangesXM

userfusers-Mac Downloads X installer -pkg /volumes/Cisco\ Secure\ Client\ 5.1.2.42/Cisco\ Securs\ Client.pkg -showChoiceChangesXML > =/Downloads/install_choices.xml

27106629347732
1IJgb9s 4. luwedz tsble IJoowso

Spdu wess) install_options.xmlfile IJeuog e Jopdso 1U9e6 [Jupbss IUpbdsus. sose 03l
lJeeld 9esle Umbrella+VPN JeloJ9é.



<?xml version="1.8" encoding="UTF-B8"7=>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.@//EN" "http://www.apple.com/DTDs/Propertylist-1.08.dtd">
<plist version="1.@8"=>

<array=>

<dict>
<key=attributeSetting</key=
<integer=1l</integer=
<key=choiceAttribute</key>
=string=selected</string>
<key=choiceldentifier</key=
=string=choice vpn</string=

<fdict>
=dict>
<key=attributeSetting</key=
=integer=@8</integer=
<key>choiceAttribute</key>
<string>selected=/string=>
zkey>choiceIdentifier</key=
=string=choice_websecurity</string=>

<fdict=

<dict=>
<key=attributeSetting</key>
<integer=@</integer>
<key>choiceAttribute=/key>
=string=selected</string>
=key=choiceldentifier</key=

</fdict>
«dict>
<key=attributeSetting</key=>
<integer=1l</integer=
<key>choiceAttribute=/key=>
=string=selected=/string>
=key=choiceldentifier</key=>
<string=choice_dart</strings|

=<fdict=

adict=
<key=attributeSetting=/key=
<integer=8</integer>
<key>choiceAttribute=/key>
=string>selected=/string=>
<key>choiceldentifier</key=
<string>choice_posture</string=

<fdict>
<dict>
<key=attributeSetting=/key=
<integer=@</integer=>
=key=choiceAttributes=/key>
=string=selected</string>
<key=choiceldentifier</key=>

</dict>
=dict>
<key=attributeSetting</key=
<integer=@</integer=
<key>choiceAttribute</key>
<string>selected=/string=
<key>choiceldentifier</key=>
=string=choice_nvm</string=>

<fdict>
<dict>
=key=attributeSetting=/key=>
<integer=1l</integer=
<key=choiceAttribute</key=>
=string=selected</string>
<key=choiceldentifier</key>
=string>choice_umbrella</string=

</dict=

=farray=
</plist=

4403651529492



208 5390 pJB XML Lotwse Uireds VPN (sldos sop leblol Jizdl): 9923le
Umbrella Roaming Security 99z>le DART pu gJld wessu Bspeé IJess Iduoese eds 1
sogssu lJolds eds 0.

1Jgb9s 5. §p vlp)le wessile gds pJd ACTransforms.xml Jlgdle 9lo s 96
lIJubedo IJgluoo IUbloysse (VPN)

JIgSle 9256 VPN IJuplbss: §p wogys) ACTransforms.xml:
/Volume/Cisco\ Secure\ Client\ <version>/Profiles/ACTransforms.xml

oew peds pddle IJoiLos o seolz pJud ACTransforms.xml iy sdso 1wl
<disableVpn>true</disableVpn> w>9¢y wgJs .

pewssle pJwd ACTransforms.xml:



<!-- Optional AnyConnect installer settings are provided here. Uncomment the setting(s) to perform opti
<Transforms>

<!-- <DisableVPN>true</DisableVPN> -->
<!-- <DisableCustomerExperienceFeedback>true</DisableCustomerExperienceFeedback> -->
</Transforms>

1J¢b9s 6. cowse pdd wg)sd Umbrella

O wouisd pdWd wg s 9236 Umbrella IJuploss (orginfo.json) oo J9zo ped9ele Umbrella
(epdsle gy > lzess IUdewsses IJecrsds > Idouisdlo). sew wads) edd IJogisd
Jdepsd Jdogwesd Bs s pedsple Umbrella g9bsdcol. $915 wuppsue s 2jpd
IJoeose s pugd pou vy Jpops ciose pbé Idoi.

2Ob pJU IJog s IJs lopsle [Jugisu/Ciscol Secure) Client\
<version>/Profiles/umbrella/Orglnfo.json

userfPusers—Mac Downloads % cp_DrgInfo.json /Volumes/Cisco\ Secure\ Client\ 5.1.2.42/Profiles/umbrella

7106774340628
1Jgb9o 7. 8o wwzssd IJz)ed |Js @)les B 9b

Ip wlolz 9256 wgisu DMG gluwwgse hdiutil Jogsdol IUs 'JJ@)les B3k’ spdy wed 3Jd
w9358 ipd I )led Vb eds IJeuworpsu Iuolisssu.

diskutil eject Cisco\ Secure\ Client\ <version>
hdiutil convert csc-writeable.dmg -format UDRO -o csc-readable.dmg

userfusers-Mac Downloads ¥ hdiutil convert csc-writeable.dmg -format UDRO -o csc-readable.dmg
Preparing imaging engine..
Reading Protective Master Boot Record (MBR : @)..

(CRC32 $DC45292C: Protective Master Boot Record (MBR : @))
Reading GPT Header (Primary GPT Header : 1)..

(CRC32 $4AEDDB&SE: GPT Header (Primary GPT Header : 1))
Reading GPT Partition Data (Primary GPT Table : 2)..

(CRC32 $4A@AL1F17: GPT Partition Data (Primary GPT Table :
Reading (Apple_Free : 3)..

(CRC32 $000eeeed: (Apple_Free : 3))
Reading disk image (Apple_HFS : 4)..

(CRC32 $B47BA102: disk image (Apple_HFS :
Reading (Apple_Free :

(CRC32 $eeeeeeed: (Apple_Free :
Reading GPT Partition Data (Backup GPT Table :

(CRC32 $4ABA1F17: GPT Partition Data (Backup GPT Table :
Reading GPT Header (Backup GPT Header : 7).

(CRC32 $9449E069: GPT Header (Backup GPT Header :
Adding resources..

Elapsed Time: 7.251s

File size: 142748182 bytes, Checksum: CRC32 $5A9B808DAS
Sectors processed: 471048, 278772 copied

Speed: 18.8BMB/s

Savings: 40.8%

created: /Users/user/Downloads/csc-readable.dmg

27106613679252



Uz 096 8. §p Lot use Secure Client 15 98, INSTALL_OPTIONS.xml

SpdU wudss pJd DMG JpeJud ghs (wuvdd wBleds) 19 sop 3880 oo ¢dld popé oL
opw Jolowel puwedl/eyews.

1. 98 wiulpz vwos: $p wLSIY 25pé DMG. :

2. lpwodsle ldpowe Joowse Cisco Secure Client.pkg. pu Idpope lsuol w9,
INSTALL_OPTIONS.xml _o oy IJ9uvsbo -applyChoiceChangesXML. zse wogdp 030 WIS
lJozslo IJuplbsé IJos we wouswol.

hdiutil attach ~/Downloads/csc-readable.dmg
sudo installer -pkg Cisco\ Securé\ Client\

/Cisco\ Secure\ Client.pkg
-applyChoiceChangesXML  ~/Downloads/install_choices.xml

-target  /

userPusers-Mac Downloads X hdiutil convert csc-writeable.dmg -format UDRO -o csc-readable.dmg
Preparing imaging engine-
Reading Protective Master Boot Record (MBR : @)-

(CRC32 SDC46292C: Protective Master Boot Record (MBR : @))
Reading GPT Header (Primary GPT Header : 1).

(CRC32 SSAEDDBSE: GPT Header (Primary GPT Header : 1))
Reading GPT Partition Data (Primary GPT Table : 2).

(CRC32 $4ABALF17: GPT Partition Data (Primary GPT Table : 2))
Reading (Apple_Free : 3).

(CRC32 Sopooeeed: (Apple_Fre 3))
Reading disk image [Apple_HFS :

(CRC32 $B47BA1@2: disk image (Apple_HFS : 4))
Reading (Apple_Free 5)-

(CRC32 Sepaeao@d: (Apple_Free :
Reading GPT Partition Data (Backup GPT Table :

(CRC32
Reading GPT Header (Backup GPT Header

(CRC $9449E069: GPT Header (Backup GPT Header
Adding resources.

File size: 142740182 bytes, C
Sectors processed: 471040, 27877

ed: 18.BMB/s
Savings: &0.8%
created: fUsers/user/Downloads/csc-readable.dmg
user@users-Mac Downloads X hdiutil attach cse-readable.dmg
Checksusming Protective Master Boot Record (MBR : 8)-
Protective Master Boot Record (MBR :: verified CRC32 $DC45292C
Checksumming GPT Header (Primary GPT Header : 1)-
GPT Header (Primary GPT Header : 1): verified CRC32 $6AEDDB&E
Checksumming GPT Partition Data (Primary GPT Table : 2).
GPT Partition Data (Primary GPT Tabl: verified CRC32 $4ABALF17
Checksumming (Apple_Free : 3).

{Apple_Free : 3): verified CRC32 $00000000

Checksumming disk image (Apple_HFS : &).

disk image (Apple_WF verified CRC32 $B47BA102
Checksusming (Apple_Free : 5).
(Apple_Free : §): verified CRC32 500000880
Checksusming GPT Partition Data (Backup GPT Table : 6)-
GPT Partition Data (Backup GPT Table: verified CRC32 S4ABALF17
Checksumming CPT Header (Backup GPT Header : 7).
GPT Header (Backup GPT Header : 7): verified CRC32 39449EBLT
verified CRC32 $5APB8DAS
Jdev/disk2 GUID_partition_scheme
fdev/disk2sl Apple_HFS /Volumes/Cisco Secure Client 5.1.2.42
user@users-Mac Downloads % installer -pkg /volumes/Cisco\ Secure\ Client\ 5.1.2.42/Cisco\ Secure\ Client.pkg -showChoiceChangesXML > =/Downloads/install_choices.xml

27106613687572
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