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https://community.akamai.com/customers/s/article/Why-is-Akamai-blocking-me?language=en_US
https://docs.cloudbees.com/docs/cloudbees-ci-kb/latest/client-and-managed-controllers/ssl-handshake-alert-unrecognized-name
https://stackoverflow.com/questions/56786496/how-to-fix-sslprotocolexception-handshake-alert-unrecognized-name-without-disa
https://www.ssllabs.com/ssltest
https://www.ssllabs.com/ssltest

Client aborts on SNI unrecognized_name warning

Java 7u25
RSA 2048 (SHA256) | TLS 1.0 | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java Bu161

. RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java 11.0.3 ] ]
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java 12.0.1
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256ri
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€ 502 Bad Gateway

An upstream server error has occurred. If you believe you are seeing this message in
error, please contact your network administrator,

This page is served by Umbrella Cloud Security Gateway,

Server: swg-ngink-proxy-https-abf0606f27 56 signgink.sin
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<{froot>

curl -vvv "" --ciphers TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 >> /dev/null
curl -vvv "" --ciphers ECDHE-RSA-AES256-GCM-SHA384 >> /dev/null

Testing website Wth Proxy:

- curl -x proxy.sig.umbrella.com:80 -v xyz.com:80



curl -x swg-url-proxy-https.sigproxy.qq.opendns.com:443 -vvv -k "https://www.cnn.com" >> null
Testing website w thout Proxy

: - curl -v www.Xxyz.com:80

Mac/ Li nux:

- curl -vvv -o /dev/null -k -L www.cnn.com

W ndows:

- curl -vvv -0 null -k -L www.cnn.com
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The connection for this site is not secure &

valuedoor2.smbc.co.jp didn't accept your login certificate, or a login certificate may not have o

been provided.
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|tcp.stream eq 6 ] v| +
No. Time Source Destination Protocol Length Info
101 7.e3@7e9 10.20.0.100 2az.221[§§5.9? TLSv1.2 571 Client Hello
116 7.€79591 202.221.255.97 10.20.0.%0 TCP 6@ [TCP Window Update] 443 + 51642 [ACK] Seq=1 Ack=1 Win=65280
117 7.es80011 202.221.255.97 19.20.0.100 TCP 60 443 -+ 51642 [ACK] Seq=1 Ack=518 Win=64768 Len=@
121 7.397637 202.221.255.97 10.20.9.100 TLSv1.2 1434 Server Hello
122 7.397637 202.221.255.97 10.20.9.100 TCP 1270 443 -+ 51642 [PSH, ACK] Seq=1381 Ack=518 Win=64768 Len=1216 [
123 7.397819 10.20.0.100 202.221.255.97 TCP 54 51642 » 443 [ACK] Seq=518 Ack=2597 Win=262144 Len=@ |
124 7.440687 202.221.255.97 10.20.0.100 TLSv1.2 1434 Certificate, Server Key Exchange
125 7.440607 202.221.255.97 10.20.0.100 TLSv1.2 268 ate Request, Server Hel
126 7.440699 10.20.0.100 202.221.255.97 TCP 54 443 [AC q=518 A
A4AT T Aanca AN AN A Aan AAA AN4 ACc AT Trn caA CAcAan . aad FocTm ArEY Cam €10 A-L_A903 1 a ACATAA |~
< >

Transmission Control Protocel, Src Port: 443, Dst Port: 51642, Seq: 3977, Ack: 518, Len: 206
[2 Reassembled TCP Segments (487 bytes): #124(299), #125(197)]
¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
Content Type: Handshake (22)
Version: TLS 1.2 (ex@3@3)
Length: 482
“ Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 478
Certificate types count: 3
v Certificate types (3 types)
Certificate type: RSA Sign (1)
Certificate type: DSS Sign (2)
Certificate type: ECDSA Sign (64)
Signature Hash Algorithms Length: 24
Signature Hash Algorithms (12 algorithms)
Distinguished Names Length: 246
Distinguished Names (446 bytes)
¥ Transport Layer Security
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curl https://www.xyz.com -k --header 'X-Forwarded-For: 1.1.1.1' -o /dev/null -w "Status Code: %{http_co
Status Code: 502

curl https://www.xyz.com -k -o /dev/null -w "Status Code: %{http_code}" -s

Status Code: 200
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