lwodoldd [gble 21, zolsé ASA IUss Spus
9bliso DNScyrpt oy IJzol; IUblo,ys Umbrella

9luodlzol

lJp 95,00

oL 030 1pdlJs Jsbss luuad il Tgble 9o 588 2l 231, 2plsd ASA sl odlzol.

SpIdu 1 $89p 231 2plsé Cisco ASA Lzl 9bol:scd DNScrypt IJw.s 9,0l IJzols 1Ublo,s
Umbrella. s9>s o3l |Us wzids) J9go pedsple IJplbJs ol

entries/57607634#dnscrypt-disabled
Spdu lsuol J8ss Humlisd 1Jgbl 030 Bs yuzdle 23l zplss ASA:

Dropped UDP DNS request from inside:192.168.1.1/53904 to outside-fiber:208.67.220.220/53; 1abel length
wp wuopsSe wuvds) DNSCrypt Jeplss peossle luvegdlele DNS 1UglLoé o 9eds ol
IJozse 598 lsual zlu 1Jzelssé pu lle BSzuo 1Jzips.

lJuvouw
STw IJl couwow 030 IJitJols: Bs olos, S9lgo Is puvwEdpe 596 DNS.

Suuwnd IJzols [dbloys luwogdlplo ool Jogsss w9d, DNScrypt 9o luwegdlple IRl



IJos wp ebyol. 9pg 3JY: wubvs, suwlisd 1ol 030 |Js 1o 1Jzols IUblo,s JI suosed lolul
loldsl po edld ©ubSs) 2996 p19) DNS 1Jgl0d wuided.

b

WS wogbsd Weuo gip DNS Joyds pg) Idwslule wso ldzels Idblo,s 9p288s DNS J
Umbrella. eds Irép pu lo o3l sge) IJouvesd 99200 IJey9wsded eds ASA: Bluo Szuwy
WJiple oldowple woub.s, DNS.

pdizbbs: sop o) 030 IUlsle) JJogzso BEb 559,05 wluwouuhs gus) Cisco $ud
l2le s céssile eds wsiss Idloclz.

Isuol Ju eds ede wodl lUesw eds ASA &> $9¢) £Js DNS o,y TCP. gldss spdu Iu
sowww lsupl Bs euuldd pg DNSCrypt:

>&p Bz o DNS CSCsm90809 J DNS g, TCP

lpwoouolele Bpoo 1Je;06 - I9lo, 10S


https://tools.cisco.com/bugsearch/bug/CSCsm90809

1. 9p wluuvle @lisps wedp Vs 1J9uo9d (ACL) 23836 wuwpes 'dns_inspection’ pg (99le>

Jrbuo 236 1,9, 1Js 208.67.222.222 ¢ 208.67.220.220.

<{froot>

access-1list
access-1list
access-1list
access-1list
access-1list
access-1list

dns_inspect
dns_inspect
dns_inspect
dns_inspect
dns_inspect
dns_inspect

extended deny udp host
extended deny tcp host
extended deny udp host
extended deny tcp host
extended permit udp any any eq domain
extended permit tcp any any eq domain

<Appliance IP> host 208.67.
<Appliance IP> host 208.67.
<Appliance IP> host 208.67.
<Appliance IP> host 208.67.

220.220
220.220
222.222
222.222

eq
eq
eq
eq

domain
domain
domain
domain

For VA 2.2.0, please also add our 3rd and 4th resolver |IPs which are al so enabl ed for encrypt

IP> host 208.67.
IP> host 208.67.
IP> host 208.67.
IP> host 208.67.

220.222
220.222
222.220
222.220

domain
domain
domain
domain

access-1list dns_inspect
access-1list dns_inspect
access-1list dns_inspect
access-1list dns_inspect

extended deny
extended deny
extended deny
extended deny

udp host
tcp host
udp host
tcp host

<AppTiance
<AppTiance
<AppTiance
<AppTiance

eq
eq
eq
eq

L Gp wlilJs Lusluws Bzoo DNS 1Jzldss gds ASA. gds uvosd IUpeld:

ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# no inspect dns

NJogile gsbo Wsoe wblud Blisps IJozde Vs 1Usuo9d (ACL) Idos wpe lugilyel WBs
|Jgbgo #1:

class-map dns_inspect_cmap
match access-Tist dns_inspect

. 8p wodsu Ersbs Lusluws opw global_policy. szw lu seblud o3l pg ¢)sbs
lJoise IJos wp lugvlgel WS 1Jgbys #3. §p wwpdsy Kguo DNS.

policy-map global_policy
class dns_inspect_cmap
inspect dns

5. 9wz wpdsuol sedud Ioedd eu lu 298 1enss cuod Is Iluwoueh go
b)sy lJogvesd:

sh access-Tist dns_inspect

lovooulele Weuo 1dz)p - 9lges ASDM

1. 8p l9dl wogbsd s Beuo Jeje DNS 31 Jig 3J9 ppduol.asoe 309 Bs IJodssy >
2l 1Jzelss > 9sle> Gwsluws 1Ug>ps.



Fie Vew Tok Waads Wndow Hep Jrros e seard IR

@ vone [ contnaaton] (] morsorns | (i swve @ et QY ok () rorvrt| D v cisco

Device List | Boakmarks | m]
Device List & 8 %
4 add - [ Edt Delete | + & B | - Fird iagram Y Packat Trace
P ; & i | & L Q 3 piagr 3
- Traffic Classiicati [ Ruds Actions t
[ —— Nome | # [Enasbled]| match | Source [ SrcSecurty Group | Destination | DstSecutyGroup | Service | Tme |
3 14.36.118.254 = Global; Policy: ghobal_policy
sfr-cmap 1 FF DByMastch 8} 14.36.116.101 @ any
2 P OBMatch 8} 14.36.116.101 @ any
Firewall @ 8 3 P OEyMatch 2} 14.36.116.205 @ any
9] fccess Rules + W OfMatch @ any @ oy

B30 Fiter Rules
[ Public Servers
JIL URL Fikering Servers
&3 Theeat Detection
@° ldentity Options
ﬁ Identity by TrustSec
¥ 3] Botnet: Traffic Fiter
.2 Objects
0 Unified Communications
=T Advanced
Anki-5pacfing
- [ cerficate Management
W& Fragment
-1y, 1P Audit
o) SUNRPC Server
TCP Options
Shobal Timeouts
g Virbual Access
ACL Manager

andard ACL
er-Session NAT Rules
B PAT Port Block Alocation

oty Devcssevp

e

glj Remote Aocess YN

ggse-«-ae PN

[7), pevice Management

4| | LI
» Apr I Reset

2. Vs ldpelde sop wpdsy Iguo DNS Loeo 1o "wog gle" 9"Weo_default”. ;950

09 91051686 2. B Idlbly 1> Be wlJgle s Idprve IUglo o "DNS"

Traffic Classification | Default Inspections Rule Actions |

Pratocol Inspection | ASA FirePOWER. Inspection | Connection Settings | QoS | MetFlow | User Statistics | Cluster |

I Select allinspection rules
[~ CTIQBE =l
[~ Cloud Web Security Configure...
[~ DCERPC
B G
[V ESMTP Configure...
v FTP Corfigure...
|v H.323H.225 Configure...
¥ H.323RA5 Configure...
[~ HTTR Configure...
v 1cMp b
[~ 1CMP Error
s
m Configure. ..
[V IP-Options Configure...
[~ IPSec-Pass-Thru C
[ 1P
[~ LIsP
i = El

’TI Cancel Help

e edled IJowsse "lele 1UEless".

3. IJlu spdod g6 wdosy Bpuo DNS. 030 1p,6 pg ledlele 2,36 1dp)9) Iluolds6.
lod, W98 luolds > §less wog IUgsps Add Service Policy...



|8 Cisco AsDM [_[=]=]
Fle Wiew Tools Wizards Window Help [rvee tos e I|l ||l
. s
@MUMM | sove @ refresh O pack () Forvard | D el cisco

Device List | Bookmarks

Rl -
Device List g g X @add [+ EEdt [Rodete | + & | ¥ T M - QFind 3 Disgam < Packet Trace

@ nod [ Delete & Connect

9 dd Service Policy Rule... = =
E—— I | raffic Classiication _ _ _ . 1
EEa e & Add Managemert Service Pobcy Rule... Sowce | SrcSecurkyGrowp | Destinstion | DetSecurkyGrowp | Servkce | Tme | °
14.38.118.254
Ee]14.36.118.254:444] Ly Lo

Fnsert After...
sfr-cmap 1 F DMatch B 14.36.118.101 @ any 1@ hitps
2 P DBMatch B 14.36.118.101 @ ary - hitp
3 F DBMetch 2 14.36.118.205 @ any = tp
4 F Dmstch @ any @ any e hittps

[y Public Servers
22 LA Filtering Servers
a Threat Detection

4. 233 "ele - sbod eds zase Islzole” o) eds IJolds (spdud lsual wbuss o3l
gJs 91zod pesué 15l o).

g__'#t Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1@ Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule,

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level, IF a service policy already exists, then you can add a new rule into the existing
service policy, Otherwise, you can create a new service policy.

Ii"':~il_|=':' - {create new service policy) v

Policy hame; |inside-palicy

DEscripEian; I

I~ Dropand log unsupported 1P

(+ Global - applies to all intetfaces

Paolicy Name: I.]Ir.hal_pr.'i.",' *

Description: |

[~ Drop and log unsupported IPvé to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

< Back | Next = I Cancel | Help I

5. 8p wleble luwp JEHsbo 1Jss (ds gwvesd [Jpeld 'dns-cmap') 9235 [Jgsh "suslu
IP 1Jeu0s) 91dszos (suwwgse Slises IJozde B 1dsuesd)". lod) Idelds.



f# Add Service Policy Rule Wizard - Traffic Classification Criteria

(¢ Create a new traffic class: ]dns—crnap

Description {optional): ]

Traffic Match Criteria
[ Default Inspection Traffic

[V Source an

I~ Tunnel Group

[~ TCP or UDP Destination Port
[~ RTP Range

[~ IP DiffServ CodePoints {DSCP)
[~ 1P Precederce
[~ Any traffic

(" Add rule to existing traffic class:

Rule can be added to an existing class map if that class map uses access control list (ACL) as its traffic match criterion,

" Use an existing traffic class: |test v

(™ Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation.

< Back. | Next = | Cancel | Help |

6. Iuol vodssu Yo 1Uey9) Idos Jl oyss Wzuool wlugwedsle IJlz)le "esp Idpble§o".
Jdpuprs sedud luwogsle 1Jgsh "ls" JlgSle 2598 1e)s) 1Jpszoes IJs 9lse DNS
lJgluoo « Umbrella. wsJl po 3JYe spdud logile ogrsd Jlisu yvwds oul
Jiwooule goslo IP 1Jgluo wldzols Idbloys wib.



= Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: ¢ Match % Do not match

Source Criteria

Source: |anv

User: I

L f L f L

Security Group: |

Destination Criteria

Destination: |

Security Group: |

1

Service: fin]

Description:

Mare Options

< Back I exk > | Cancel I Help |

7. bbby ... eds IJglso peld. WOs IUlbl) IJelds: lu@) eds luolws > Jisy 1duveJo
938p wluuble Jlisy wluwwgsle gusly IP 1Jglue o '208.67.222.222". U, 030 IJE 9o
Jlouvle Jlso wewsly IP '208.67.220.220'.




f= Browse Destination

o Add

A

@ Edt [ Delete ‘ @ Where Used € Not Used

|58 Metwork Object. .. | Filter|Clear

,LsE; Metwork Object Group... |

Metmask | Description | Object AT Add... |
- Metwork Objects -
.@ any

@ any4

@ any6

= Cisco,com dl.cisco.com

B DNs1 172.18.108.34

[ DNS1-Nat 14.38.118.252

[ DNS2  172.18,108.43

E!. DNS2-Nat 14.38.118.253

LB AMC 14.36.118.90 —

B Hitesh  14.38.118.111

. Inside-Net 14,36.118.0 255,255.255.0 office (F)

- @ inside-n... 14,36.0.0 255.255.0.0

Q jvoungt... 14.36.118,198

. @ jyoungt... 172.18,124.30

H kklous-i... 1.1.1.1

.o office-n... 172,18,254.0 255,255.255.0

[ Open_... 208.67.220.220

- Outside. ., 14,38.118,0 255,255.255.0 office (P)

@ outside... 14.38.118.0 255,255.255.0 =

Selected Destination

Destination -= | I

= Edit Network Object

Mame: |Dpen_D MS1
Tvpe: IH-:st LI
IP Yersion: + IPvd4 O IPv6

IP Address: IEUS.S?.ZZD.EEU

Description: |

Ok Cancel l Help |




8. iu'o;éo JJl pu g Jé pbdé Jlsy |ds IJglss pzld 9b 9b 96 OK.

& Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: { Match % Do not match

Source Criteria

Source: ]any |
User: | _l
Security Group: I _l
Destination Criteria

Destination:  [Open_DNS1 =
Security Group: | J
Service: Iip _l
Description:

Mare Options

< Back | Next = I Cancel I Help |

9. B IJlbl) IJelds: 235 1Jeyoe "DNS" slod, w898 loole.



= Add Service Policy Rule Wizard - Rule Actions

Protocal Inspection | 454 FirePOWER. Inspection | Connection Settings | QoS | MetFlow | User Statistics | Cluster |

[~ CTIQEE =
[~ Cloud Web Security Configure, .
[~ DCERPC Configure, ..
i Configure. ..
[~ ESMTP configure. ..
[~ FIP T
[~ H.323H.225 Configure. ..
[~ H.323RAS Configure. .
[ HTTP Configure. .
[~ 1cMP
|~ ICMP Error —
[T ns
[~ m Configures ..
|~ IP-Options Configure. ..

[~ IPSec-Pass-Thru

[~ 1Pve

[~ Lisp

[ mmp Configure. ..

e e d

< Back I Finish | Cancel | Help |

10. s&,00 ASA IJIG Iduwsluws 1Jeldpsé 1zass6 J 'dns-cmap'. loe oeolz 1J1s 1o
subdd IJeds e19) powd o 9o Seuow « IJ ASA. ss0p 1JSSle ©3Jd pu 2JIJ
IJody win Idelauw Idlseo B9 'dns-cmap’ 9ozass 1Jesh "bolz wes.." pel s2dd

Olesé gos06.
®add v FeEde [Joeete | $ & | % Ba M@ -

Q, Find 29 Diagram 7 Packet: Trace

Traffic Classification .
— - - - Rule Actions
hame | # [|Enabled | Match | Source | SrcSecwity Group | Destination |  Dst Security Group | Service Time
= Global; Policy: global_policy
inspection_de... G Makch @@ any &P any @ default-inspec... @, Inspect ESMTP
Q, Inspect FTP
(13 more inspect actions)
sfr-cmap 1 W CEymacch &) 14,36.118.101 @ any 1t hittps
2 W CBmMatch &) 14.36.118.101 @ any T hittp
3 W CfyMabch B, 14.36.118.205 @ any i top
4 ¥ CEymatch @@ any e https
dns-cmap 1 v | FZ Min e o

% Add Service Palicy Rule...
g Add Management Service Policy Rule...
&=

& Insert...
m Insert After...

& Edt...

ﬁ Delete

& Cut Clrl+
B CrrlC

&9 Packet Trace, ..

Rule Table Settings...

1. Vs igJ olwss lu @) eds Idolds epe eds ) "luolwve Bless |Us Wiso gyds 1Ue)9)
lJp9z29206:". 23> "DNS-cmap” oo 1J8lises IJpuwsrds Sp lug) W98 IJolds.



f® Add Service Policy Rule Wizard - Traffic Classification Criteria

(" Create a new traffic class: Iglcnbal-cl-‘:ss

Description (optional): |

Traffic IMatch Criteria
I™ Default Inspeckion Traffic
I© | Source and Destination IP &ddress (uses ACL)
I= Tunnel Group
| TICP or UDP Destination Park
I~ [RTP Range
I™ 1P DiffSery CodePoints (DSCR)
I 1P Precedence
I~ &ny traffic
(¢ Add rule to existing traffic class: m

Rule can be added to an existing c[5ff-CMap tlass map uses access contral lisk (ACL) as its traffic match criterion,

(~ Use an existing traffic class; |test v

" Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation,

< Back | Mext = | Cancel I Help |

12. e, d 1dlple o 'Match'. (2o, puos) 296 1Jpns) Idos wiuoe Jodosuy DNS
99zowol 9g>pu0l. eds wosd Idpcld vzu wblod 2)9s p)9) Iduslule o ls gosd

Ao & wah Dot

Sdou |Js gbp TCP l9 UDP DNS. I5 8, 9.8 Next (IJelds). ESES

13. le,d 1Jgsly 'DNS' pessl slud) eds luole.
14. 108, 898 wbusd B luudd 1Jolwss.



add - EEdt [Joeete 4 & % B3 0 - | QFind FdDiagram o7 Packet Trace

Traffic Classification
Rule Actions [
Name | # [Ensbled [ match | Source | SrcSecwity Group | Destination [ DstSecuityGroup | Service | Tme |
[=] Global; Policy: global_paolicy
inspection_de... B5yMatch @ any @ any Q, default-inspec... Q, Inspect ESMTP
Q, Inspect FTP
(13 more inspect actions)
sfr-cmap 1 ¥V  [Eymatch ) 14.36.118.101 @ any it https
2 v [y Makch 2| 14.36.118.101 @ any e htkp
3 ¥ CBmatch =) 14.36.118.205 @ any 1o tep
4 ¥ [Eymach @ any @ any 1o hitps
dns-cmap B\ Open_DiS1 BB domain
2 ¥ [EyMakch @ any
< | o]

Apply Resat

IJejss pu ldpedople

Bl Jue ovyod welbsd DNScrypt wodl pu wdysy leddlele ASA Vs zs IJlouold wogp
Umbrella.
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