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©

Amazon 53 4 Amazon 53

Buckats * Account snapshot - updated every 24 hours View Storage Lens dashboard
Acoess Grants Storage lens provides wisibility into storage usage and activity trends. Leam moee [

Acoess Points

Objece il Acteia oS General purpose buckets Directory buckets l

Multi-Region Access Points

Batch Operations

1AM Access Analyzer for 53 General purpose buckets (45) . (EETTED c q _
Buckets are containers for data stored in 53. .

Block Public Access settings for QU Find buckets by name | i ®

AWS-S3

5: Gp wouwdss luwpe 90,d JJ gsly Jel 09 9lug) lousle.
General configuration
AWS Region

US East (Ohio) us-east-2

Bucket name Info

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming E

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Format: 53://bucket/prefix

AWS-S3

» Advanced settings

(i) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

AWS-S3

?:9-__;.0@) louble Idpuwe9re wogle: lewdb ARN IJglLo wld>dg 9lUds pwsop luvegsleo Jizél
loole IJoJgsu.



{2 Successtully created bucket "{ NGNS

To upload files and folders, or to configure additional bucket settings, choose View details.

Amazon 53 > Buckets

* Account snapshot - updated every 24 hours (L ey

Storage lens provides visibility into storage usage and activity trends. Learm more [4

General purpose buckets Directory buckets

General purpose buckets (46) wi (LY

Buckets ae containers for data stored in 53,

qQ * I 1 match
Name - AWS Region - 1AM Access Analyzer
O us East (Ohio) us-east-2

AWS-S3

AmazonS3 » Buckets >

Objects Properties

Bucket overview

AWS Region
US East [Ohio) us-cast-2

Bucket Versioning

Permissions Metrics Management Access Points

Amazon Resource Name (ARN)

o

Creation date

Creation date

View Storage Lens dashboard

Wersioning s a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions

and application failures. Learn more |

Bucket Versioning

AWS-S3

IJe96 2. §p Llugvle puwese IAM Cluwoisle ple Idyuesd 9uoz puwe9se

S3 1Jp,8.8
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Features (24)
Objects Resources | New
Documentation [59,155)
Knowledge Articles (482)
Bucket g
AWS Regio
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Tutorials (1)
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WVerstoning is
and applicat
Features
Bucket Ve
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Identity and Access »
Management (IAM)

Ll Search 1AM

Dashboard

¥ Access management
Lser groups
LIsers
Roles

FPalicies


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html

Sedud lugile wog 19, 336 g0 bysd IUuwele ouwbd peso SEb s ol Iszle
IJloedld Ids logile ooz Jlouile wog S3 Bucket woouuws§ json.
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Identity and Access x 1AM > Users
Management (IAM)

I Delete Create user
Q, Search 1AM Usars (1 6] s L G
An IAM user ks an identity with long-term credentials that ks used to interact with AWS in an account.
Qo | 1 match 1 @
Dashboard
I — User name a | Path v | Group: ¥ | Lastactivity w | MFA ¥ | Passwordage ¥ | Consolelastsign-in ¥ | Accesskey D

User groups 7 0
Users

Permissions Groups Tags Security credentials Access Advisor

Console sign-in Enable console access

Console sign-in link Console password

| Not enabled

Multi-factor authentication (MFA) (0) Remove Resync Assign MFA device

Use MFA to increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximum of 8 MFA devices assigned. Learn more [

Type Identifier Certifications Created on
No MFA devices. Assign an MFA device ta improve the security of your AWS environment
Assign MFA device
Access keys (0) Create access key
Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive) at a time. Learn mare [}
Mo access keys. As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term credentials. Learn more [
Create access key
l9w-sle
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https://awspolicygen.s3.amazonaws.com/policygen.html

Access key best practices & alternatives i«

Ayvold using long-term credentials Like access keys to improve your security. Consider the following use cases and alternatives.

Uze case

() Command Line Interface (CLI)
You plam to use this access key to enable the AWS CLI to access your AWS account.

() Local code
You plan to use this access key to enable application code in a local development environment to acoess your AWS account.

() Application running on an AWS compute service

You plan to use this access key to enable application code running on an AWS compute service like Amazon EC2, Amazon
ECS, or AWS Lambda to access your AWS account,

() Third-party service
¥ou plan to use this access key to enable access for a thisd-party application or serviee that maonitors or manages your AWS
resourees,

O Application running outside AWS
You plam to use this access key to authenticate workloads running In your data center or other Infrastructure outside of AWS
that needs to access your AWS resources.

O Other
Your use case is not listed here.

l9w-sle

O Other

Your use ¢ase i not listed hera.

@ It's okay to use an access key for this use case, but follow the best practices:

« MNewver store your access key in plain text, in a code repository, or in code.
* Disable or delete access keys when no longer needed.

» Enable least-privilege permissions,

+ Rotate access keys regularly.

For more details about managing access keys, see the best practices for managing AWS access keys,

—_

low-sle



Set description tag - optional

The description for this access key will be attached to this user as a tag and shown alongside the access key.

Description tag value
Describe the purpose of this access key and where it will be used. A good description will help you rotate this access key confidently later.

Maximum 256 characters. Allowed characters are letters, numbers, spaces representable in UTF-8,and: _.:f=+-@

Cancel Previous Create access key
low-sle
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(&) Access key created

This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.

IAM > Users > » Create access key

Step 1

Retrieve access keys

Access key

1f you lose or forget your secret access key, you cannet retrieve it. Instead, create a new access key and make the old key inactive.

Access key Secret access key
Step 3
Retrieve access keys ' Show

Access key best practices

= Never store your access key in plain text, in a code repository, or in code,
+ Disable or delete access key when no longer needed.

= Enable least-privilege permissions.

= Rotate access keys regularly.

Download .csv file Done
lsuw-sle
IJglogs 3. cdssu ywedle vy VPC
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rch results for

Services

Features (59)

@

Resources ' New
Isolated Cloud
Documentation (16,744)

Top feat
Knowledge Articles (245) opireasires

Marketplace (648)

AWS-Flow-LOG
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VPC dashboard

EC2 Global View [

by VPC

4

Virtual private cloud
Your VPCs

Subnets

Route tables

nternet gateways

Egress-only internet

gateways
Carrier gateways
DHCP option sets
Elastic IPs
Managed prefix lists
Endpoints

Endpoint services
NAT gateways

Peering connections

4

Security
Network ACLs

Security groups

AWS-Flow-LOG

wedlo [Josd s 9lu®) W luuvle pwedle 1Je>d 3.

*® VPC > YourVPCs >

vpc-60bddald / sca

Details 1o

VPCID
s

Tenancy
Default

Default VPC
Yes

Network Address Usage metrics

Disabled
Resource map CIDRs Flow logs Tags
Flow logs (4) e
Q, Search
Name v

State
©® Available

DHCP option set

IPva CIDR

Route 53 Resolver DNS Firewall rule groups

Integrations
Flow leg ID v Filter
ALL
ALL
ALL
ALL

DNS hostnames
Enabled

Main route table

IPvé pool

Owner 1D
(]

A4 Daestination type

v

NS resalution
Enabiled

Main network ACL

|Pvi CIDR (Network border group)

L 1 Actions

Destination name

-

4: oo gwedle 1JesdG 1gluos wd lowel 9 il S3 Cket ARN 1Uss o p losilde Lulodl.

1

Actions ¥

@

1AM role AR
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VPC » YourVPCs » Create flow log

Create flow log i

Flow logs can capture IP traffic flow information for the network interfaces associated with your resources. You can create
multiple flow logs to send traffic to different destinations.

Selected resources info

Name v Resource ID v | State

@) Available
Flow log settings

Name - aptional

Filter
The type of traffic to capture (accepted traffic only, rejected traffic only, or all traffic).

() Accept
) Reject
O al

Maximum aggregation interval Info

The maximum interval of time during which a flow of packets is captured and aggregated into a flow log record.

© 10 minutes
) 1 minute

Destination
The destination to which to publish the flow log data.

() Send to CloudWatch Logs

© Send to an Amazon 53 bucket

() Send to Amazon Data Firehose in the same account
() Send to Amazon Data Firehose in a different account

AWS-Flow-LOG



a_\'h‘iﬁ 22 Services | O

53 bucket ARN
The ARM of the Amazon 53 bucket to which the flow log is published. You can specify a specific folder in the bucket using the
bucket_ARM/folder_name/ format. Create 53 bucket [

an;

‘ (@) Please note, a resource-based policy will be created for you and attached to the target bucket.

Log record format
Specify the fields to include in the flow log record.

O AWS default format
() Custom format

Additional metadata

Include additional metadata to AWS default log record format.

(] Include Amazon ECS metadata

Format preview

${version} ${account-id} ${interface-id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} 3 Copy

${protocol} ${packets} ${bytes} ${start} 3{end} ${action} ${log-status}

Log file format Info

The format for the log files. Each log file is compressed using Gzip compressian,

D Text (default)
) Parquet

Hive-compatible 53 prefix Info
Enable to use Hive-compatible 53 prefixes to simplify the loading of new data into your Hive-compatible tools

(] Enable

AWS-Flow-LOG

7: 108y W93 louile pwedle IJes>g.



53 bucket ARN

The ARN of the Amazon 53 bucket to which the flow log is published. You can specify a specific folder in the bucket using the
bucket_ARMN/folder_name/ format. Create 53 bucket [4}

arn:

‘ (i) Please note, a resource-based policy will be created for you and attached to the target bucket.

Log record format
Specify the fields to include in the flow log record.

) AWS default format
© Custom format

Log format
Specify the fields to include in the flow log record.

[ Select an attribute.., v l

l account-id X I | action X I | az-id X | [ bytes X l | dstaddr X ] [ dstport ]

| end X | | flow-direction X | | instance-id > interface-id |

l log-status X | [ packets X ] I pkt-dst-aws-service X | | pkt-dstaddr X ]

| pkt-src-aws-service X lpkt-sn:addr X ] protocol 3 lregian A |

l srcaddr X ‘ | srcport | | start X l [ sublocation-id |

| sublocation-type ‘ | subnet-id X l tep-flags X ] traffic-path

l type X I l version I | vpc-id 3% I

I Select all | | Clear all |

Format preview

${account-id} ${action} ${az-id} ${bytes} ${dstaddr} ${dstport} ${end} ${Flow-

direction} ${instance-id} ${interface-id} ${log-status} ${packets} ${pkt-dst-aws-

L S - UL T A B . LIS T . L . a

AWS-Flow-LOG



Log file format Info
The format for the log files. Each log file is compressed using Gzip compression

0 Text (default)
() Parquet

Hive-compatible 53 prefix Info
Enable to use Hive-compatible 53 prefixes to simplify the loading of new data into your Hive-compatible tools.

[] Enable

Partition logs by time  Infe

Partition your logs per hour to reduce your query costs and get faster response if you have a large volume of logs and typically run queries
targeted to a specific hour timeframe.

0O Every 24 hours (default)
) Every 1 hour (60 minutes)

Tags
A tag is a label that you assign to an AWS resource, Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
I Q Name X ] | Q X Remove tag

Add tag

You can add 49 more tags

Cancel Create flow log

AWS-Flow-LOG
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Add Input

Select Input type

[ Type or Select Input

F

UDP Input
AWS VPC Flow log
AWS VPC Flow log

Azure N3G Flow log

Flow Generator Input
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