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lJpzossle
| Jp, 9506
IJpobJole Il wsé

lJodoule | OEdp0
lJodosy

oilzed odosy AWS SES

lounle oslole lewel> AWS SES SMTP
wJosy, SNA Manager SMTP

wzpss guwoble AWS

wdosy lzle ldoyss IJIJIe 908 JbLs Il wozlud

lJe28.8 o0 | 6
|, wod, @l 1Jizble gl ol>ol
o8 J90le 3o 06

lJp 9500

S92z 03l ldpuwows Jsds6 oI9Sy Secure Network Analytics Manager (SNA) IJplbbJ9w | wegsleol
Amazon Web Services Simple Email Service (AWS SES).
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IJpobdolo

w9u2s Cisco wpg )96 IUpgoele IJoldse:
< logw lyw luw

lJedsule IJpuuwegsped

ouwow Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1Jpebss IJeldss:

- Stealthwatch Management Console v7.3.2
- e3ple AWS SES Jpl 05 092956 Bes 25 plsg 2022 pg Easy DKIM

Up logule Up&d}plu Ugl_).)é IS o3l Idpwews pu |._Jiz_o_,6 1J 09296 WS wSiS6 pgpdso gluoo.
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Sdje w9d) edle 9psle wo pu ldpedypele oo AWS:

1. 098¢ AWS SES
2. |u.uro PUNLEI P SMTP

pdlelbd: AWS SES 1Jpgzs> O ldpiwe Ieds p8wsd 9dJo Ju gds 2lsé wldbsss
lJp9,9,006 £Js wssle 9og 1z plse: https://docs.aws.amazon.com/ses/latest/da/request-
production-access.html

WOS 9236 wedp AWS: lue@d |Js Amazon SES: & p 2> Configuration 9lu§) <999 Verified Identities.

szw o sd90 s peld oe IJozdd pvo. guslu 1w IJIJIe,90s 1Uss op 1dozdd puo
£s) pbdov. Lze IJs 9olis 9 AWS https://docs.aws.amazon.com/ses/latest/dg/creating-
identities.html#verify-domain-procedure

Amazon SES .4 Amazon SES Configuration; Verified identities

Verified identities

A verified Identity 15 3 demain, subdomain, or emall address you use to send
emaill through Amazon SES. Learn more [

Account dashboard

Reputation metrics

¥ Configuration

Verified identities Identities ()
Configuration sets 1elet
Dedicated IPs

]

Email ternplates
suppression list 1 =)

Cross-account natifications

Email recelving Identity a Identity type + Status ¥
email®something.com Emall address (=) Verified
something.com Domain &) Verified

Jleb 0998 v 9bé yolss SMTP. 030 1J8sp6 plodswé Jlz sl
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Amazon SES

Account dashboard

Raputation metrics

¥ Configuration
verified identities
Cﬂnﬂguratlﬂn SELS
Dedicated IPs
Ermail templates
Suppression list
Cross-acoount notifications

Email receiving

Simple Mail Transfer Protocol (SMTP) settings

a4 can use an SMTP-enabled programming language, email server, or application to connect to
the Amazon SES SMTP interface. You'll need the following information and a set of SMTP
credentials to configure this email sending method in US East [M, Virginia).

SMTP endpaint STARTTLS Port
emall-smtp.us-east-1.AMazonaws.com 25, 587 ar 2587
Transport Layer Security (TLS) TLS Wrapper Port
Required 465 or 2465
Authentication

You must have an Amazen SES SMTF user name and password to access the SMTR
Interface. These credentlals are different from your AWS access keys and are
unigue ta each reglon. To manage existing SMTP credentials, visit the 1AM console

[A.

Create SMTF credentlals [2

louble wslule lgopl> AWS SES SMTP

WIS 9220 wedp AWS: lue@d [Js Amazon SES: &p 1y, Account Dashboard.

Ip widoprs) J|u.u-_9d |Js " simple Mail Transfer Protocol (SMTP) settings" 9l 9 <999 Create SMTP
Credentials £udpl ©Jd9y puwoesl JIJpld o3l lJodgsu.

Jl w9 o wslole Idlgeels 183806 £s) IJpuwetses (291ds 45 s9pl) glbiss Joslole leepels

ES) LPRSTS.

Bes 03l Uld36 2353 Bp woupdsS luwp IJpuuegsp [Us s Bsps slud, create.

Create User for This formn lets you creata an |AM user for SMTP authentication with Amazon SES. Enter the name of a new

SMTP

1AM User Name: ses-stealthwatch-smtp-user

1AM user or accept the default and click Create to set up your SMTP credentials,

] PR ¥ [T mppmpa e
Baimium B4 Charsacters

» Hida Mare Information

Amazon SES usas AWS Identity and Access Management (LAM) to manage SMTF credentials. The 1AM user
name Is casa sansitive and may contaln only alphanumeric characters and the symbals +=,.8-_

SMTP credentlals consist of a username and a password, When you click the Create button below, SMTP
credentials will be generated for you.

The new usar will ba granted the following 1AM policy:

“Statement"”: [{"Effect”:"Allow","Action":"ses:SendRawEmail”, "Resource”:"*"}]

gwel oeruo 1duoses wslole Idlgcpl e wedbol. lodle gdlpd cusse IJpuwegsrus odo

pPI9L920.



Create User

:CI: l.ll."r'1 I !_FI

Your 1 User(s) have been created successfully.

This Is the only time these SMTP security credentials will be avallable for download.
Cradentlals for SMTP users are only avallable when creating the user. For your protection,

you should never share yvour SMTP credentials with anyaone.
v Hide User SMTP Security Credentials

2 ses-stealthwatch-smtp-user

SMTP Usemame:
SMTP Password:

od9su SNA Manager SMTP

AH

BCI

ouwesd 1U>g9d |Js SNA Manager: 9 009,926 SMTP Notifications (§_wp

o bk WN -

. -_'903_ Central Management > Appliance Manager.
o) W98 Actions §lises 1Jzols.

. 2SO Edit Appliance Configuration.

. 223 General £Jlpdé wu9SL.

L OPIS) .Jluud.J |Js SMTP Configuration
el IdBse IJos wp wzpseol oo AWS sMTP Server: 03l 09 0998 v 8bs wolsé SMTP IJss

Up UZPSES pU SMTP Settings p AWS SES Account Dashboard uogéaéporti |)E_.J 25 i_9 587 ig
2587From Email: SpJdo weSsU 03l [Js s g09lu wuss [JJe,908 Seess eJs AWS Verified
DomainUser Name: 03| 09 lup puwegse SMTP 1Uss wp w@sspo B IJgbgs 1UIgs,6 Bs
Review AWS SES Configuration (§_wePassword: 030 0s JJpod p,9) SMTP lJos wp w@srspeol WOs
lJ¢ oo |Jit.,§J6 9. Review AWS SES Configuration §_w pEncryption Type: 23> STARTTLS (3] §poe
wu2dS> SMTPS. B ép wopys) [Jpuds |Us 465 Iy 2465)

- obosyg IJlgshlo sluelbly SNA Manager JJg956 [Js upP 9Jlsé 9.s Central Management



Appliance Configuration - SMC

/ Last Updated: 05/27/2022 10:06 AM by admin

Appliance MNetwork Services General

SMTP Configuration @

SMTP SERVER * PORT
email-smtp.us-east-1.amazonaws.com 587 z
FROM EMAIL »

emall@something.com

USER NAME

AK

PASSWORD =

EEENTRETT ) |

ENCRYPTION TYPE
(O SMTPS (&) STARTTLS (O UN-ENCRYPTED

L —

oepse yvoble AWS

louvle gduwd SSH |Js SNA Manager: 9lUsgod Jpwwse g3is.
olzed o030 ldguluo) 1o dles

- UESS) PIVE vl wolss SMTP (eds uvwsd IJpeld email-smtp.us-east-
1.amazonaws.com)
. e..sJ lJesule suvegpd (podl o 9u0s) po 587 J STARTTLS)
- 1JI9lpy Jsuw Jol STDOUT. swp bele Idpbldes gus 1Yo eld
J STARTTLS (IJewwds Il el s 587):

openssl s_client -starttls sntp -showcerts -connect enmil-sntp.us-east-1.amazonaws. com 587 <<<
"Q' 2>/dev/null > nycertfile.crt awk '"split_after == 1 {n++;split_after=0} /----- END
CERTI FI CATE- - - - - | {split_after=1} {print > "cacert”" n ".pem'}' < nmycertfile.crt for i in  Is -t1
* . pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert*
mycertfile.crt

lJouwos J SMTPS (IJeowds 11 el o 465):



openssl s_client -showcerts -connect enmil-sntp. us-east-1. anazonaws. com 465 <<< "@Q' 2>/ dev/ nul |
> nycertfile.crt awk "split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt for i in  Is -t1l *.pem; do cp $i
$(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert* mycertfile.crt

Sop logvle pdile IJgveble 3l pdzd PEM B¢ sdsd Igpd 1zlds: I olgs po o3l ldsJsd
(I&le po ley PWD /1dgubs, 1JI2:s))

sna_nmanager: ~# openssl s_client -starttls snmp -showerts -connect enuil-sntp. us-east-

1. amazonaws. com 587 <<< "Q' 2>/dev/null > nycertfile.crt

sna_manager: ~# awk 'split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt

sna_nmanager:~# for i in “Is -t1 *.pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}'
$i).pem; done ; rm-f cacert* mycertfile.crt

sna_manager: ~# ||

total 16

-rwr--r-- 1 root root 1648 May 27 14:54 Amazon. pem

-rwr--r-- 1 root root 1829 May 27 14:54 AmazonRoot CAl. pem

-rwr--r-- 1 root root 2387 May 27 14:54 enmail -sntp. us-east-1. anazonaws. com pem
-rwr--r-- 1 root root 1837 May 27 14:54 Starfiel dServi cesRoot CertificateAuthority-Q&. pem
sna_nanager : ~# pwd

/ r oot

Bp wouisd ldpdule IJos e logildol gJs SNA Manager |Js 1dzols 1dpeds Jrsy wlgwedsle
woulpz 08d 1JedSle 103 wgebo (Filezilla, WInSCP. 9ol s 3J9): 9l o6 o030 1 soble |Js
SNA Manager trust store «9.S Central Management.

. géoa Central Management > Appliance Manager.

Nod) 9938 Actions Slispo IJzol;.

. O22S> Edit Appliance Configuration.

. 3> General gJlpé ©u9SL.

L OPIS) Jlu.u-._9J |Js Trust Store

. O2DSO Add New

L9 wogesd JJ Juolxo: p9os wluwegsle luwe IJpJdwd J Friendly Name

~No bk WN -

odosu lple Jesss UIJYe 90 Jbbé IUlwoelwé
ouwesd 1U>g9d |Js SNA Manager: 959w |J Response Management (§_wp

. 22> Configure £Jlpod ww9sw Vs Idyiysb IUyssuvs eds byd 1dzje Idedss pu Il o

. U22S> Response Management

. U P9 YE Response Management o926: LSS Actions £Jlpd ww9Sw

. DS Add New Action

L 0SS Emaileg s luwe Jip)le 1desss IUIJIe 908 o.')li)'aJ cuslu Idenss Yo 908
Jdpuwede B 1edd "IUs" (Jleh Tu o3l szw v sowes [Us IJpeld 1Uss e ldozdd puo
b AWS SES)IJp9 098 ppdu sI9u s eles.

a b wWON -



| B s - m
emallZsomething com

6. 1y, Save

IJo2dd pu lJuors
ouwesd 1Usged lJs SNA Manager. 3..5-_'9{;2_ |J Response Management |J 9w p:

. 23> Configure £Jlp6 wu9se WOs IJuiysb I)issuvs eds bed IUgje IJedss pu Il e

. UeDS> Response Management

. pU P9OE Response Management o926 &gdS> Actions gJlod ww9Sw

e Idebg IJulgue W Actions £09> JuoWd Ip)le Ideyss IUIJIe 908 1U3s Bpo wodysuo
-_9..5 Configure Response Management Email Action p,jb& 9¢»>> Edit.

9. weds» Test Action 9l3l Jlu [Jodsso woesel swp ©938p Juwlds wele 9swp wuvdse v

lJIe90s.

B Lluw 1desss IUIJIe,90s: sop &02 1Jipli90 Wb "Received"l pzld: slJisolu. pg 1dpzlJ

lJ3s o Uoc: 2": ? ©£5,0 9§ ARC-Authentication-Results (AAR) Chain

A OWODN -

Success!

You've successfully sent your test email.




ARC-Ruthentication-Results: i=1; mx.google.com;
dkim=pass header.i=§somethingcom| header.s=
dkim=pass header.i=fgmaZOmnses.com header
spf=pass (google.com: domain of 01000181
sender) smtp.mailfrom=0100018106685484-fa246764
Return-Path: <01000181066B5484-faZ2d4676d-b23d-4a;
Received: from aB8-30.smtp-out.amazonses.com (aB-
6. 15 Jp suze IRe ol sop odrse uigh B leds Iuiluié - olog lds Sume luvedynlsd
IJig ble gl oJlzol

lwedunldd IJigble gl oJlzol

SEHLO Uip_) llancopelvar/logs/containers/sw-reponse-mgmt.log (SZ9S lJpJs eds yuwlsd Uébi lJgluos
v!@lcﬁlo lJigool). |J¢Jo| |J|d&J.JJL§3E_|l 9ldluadlz poiz Vs 1Je29d. :
Jigh 1o juwlsd 1Ugbl 1dpes,z6 WOs 1dessd oS pz)d gie pu uvly ywed IJIRble

|J¢ bl luodlz
SMTPSendFailedException: wpe , 90 554 , wlds: Jp .

N lem & & ol N Ip wodse "eu Idens IJIJIe0s" Bs ods
Swe ldozdd pu woesd euslu Idesss IUIJIeus. SNA ManagerSMTP |Js w63 IJJe,)908 suwe

Vuvdo lJogsle Vs 1ozl pu ldpub§s US- e LR

EAST-1: {email_address} Jeeld s oo loeds po AWS SES
AuthenticationFailedException: wslole lgwels o)l IdIBuwle logule wslole lgopl> AWS SES
lJpeuol> 86 535 £, Loldeo SMTP sodysu wdssu SNA Manager SMTP

olds oo o zpse Iduboble 1Jpd306 o0 AWS g
SunCertPathBuilderException: wg3, lJew9) eds puvh Os 1Upgiu 1Jp9esd wble SNA - G wlgle IJe
oo Loldz JJoxd IJpelbdyw lIJzie eus lple IUIROWh 9swp p8lus [Juuoble
IJe9206 o0 2luw Iehe JJoBs wezwssle IUp;

wog SSL:tls_process_ske_dhe:dh pclz Logs) 2ol lub, IJluolss
s ¢bl Tg, Bog 2lds o5 1puuless IJdoss JJplzes

luolwe: pdwle DH Logs) ol

030 pdJb 2luwsé J AWS, pse Iuop SwwEpu pSlose 1024 Lo g lgwedsle vl
DHE 5 EDH (lo lpdluss 1d9ue9d 1Js 10gAM) 95,090 0355 SNA pologs eduws SSL. og)yuo
eooele IUle) pilose 526 2ibo [Jghe pu louold OpenSSL gus [gwesle vd,6 DHE/EDH.

sha_manager: ~# openssl s_client -starttls smp -connect emmil-sntp.us-east-2.amazonaws. com 587 -
ci pher "EDH' <<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: DH, 1024 bits

sha_manager: ~# openssl s_client -starttls smp -connect emmil-sntp.us-east-2.amazonaws. com 587 -
ci pher "DHE' <<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: DH, 1024 bits

sha_manager: ~# openssl s_client -starttls smp -connect email-sntp.us-east-2.amazonaws. com 587
<<< "Q@Q' 2>/dev/null | grep "Server Temp"

Server Tenp Key: ECDH, P-256, 256 bits

IJed 1dses> IJpole 09 LilJs zpse widile DHE 9 EDH Lluvagsle Iie) 2ee séop IJpumetae
lJz3)s eJs SMC. 95990 AWS Lwzsss pepe9ssd us,6 ECDHE ssuee IUleuolJ.



cp /1 ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers /| ancope/services/swos-

conpliance/ security/tls-ciphers.bak ; > /lancope/services/swos-conpliance/security/tls-ciphers ;
echo

"TLS_AES 128_GCM SHA256: TLS_CHACHA20_POLY1305_SHA256: TLS_AES_256_GCM SHA384: TLS_AES_128_CCM SHA2
56: ECDHE- ECDSA- AES128- GCM SHA256: ECDHE- RSA- AES128- GCM SHA256: AES128- GCM SHA256: ECDHE- ECDSA-
AES256- GCCM SHA384: ECDHE- RSA- AES256- GCM SHA384: ECDHE- ECDSA- CHACHA20- POLY1305: ECDHE- RSA- CHACHA20-
POLY1305: AES256- GCM SHA384" > /| ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers ; docker
restart swresponse-ngnt

pedjpk) Slo LoJé

- https://docs.aws.amazon.com/ses/latest/dg/setting-up.htmi

- https://docs.aws.amazon.com/ses/latest/dg/creating-identities.html#verify-domain-procedure
- https://docs.aws.amazon.com/ses/latest/dg/smtp-credentials.html

. https://docs.aws.amazon.com/ses/latest/dg/smtp-connect.html
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https://docs.aws.amazon.com/ses/latest/dg/setting-up.html
https://docs.aws.amazon.com/ses/latest/dg/creating-identities.html#verify-domain-procedure
https://docs.aws.amazon.com/ses/latest/dg/smtp-credentials.html
https://docs.aws.amazon.com/ses/latest/dg/smtp-connect.html
https://www.cisco.com/c/ar_ae/support/index.html
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