odosy SCA JJyuosd IJs euwlulo AWS
PUEDIO pU CJLJ PUNUIDE AWS S3 _9|a.)
lJpzossle

| Jp, 9506

lJpobJole |l wlwsé

lJodoule | OEdp0

1. wgase wog ACCOUNT A ID s3 BUCKET NAME Jeug Bovle Jolus zwle
ACCOUNT B ID

2. 90 vod9sy 2owlo ACCOUNT B ID Jy wld (wedle o088 VPC IJs s3 BUCKET NAME
lJzl_o o ACCOUNT A ID

3. lugble yoz IAM s J926 psd9ple AWS IAM IJ2l 06 o account b ID
4.1y, gole 59, IAM WO J9726 o8 J9ole, AWS IAM 121, ,06 o account b ID

5. o dasu wslole lgeel eadsdle 1 welus Lleus J ACCOUNT B ID

|, wod, @l 1Jizble gl ol>ol

NFX YY)

SueWd 03l IJpwows JsWss odysy 300 wEisu wuwsbs (S3) Jgsele 95w Amazon (AWS)
JIwsd [duwedle po zuwle AWS Gly.

IJecbdule IUIguluss

lJpeobdolo

9008 Cisco Ly oday Jrsd pe,uds ldpsluose IJoldss:
cedsdle duwelus 1JTews

- 1516 1J9u09d 1Js 0956 AWS (IAM)
. AWS S3

lJedsule IJpuwegspd
ouwows Idpgdsele 1Jglyo WO o3l ldpuwows 1Js:
- 2uvle AWS A (suily lJse wluvpe ACCOUNT_A ID - p o8/ puos<d o3l IJeuwle spodd

>dle S3 192956 wIJgd)
- 2ovlo AWS B (Idpusl) Idso wluue ACCOUNT_BLID - o3l guwlo gas> (Joip@;, wedsdlo



lJduweles) syuwd Ideslole [Js S3_BUCKET_NAME 1J¢le « ACCOUNT_ID)
- wedsdle Iduvelos |JT,oo6 (Sew dpz 03l wldwed pe ACCOUNT_A_ID)
op louble LJroE.J_Splu U3IJ>6 Os o3l IJp e pu I.JiaoJéS 1J 092926 WS wSiS6 pgpdso gluoo.
u.)lu apsg Ulao_)o U,ouuua)po d5 03l |JrOL}Uuu) uudg..su pro,_,uga (Idu)luos) Bl Jlyo

lJodosu
ould gpuw ebsle JJzuosd eds euwlele SCA Ingest 2+ o 1 S3 Bucket:

1. &g>S& ACCOUNT_A_ID's S3_BUCKET_NAME _wSlwé |Jeue ACCOUNT B_ID I3gule Julué

IJzuwle.

2. 8p wod9sy ACCOUNT B_ID Iz wle 1Jesls buwld pwedle w98 VPC |Jso ACCOUNT_A_ID's
S3_BUCKET_NAME.

Jogvle oz IAM WO s ACCOUNT_B_ID's J9z6 ped9ple AWS IAM.
Jogble 595 IAM O s ACCOUNT_B_ID's J9z6 peJ9ple AWS IAM.
5. o dosu wslule lgweb cedsdle Idyweles 1Jleué J ACCOUNT_B_ID.

AW

lLuwe Jotbsbs JJubods

= Account A

= B E

Amazon 53

Amazon EC2 Amazon VPC S3_BUCKET_NAME

—
/ A
- Account B / T

Amazon EC2 Amazon VPC Secure Cloud Analytics

Iy wp IJegbsbs Josd

IJoslole
IJoYdgsule

1. o228 woz ACCOUNT_A_ID s3_BUCKET_NAME Jpup 39ole Jolué puwle
ACCOUNT_B_ID

ACCOUNT_A_ID's S3_BUCKET_NAME &0 099y wdysu wog 1Uxdg oul. susz 03l IJodssy zuvlvl
Slygsl (19 1s £33 pu ldeuwlvle IJos o)ygo Vsol) JJJwlue (SID-AWSLogDeliveryWrite) |Js
>J9 S3: 9ldez 8 pu W9lise IJwede Vs IUsue9d (SID - AWSLogDeliveryAclCheck) JJsgle.



- UESS) ACCOUNT_A_ID § ACCOUNT_B_ID |Js U8 e 1U) 8 eS8 [UElLod wop wigw Juyb.
+ UESS) S3_BUCKET_NAME |Js luwpe 1UsJ9 1J2lue wo.
- welod IJouuwsd oul spdu AWS w60 euve 1JzIz6.

{

"Version": "2012-10-17",

"Statement": [

{

"Sid": "AWSLogDeliveryWrite",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:PutObject",

"Resource": ["arn:aws:s3:::S3_BUCKET _NAME", "arn:aws:s3:::33_BUCKET_NAME/*"],
"Condition": {

"StringEquals": {"aws:SourceAccount": ["ACCOUNT_A_ID","ACCOUNT B_ID"]},

"ArnLike": {"aws:SourceArn": ["arn:aws:logs:*:ACCOUNT_A_ID:*","arn:aws:logs:*:ACCOUNT_B_ID:*"]}
}

Y,

{

"Sid": "AWSLogDeliveryAclCheck",

"Effect": "Allow",

"Principal": {

"Service": "delivery.logs.amazonaws.com"
Y,

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::S3_BUCKET_NAME",

"Condition": {

"StringEquals": {"aws:SourceAccount": ["ACCOUNT_A_ID","ACCOUNT_B_ID"]},

"ArnLike": {"aws:SourceArn": ["arn:aws:logs:*:ACCOUNT_A_ID:*","arn:aws:logs:*:ACCOUNT_B_ID:*"]}
}

}
1
}
2. §p woJd9su guvly, ACCOUNT_B_ID Jhyuwld wedle s § VPC JJs s3_BUCKET_NAME

IJ¢lue o ACCOUNT_A_ID

logule gwgd w99 VPC AccounT_B_ID IJws J>sol ACCOUNT_A_ID'ss3_BUCKET_NAME ARN JJwlbJ
IJs 19206 Jpl 09 p9 oz B 00 IJo9,é:
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VPC Create flow log Account ID:
Destination
The destination to which to publish the flow log 4 B TInT
Send to CloudWatch Logs
© Send to an Amazon S3 bucket Organization
53 bucket ARN Service Quotas

The ARN of the Amazon 53 bucket to which the f

folder in the bucket using the bucket_ARM/folde _—
Billing Dashboard

arn:aws:53:::SBZEUCKET:NAME

Access Denied for Logl:lestinattun:m Please check LogDestination permission

VPC Your VPCs Create flow log

Create flow log i

3. logble wog IAM W J9zé pedsele AWS IAM IJgl o6 « account_b_ID

oJdysu woz IAM 1Jp, 9.9 o swc_role gJs ACCOUNT_B_ID 09:

swc_single_policy

{

"Version": "2012-10-17",
"Statement": [

{

"Action": [
"autoscaling:Describe*",
"cloudtrail :LookupEvents",
"cloudwatch:Get*",
"cloudwatch:List*",
"ec2:Describe*",
"ecs:List*",
"ecs:Describe* ",
"elasticache:Describe*",
"elasticache:List*",
"elasticloadbalancing:Describe*",
"guardduty:Get*",
"guardduty:List*",
"iam:Get*",

"iam:List*",
"inspector:*",
"rds:Describe*",
"rds:List*",



"redshift:Describe*",
"workspaces:Describe*",
"route53:List*"

1,

"Effect": "Allow",
"Resource": "*"

Y,

{

"Action": [

"logs:Describe*",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"logs:PutSubscriptionFilter",
"logs:DeleteSubscriptionFilter"
1,

"Effect": "Allow",

"Resource": "*"

Y,

{

"Sid": "CloudCompliance",
"Action": [
"access-analyzer:ListAnalyzers",
"cloudtrail:DescribeTrails",
"cloudtrail:GetEventSelectors",
"cloudtrail:GetTrailStatus",
"cloudtrail:ListTags",
"cloudwatch:DescribeAlarmsForMetric",
"config:Get*",
"config:Describe*",
"ec2:GetEbsEncryptionByDefault",
"iam:GenerateCredentialReport",
"iam:Get*",

"iam:List*",

"kms : GetKeyRotationStatus",
"kms:ListKeys",
"logs:DescribeMetricFilters",
"logs:Describe*",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"organizations:ListPolicies",
"s3:GetAccelerateConfiguration",
"s3:GetAccessPoint",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyStatus",
"s3:GetAccountPublicAccessBlock",
"s3:GetAnalyticsConfiguration",
"s3:GetBucket*",
"s3:GetEncryptionConfiguration",
"s3:GetInventoryConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetMetricsConfiguration",
"s3:GetObjectAcl",
"s3:GetObjectVersionAcl",
"s3:GetReplicationConfiguration",
"s3:ListAccessPoints",
"s3:ListAl1lMyBuckets",
"securityhub:Get*",
"sns:ListSubscriptionsByTopic"
1,

"Effect": "Allow",

"Resource": "*"

Y,

{

"Action": [



"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": [
"arn:aws:s3:::S3_BUCKET_NAME/*",
"arn:aws:s3:::S3_BUCKET_NAME"

1
}
1
}
4. logvle 39, 1AM B Jszé pedsple AWS IAM IJgl o6 « account_b_ID

1. &g>$> Roles.

2. 25> Create role.

3. 29> u9E 29y tuwle AWS T,

4.1>¢J 757972810156 B.s 28 perd IJzuwle.
5.2 ¢sb bdo pe) ghes.

6. 1>¢J luwpe wolus Secure Cloud Analytics £Js 1Ugsw J External ID.
7. 108, 998 Next: Permissions .

8. 23> swe_single_policy I|Juwslwé lJos Gpo wlugslisol JJwy.

9. Iy 9, Next: Tagging.

10. w9, Next: Review.

11. Ix¢J swe_role Jluwpe 139,

12. I>¢J pescription: p&d "9," Jduwele wldsuesd IJs 1Jeuwle IJoubds.
13. lu 9, Create role .

14. louwe 129, ARN 9J oo O p2) uuo ebs.

5. odosu wlule lgwpb vedsdle IJyveluo IJTpoé JACCOUNT B ID

1. wed 1Usged IUs wedsdle Iduwelos IJleué 9235 Settings > Integrations > AWS > Credentials.
2. 1y 9, Add New Credentials.

3 - vlduuwed [Js Name: gusIoy pebb IJouwpess |Je 9w e Account_B_ID_creds (§Js ywwosd
lJpeld: 012345678901_creds) JJJ euwlo wygw Os Idoze gwo.

4.1duo8 gudlo 1U>9) pu 1Ugbgo IJuwlew 8o 9J o890 O Role ARN 1z §J.

5. 1u9) Create.



JI w9es gbsle wdssu ié)s plbbJ9ué.

IJoedd pu lJuoes
lwegse 03l ldBuwe Joldss gpd Idodssy wuvdd Loese.

Owd9 Vs "wedle wrd§ VPC" 1Ugluosé wd Bs LoWes 9sw "wedsdle IJuwelws 1Ulews"

030 129,06 w83 p)9) 29lds uwlgs. URL IUs owwzs ywgdle wiwd§ VPC: https:/portal-
name.obsrvbl.com/v2/#/settings/integrations/aws/vpc_logs

R = e
I BLCE L3 e
M K W - o

Owd9 oo walule lew el AWS 1Ugluoo wd Jel sds:

aws {j.redernials + Add New Credentials

State Role ARN Name @ *
-] am:awsiam: ACCOUNT: A rolefswe_role ACCOUNT A _crads rd ;
a arn:aws:iam:: QSEENREE S role/swe_role ACCOUNTAE JREENE S Ow

luved bl Iisble ol oJlzol
$98, 03l IJBuwpe pedsple spdud [uwogsleol Jluvad il igble IJodssy sluadlzol.

I3l Jp sboy Jssd uduw Iduclkse gds Lowes uved wad§ VPC. Blue wzlzs [Js wedse
oowzsd 1909 I glbp AWS S3.

lpeds eds ouvesd Isuosd IUs ebe S3 (wslule IJzuosd eds puveuig) SCA oo S3):

acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefddd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7
CSQPM6SBOYZNWEOQO3 REST.GET.BUCKET - "GET /?list-
type=2&delimiter=%2F&prefix=AWSLogs%2FACCOUNT_B_ID%2Fvpcflowlogs%2F&encoding-type=url HTTP/1.1" 200 - 421 - 13


https://portal-name.obsrvbl.com/v2/#/settings/integrations/aws/vpc_logs
https://portal-name.obsrvbl.com/v2/#/settings/integrations/aws/vpc_logs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html

13 "-" "Bot03/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
ghD4028lk0G1X3A33qCtXIg4gDRfo4eN3uebyV+tdCBQ6tOHK5XVLHGwWbd7/EKXdzX+6PQxLHys= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -
acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefodd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7
CSQTXPDG4G6MY2CR REST.GET.BUCKET - "GET /?list-type=2&delimiter=%2F&prefix=AWSLogs%2F&encoding-type=url
HTTP/1.1" 200 - 445 - 33 33 "-" "Bot03/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
geCd2CjQUgwxYjVs0JUt+gyEuKw92p3iJt52gx0A+bOaWhjaiNI770xGgmvFIIZpMT5GePh6i9Y= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -
acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefodd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7 CSQVVKEPV0XD9987
REST.GET.BUCKET - "GET /?list-type=2&delimiter=%2F&prefix=AWSL0ogs%2FACCOUNT_A_ID%2Fvpcflowlogs¥%2F&encoding-
type=url HTTP/1.1" 200 - 421 - 11 11 "-" "Bot03/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
hHR2+J5engOwp/Bi7Twn5ShsDXNYnH5rcB8YBYFJIP50NnZb64S1Y7/d+c7BSbBb861TpuJ0Jtpes= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -

ooes eldd lJuwed: https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html



https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html
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