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Add WebVPN Gateway

Gateway Mame: WidgetS3LVPNGWA

v Enable Gateway
IP Address

WebVWFM clients will use thig IP address and port number to connect
to the WehVFMH gateway.

IP Address: 192.168.0.37 |T| Port: |4—4—3

Hostname: ausnmI—HEIEE—EI*Il (Optional)

| Enable secure SDM access through 192.168.0.37

Digital Certificate

Digital Cedificate configured under this trustpoint will be sent to the
client for S50 authentication.

Trustpoint: ausnml-3825-01_Cerlificate j

v Redirect HTTP Traffic (Optional)

configure HTTP redirect so that clients accessing the portal page
using HTTF will he automatically redirected to the secure HTTFS
service thatWebWPM uses.

HTTP Fort: |BEI

GH% | Cancel | Help

WebVPN
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Create WebVPN Euw-q_fn‘[

SOM can guide you through WebVPH configuraion tasks. Select a task then click
Lauinch the setected 32K bution,

_ . B W bVEH Gatewars s Case Scomario
= Packages

EHZD PN Componants ; i
---------- = .mﬁ

Secumily Hudt

v DS iz ot enabied on YU oUler. Az Some Ve'VPH services Enable OWE
g DS 10 work, 1 s neommendied that you erabin DG,

Rt
& Creas & P Web VPN

U this wizard 1o creates & revw Web PR
R @ e pORCY 0 BN e St WebVPH for & new group of USers

ks this wirand 1o creste A rew policy bo an existing VebVPH 1or 8 rew group of users. For scampls
wiodl can creabe separshe poboes for difierent departraenls iy COMpany.

7 Configure sdvanced features for an existing WebVPN

Lise this wizard 10 oconfigure advanoed seshrres such as thn clent, full bunned, and Cisoo Seoure
Deingietiop for & dodgting Wil FH.

Launch the selecied task

B

Fcddihoral Tasks

How 301 [How D | Confem my WebVPN Is working? =] e |

Rusnining confia copled successtully 1o SIanup Conbg ol your router, 1540058 UTG Wad Jul 26 2008  of
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I+ Enabie Contex
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| Add WebVPN Context

B8

Bl \WighWPM Confesd
......... Group Policies

 pa— Port Forward Lists

pessee HTML Diisplay Seftings

= NetBIOS Name Server Lif 1o | 1oy JL?_I

L Clsco Secure Deskop URL List Mame

Group policies use URL Lists 0 expose corporate URLS 1o the YebyiFMN users
through the poral page.

[tem Mame [tem Yalue

oK [ Cancel | Help |

Add URL List

lic dasld aSlol Hloxl g1y0 sgln Igw.(Add) &Lo] §o Ll .5

LIRL List Mame: |InternalWWebServers

Heading: WidgetWebServers (This will appear on Portal page)
List of URLSs:
Label LIRL Link Cutlook YWeh Acce
Website...
E-mail...
1
1| | b
Cancel Help
.URL

Olgislly oy )l Glgic daild puwl _la> 9 awall JI5sL o8 .6



=,

Add URL List

LURL List Mame: |InternalWebServers

Heading: WidgetWebServers (This will appear on Portal page)
List of URLs:

Label LIRL Link Qutlook Weh Acce Add.. o
Widgeteb hitpif1 72.22.1.30 —_
A hitp:/1172.22 1 A0iexchang Enabled Edit...

Delete
<] [
Dk’k | Cancel Help
SO a 2990

13® WebVPN JlasV 6,9gi0 0,955 ol a5 il HTTPS g HTTP y9 polos @lS e dailall 0id
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[ Add WebVPN Context =]

B \WebvPN Contexd The Common Internet File System feature uses NetBIOS name senvers 10 expose
........ Group Policies the corporate Microsoft Windows File Syetem to WiebVPN usars,
e HTML Display Seftings
......... I i
_________ %’fr‘g S Tlaime SEVELLl NeBIOS Name Server List A
=== URL Ligts
-------- Cigco Secure Desklop Server Mame
IP Address Retry Tirneout
[ | ]
ok | cancel | Hep |
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ﬂ' Feco Router and Security Device Manaper (SO 1089129170 | =

File Edl view Tools Help
G vm | 95 oniom [ [Jume | B 8 e A

Ldd 'WebVPH Context
S - I

Thit Comman Indemit File System foatung usés NABIOS name Serers 10 mpose
thir corporade Microsof VWindows Fibe Systern b WebtWPH users,

Lisco Svstems

|E—ebvPH Contaxt
—— Giroup Policies

—— HTML Display Seftings Edl O Oviete @ Dsble

1CK5 M rLi ) -
Pt T Uss MatBIS Mame Server List Aod_ | | Deiee [0 [ Aaministrative Status
— LIRL Lists
— Cigen Secure Daskiop Earvir Hame
Add HENS Server List K

R |HBN$EM:
List of MBS Senvers:
IP Address | Retry Timecut | Master agd. | |

& —

IP Asdress of NBNS Server | 17222130

Wihe Server does nol respond, the maner ies bo contact il again afer
e specified imeout perod.

Rddiional Tasks

Coaliguration defiversd 1o router. 160707 UTC Wed Jul 26 2008 of
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| Add WebVPN Context X

B VWebVPN Context Group policies o define WebVPN policies for a group of users.
--------

o HTML Display Seftings A%J Edit .. Dalete |
--------- MetBIOS Mame Server Li

--------- Paort Forward Lists Mame Remark
== URL Lists

-------- Clseo Secure Desklop

lterm Mame [term Yalue

mTﬁ use multiple group policies, configure an AAA server for Cisco
WebVPN,
1 | » Learm miaore
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ntless | Thin Client | SSLYPN Client (Full Tunnel)

M session will be discaonnected if the clientis connected longer than the sessic

imeout arif the client is idle longer than the idle timeout
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Add Group Palicy

| General | Clientless | Thin Client | S5LYPH Client (Full Tunnel) |

Clientless Web Browsing

Select a listof URELs from the global list of URLS configured in this WebWVPM context, The URLs
in this list appear to the ¥WebVYPN client in the YWebVPHN portal page.

Action LIRL List View... |
v
Add
[+ Hide URL bar in the portal page [+ Enable Citrix

[v Enable CIFS

Commaon Intermet File System{CIFES) allows users to viewr, create, or editfiles on servars
running Microsoft Windows opearating systermns using aweh browser, Use this feature to
accass sharad files in the corporate network from any public network using WebVPM. Spacify
the WiNS server list,

[v Read
[v Write
MBMS Server List

t.'.i_Kl | Cancel | Help |

.49llaall URL daile) ayaxs LVl a5 50> .6

&l oo Baxis (Citrix psles _J Jowsll JI Gozlizy il Citrix eMac Ggorsiuy JoMac oIS 13] .7
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Add WebVPN Context X |

= % Name: | SalesContext

mouskiay Setng || Associated Gateway: [WidgetSSLVPNGW .

bt ouman |

—Clsco Secure Desklop || authentication List [None -l
Authentication Domain: |
[+ Enable Context
Maximum Mumber of users: |2
VRF Mame: [-=N-:|ne* l]
Default Group Policy; |policy_1 -

OI':{ |  Cancel | Help |
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Add an Account

Enter the username and password
Username:
FPasswaord

Fassword
Mew Password:

Confirm Mew Password:

|sales_userd

=Mone=

|111*

|111*

v Encrypt password using MD5 hash algorithm

Privilege Level:

| Associate a View with the user

View Mame :

] h | Cancel

Help

290 dalS9 pasiwme lu> 351 .4
0k célbib s 22,9 0K calib .5
Obueil Jois) psi (999 Lail pi Jna> (999 a5l .6

]

103® oloVl Jlaw oliysSs clivl, ASDM g,

ml-3825-01 a9l

Current configuration : 4190 bytes

Last configuration change at 17:22:23 UTC Wed Jul 26 !

...Building configuration
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NVRAM confi g | ast updated at 17:22:31 UTC Wed Jul 26 !
2006 by ausnni

|

version 12.4

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetinme nsec

servi ce password-encryption

|

host nane ausnni - 3825-01

|

boot - st art - mar ker

boot system flash c3825-adventerprisek9-nz. 124-9.T. bin
boot - end- mar ker

|

no | oggi ng buffered

/enabl e secret 5 $1$Kbl u$508qKYAVPW yVvIr Ybr JLi

|

aaa new nodel

|

aaa authentication login default |ocal

aaa authentication |login sdmvpn_xauth_m _1 | ocal

aaa aut horization exec default |ocal

|

aaa session-id common

|

resource policy

|

ip cef

!

i p donmi n nane ci sco.com

|

voi ce-card 0

no dspfarm

|

Self-Signed Certificate Information crypto pki ---!
trustpoint ausnm -3825-01_Certificate enroll nent

sel f si gned seri al - nunber none i p-address none
revocati on-check crl rsakeypair ausnm - 3825-
01_Certificate RSAKey 1024 ! crypto pki certificate
chai n ausnm -3825-01 _Certificate certificate self-signed
02 30820240 308201A9 A0030201 02020102 300D0609 2A864886
F70D0101 04050030 29312730 2506092A 864886F7 0D010902
16186175 736E6D6C 2D333832 352D3031 2E636973 636F2E63
6F6D301E 170D3036 30373133 32333230 34375A17 0D323030
31303130 30303030 305A3029 31273025 06092A86 4886F70D
01090216 18617573 6E6D6C2D 33383235 2D30312E 63697363
6F2E636F 6D30819F 300D0609 2A864886 F70D0101 01050003
818D0030 81890281 8100C97D 3D259BB7 3A48F877 2C83222A
A1E9E42C 5A71452F 9107900B 91100479 4D31F42A 13EO0F63B
E44753E4 OBEFDA42 FE6ED321 8EE7/E811 4DEECAE4 319C0093
C1026C0F 38091236 6D92D931 AC3A84D4 185D220F D45A411B
09BED541 27F38EF5 1CC01D25 76D559AE D9284A74 8B52856D
BCBBF677 OF444401 DOAD542C 67BA06AC A9030203 010001A3
78307630 0F060355 1D130101 FF040530 030101FF 30230603
551D1104 1C301A82 18617573 6E6D6C2D 33383235 2D30312E
63697363 6F2E636F 6D301F06 03551D23 04183016 801403El
5EAABA47 79F6C70C FBC61B08 90B26C2E 3D4E301D 0603551D
OEO041604 1403E15E AABA4779 F6C70CFB C61B0890 B26C2E3D
4E300D06 092A8648 86F70D01 01040500 03818100 6938CEA4
2E56CDFF CF4F2A01 BCD585C7 D6B01665 595C3413 6B7A7B6C
FOA14383 4DA09C30 FB621F29 8A098FA4 F3A7F046 595F51E6
70038112 0934A369 D44C0CF4 718A8972 2DA33C4A3 46E35DC6
5DCAE7EQ0 BOD85987 AOD116A4 600C0C60 71BB1136 486952FC
55DE6A96 1135C9D6 8C5855ED 4CD3AE55 BDA966D4 BE183920




88A8A55E quit usernane admin privilege 15 secret 5

$1$j mMBN$2xNf hupbAi ng3BQZMRzr WO user nanme ausnml privil ege
15 password 7 15071F5A5D292421 usernane fall back
privilege 15 password 7 08345818501A0A12 usernanme austin
privilege 15 secret 5 $1$3xFv$WYUsKDxladDc. cVQF2Ei O
usernane sal es_userl privilege 5 secret 5

$1$2/ SX$ep4af sCpodeyKaRj i 2mIkX/ ! interface

G gabitEthernet0/0 ip address 192.168.0. 37 255. 255. 255. 0

dupl ex auto speed auto nedia-type rj45 ! interface
G gabitEthernet0/1 ip address 172.22.1.151 255. 255. 255.0
dupl ex auto speed auto nedia-type rj45 ! ip route

0.0.0.0 0.0.0.0 172.22.1.1 ! ip http server ip http
aut hentication local ip http tineout-policy idle 600
life 86400 requests 100 ! control-plane ! line con O
stopbits 1 line aux O stopbits 1 line vty 0 4 exec-
timeout 40 O privilege |level 15 password 7
071A351A170A1600 transport input telnet ssh line vty 5
15 exec-tineout 40 0 password 7 001107505D580403
transport input telnet ssh ! scheduler allocate 20000
1000 ! !--- WebVPN Gateway Webvpn gat eway
W dget SSLVPNGAL host name ausnmi - 3825-01 i p address
192.168. 0. 37 port 443 http-redirect port 80 ss
trustpoint ausnm -3825-01_Certificate inservice ! webvpn
context Sal esContext ssl authenticate verify all ! /--—-
Identify resources for the SSL VPN session url-list
"I nternal WebServers" headi ng "W dget WebServers" url-text
"W dget Web" wurl-value "http://172.22.1.30" url-text
"OM" url-value "http://172.22.1.50/ exchange" ! nbns-

| ist NBNSServers nbns-server 172.22.1.30 ! !--- Identify
the policy which controls the resources available policy
group policy_1 url-list "Internal WbServers" nbns-1i st

"NBNSServers" functions file-access functions file-
browse functions file-entry hide-url-bar citrix enabl ed
def aul t - group-policy policy_1 gateway W dget SSLVPNGA
nmax-users 2 inservice ! end
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