vl lgble |z)lele Jouile pJud
FirePOWER s]_oJlzol

lJpzogsle
| 9300

el dole 1wl w.sé

louile o0 lwed ol 1izble ol o lzol B Ll _osl, 7.0+

lJp 95,00

S92z 03l ldpuwows Jsdss lugile pJud iuuoduhlv_é I.Jié_Jolc 9luadlzol gJs Cisco Firepower.

IJecbdole IJlgul jusé
lJpolbdolo

9008 Cisco Ly oday Jssd pe, W98 wodo lJpuwele:

* oy bbl,6 Firepower (FMC)
* p>S, eoly Firepower (FDM)



» Firepower Threat Defense (FTD)
* 1J9gs6 IJuplbsé Jgspes FirePOWER (SFR) IJos wgpd eJs ASA
* ublp IJouugsd Firepower eXtensible Operating System (FXOS)

lJpdovlo Ipuuweispd

lwome 1Jpedses B 03l 90596 eds FMC lu $,902 woprss Loses 5.0 19 polt). spdud
luwogsle FMC Jlousle oJod Iuved sl IUizble sluodlzol Jzolj 113158 o wo 19 Jis izos

ouwp bhool.

op logule Up&d3p|u Ugl_).)o Bs o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

IJs b6

298 pJ Iwed bl Iigble sluodlzel gJis pzesesd pu suwlisd Iduved suslole IJodsso
speoele IJisle,. sop luwegsleo Jogass glJs 12036 9u,lez FirePOWER. |3l bbJo powsuw Cisco
pod huwld pdd Iuwed il IJigble gl odlzol oo zols FirePOWER, Bspdod [uuegsle
IJogdsele 1d9hs B o3l ldpuwoos. spdud lsuol IUg s Bs weue IUlGusle: gds Loulb
wwdled V>89 pyds Idpuwless IJoduso (TAC) pu Ciscol pse Spdud polugs o3l Idlg)le pu
edlJ Uiz B89 JJzuesd eds Bop I oJ.

JsOS6 |gwwsle 9lzod IUgsw 1JElod w9zsd Iduede FMC
louble pJd Iowadiled 1Jigble 9l olzol B 1Jluosl 19 6.x

lope o3l steps in order to gJBe SwE,S pu:

1. O IJluosl) 6.X oo dd [Js System > Health > Monitor slz0é ssw zols IUbL6 JJsuesd [Js wowbzs Hedlth
Monitor.

o Joguwse Blises 1Uizoss 98,00 1dizoss slo 1Jelds 1Jgluos: 1ud, 998 [Juwop 1p9z9> B wolss IJLous:



Status Count
b 4 Error 0
! ] Critical 1 v
, Warning 0
'L;' Recovered 0
'(,;' Mormal 1 3
Disabled 1 L

ez 3l o 1dwop B wolss 1Juobd 1Jglue weuwess 1Jelds suivs) 1Js Tuvdd. wbo, §lises 1Jizess 1J¢l o6
wodo lJelds Wb 1Jga9d IUuwdds. BBl Jloe odlb Iduwope IUspeus: odos Blises 1Jlzoj6 pgdss.

o Bs gp9 IUzols pu Blises 1Jizosé: 1u8) B9 luwpe IJzols IUss wuss &rue IJodluosd 1Jgluos wo. wbo, Lodes

"zoli euldws IJ ogs".

* lud,. Generate Troubleshooting Files sbo, IJlbl) IJpuwwd Jesble luwodule IJi'aJolsglquIaol.

o o glus All Dataldlgesl Jlousle ©@rs) szess s zese IJuslole [Jpyowbs Idpeopds: 9 22 glole IIesl)

IJ9)ss6 Joguosue IJodns):



Troubleshooting Options

Please select the data to include:

o All Data
i =nort Performance and Configuration
,51 Hardware Performance and Logs
,51 system Configuration, Policy, and Logs
,51 Detection Configuration, Policy, and Logs
,51 Interface and Metwork Related Data
,51 Discovery, Awareness, VDB Data, and Logs
,51 Upgrade Data and Logs
o All Database Data
o All Log Data
,51 Metwork Map Information

Mote: This may take several minutes.

Generate | | Cancel

lod, Generate 95905 pud 1156 pdle Iuwed il 1Jizble ol oJlzol.

et B IJluosl) 6.X pu i@_J ol dos gpdsd logvle IUpdd B elds 1Upops: luodd |Js Message Center icon
(Bl wsu o slduble) > Tasks

louile pJd Iguaduled IJigble gl odlzol B 1ol 7.0+

loedd IJs 9lz0s 9 System > Health > Monitor gJs zolj 1JbLé JJyuesd IJs Lodzs Health Monitor.

B Blisps zolj IJgyuo: 225 zols FMC sz B 1USlisps. &p 2a> View system & Troubleshooting Details IJgsl. $9>8
o3l [Js wouwse gpse dsbile olluosd IUuble lJppedus Jel wlboy B 030 1J09,6:



alale. Firepower Management Center
cisco

Devices Objects ANP bl

Deploy O, @Pgr @ adminw

Last 1 how
F0T1-07-18 G300 - 2021-07"

Process Health

sritical Processes Al Processes Eveni [=21] Awg GPU
R E TN

61K M

M

205MZM

303 K11 M

wzesRn

+ lud,. Generate Troubleshooting Files sbo, 1JIbl) IJpuwed Jeshle lpveduold IJizble sl adlzol.

alval. Firepower Management Center
cisco Monit

Overview Analysis Palicies Devices Objects AMP Intelligence
Monitoring e Health: FMC @ Not Available

Troubleshooting & Links

VDB |Generate Troubleshooting Files |
n SRU Advanced In oung s
Overniew Process
n_Primary_SFR —

© e glus All Dataldlzosly Jludile 08as) seess eds zese Wwslole Ipowlbs Ipgoeds: I 22 glole Ilkesh
U986 Jeguoswe Jedosy.



Troubleshooting Options ) 4

Please select the data to include:
All Data

® Snort Performance and Configuration
Hardware Performance and Logs
System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data

® Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs

All Database Data

All Leg Data

M MNetwork Map Information

Deployment Logs

i This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks,

o]

o lug, Generate 9.59J> ;5 IJb1)6 pJVle luwad il 1Jigble 9l oJlzol.



cuisd pdod Iweduulad IJigble sluodlzol B 1ol 6.

Jowisd uuwgs pu pJud luveduoled IUigble gl odlzol 1J3s wp louilio: lowdd IUs Lodes 2lJs IJpops eJs FMC. B 1Jluesl,
6. luodd [Js Message Center icon (¢sh wso lJoui) slduble) > Tasks B 9lzos 9o zols IJbLs JJsuesd IUs wowdes z2lJs
|Jr00p6.

uungSE_ 6.X:

A

Deploy i  System Help» admin w

Deployments e 7

20+ total 0 wa 1] 0 re 20+ success 0 f Message Center
w Generate Troubleshooting Files Im 258 X -

Generate troubleshooting files for firepower.servertest.com.
Click to retrieve generated files,

wpz b 8s@9e IJzols wlousle pJud Ipuadunlad IUizble sl odlzol woés) 2lJs IUpops |Js Completed. spdod opas> 0988
[Jpopd IJpbluds JdpdSle slo 1duods IUos Geo wosdssol. 1oy V9. Click toretrieve generated files IJLoolb 9olog pe
pbldole IJpuwes)uo Jouisd IJpdd. sop wuisd IJpdBle [ds gwbe ldpdow B tar.gz pJos glzs.

Suisd pJdod Iuwedunlad IJigble sluodlzol B 1Jlosl, 7.0+

Jowisd uuwgs pu pJud luveduoled IJigble gl odlzel 1J3s wp louilio: lowdd 1Us Lodes 2lJs IJpops eJs FMC. B 1Jlueol,
7.x¢ luodd IJs Message Center icon (gsh osu wed 0908 9ublp) 9lgod IUgsy > TasksJgluos wzols IUL6 JJouesd 1Js
uadto Z_UB |Jpor052

Deploy @ ﬂ"" I+ @ adminw

Deployments Upgrades @ Health Tasks ‘_;n Show Natifications

1 il O wiaiting 0 muanning 0 retrying m 0 Tailures Filter

& Gengrate Troubleshooling Files

Generate troubleshooting files for firepower.aperia.local am s
Click to retrieve :;lene-raled files

Mo more older tasks

ween 1o s89p 1Jzols Lluuile pJd Iuve d il 1Jigble sl odlzol wogs) 2lJé 1pops |Js Success. lu g, 9.8 Click toretrieve
generated files IUloulb solug pe pbldole Idpuwog oo Joussd Idedd. sop oujsd Idpddle |Js b IJpdow B tar.gz
pJuo 9le>.



lJSs559

Jlogsle pJd Igued ol Tgble FMC g FTD gl oJlzol Lluuagsle 9lz06 IJssw 1Ugluos o FMC. lze Jisidiss Lo ole oJcd
s o CSM.

Js9.s6 |wogsle 9lzod IUgse 1Jglues  FDM

louble pdd Igue sl IJigble sl odlzol

wepu lduozd I yssuwss J FDM: lue@d |Js Troubleshoot 1J g we wezluw Request fileto be created 1) Jpl 09 p9 oz S o030

IJos,6:
alialie e e L o HE = G\ o @ @ admin
cI5Co v T e Monizoring Pokicies Objects Device: Flrspowar-1010 < Adminisirator
= Modal Software VDB Intrusicn Rule Update High soaitataiity
- Cisco Firepower 1010 Threat Dafense 6.6.0-90 3200 2020-01-16-001-v1 Not Configured
\ 1
m & intermet
e eEE o e
FEE ® |
L Sman Ucense
m
|
Interfaces Routing Updates
tued 1 static route Geolocation, Rule, VDB, System Upgrade,
Enablod 4 o4 9 Spouity Inteligancs Feads
View Al Interfaces ¥ View Canfiguration » View Gonfiguration >
Smart License Backup and Restore Troubleshoot
— Last Backup: 25 Jun 2020
View Gonfiguration > View Ganfiguration ¥ Lol Ll Zas rom
Site-to-Site VPN Remaote Access VPN Advanced Configuration Device Administration
J Includes: FloxCondig, Smart CLI Audit Evonis, Deployment History,
Mo connections | 1 Group Policy Downilgad Configuration
View Gonfiguration > Configure » View Configuration > View Configuration

wpzr? oSy Iplauw B9 s Request fileto becreated 1Jj). wlbo, juwlds wuis) 1Js 1o logile IJpdd §> suveé)rd zos uvlgs oo

i2d |JplJo.



https://video.cisco.com/detail/video/6155382458001
https://video.cisco.com/detail/video/6155382458001
https://video.cisco.com/detail/video/6155382458001

It can take up to 1 hour to generate the
troubleshooting file depending on the device

&> weas> Request fileto be created 1. swés) Troubleshoot 18 we Jsuvs) [Js lue wp bl pJud. spdu pdlzbs o3l 1lz)le
Bs Suwe Slises IJpole.

Troubleshoot

See Task List

lowdd |Js Task List > running wldss 1y Troubleshoot IJoowdss Bss [Jodsp.

11 | L — P & = =5 admin
cisco. T ' i Manitoring Palicies Objects Device: Firepower-1010 (] - Administrator
Task List



Task List

Jedete all finshed tasks
B total 1 runnimg 0 completed 0 fallures et LS
Mamae Start Time End Time Status
Troubleshoot 18 Aug 2020 :
06:19 AM @& Task execution started

ewpl wuwos lUpops: Bluel wlboy b s Completed gJles [Jougsy [Jgloé Task List.

Task List

sl all finiehed tasks
& total 0 nunning 1 completed 0 fallures ENmita st et
Name Start Time End Time Status Actions
Troubleshoot ® alca6?as-
18 Auwg 2020 18 Aug 2020 chTd-11e9-85ce-
09:19 AM 0826 AM BidS00%e0T a0

troubleshoot.targz

Suisd pdd luwad il 1Jigble gl oJlzol

loe®d |Js Troubleshoot 1J 9 wpe solds pU 1009 jisu e2838u. wey weas> Download 1)) s 99 puvessue lJyse 1Uglue ol
coddsp pbldus. polugs [Jpbldeus Jpdb 1Jpbldes Troubleshooting fileldes wp logildel JJwy.

Sup wuisd ldeddle |Js gubz ldpdoo B tar.gz pJd sles.

S Iz s sy Idblog 15006 1Js 198e 1Uss wp Bso by pdd [uwed ol 1Jizble sl odlzol IJpcsd, 2ldsl.



Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

2>> Re-request fileto be created 15, Jlouile pJd luwedunled IJigble gl odlzol z3.5s.

% adicks: souvow o3l IJlgle B luvewsld 1Jpdd 1Jpe9d) puvedl wpdd 238> weess lu sop lugilde.

Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

Js8sé luueesle 9lzos Lulo, 1Jisle,

Il 2lode luwegsle bysds Ilousle IJpsozs s 1pdllbog IJuwlods 9oes) edsd 1dsuesd 1Js slzos s zols 1bLs. I 131
JIow ould pundJs B IUleuold wso zols 1JbLs sldizess 1eslhé: BJu wdsw @bl eds lousle pJd Iuved il 1Jigble
sluodlzol. B 030 1Jeldé: lue suwobse luvogpdo I CLI po & 116 inorder to ¢Jde 1J sozrs pus.

o) bbl,6 Firepower

I>ed o3l 1Jle, eds s Islyé Firepower Jlu ile pJod luwed ol 1Jigble gl odlzol:



<ffroot>
admin@FMC:~$

sudo sf_troubl eshoot. pl

Starting /usr/local/sf/bin/sf_troubleshoot.pl... Please, be patient. This may take several minutes.

Troubleshoot information successfully created at /var/common/xxxxxx.tar.gz

2036 IJzelss oo IJpilis
ibed o3l 1Jip, £Jis 1z036/9z51e FirePOWER slJizo 6 1Jes1)6 1dblo,sé Jlousle pJwd Ipveduoled IJizble gl odlzol:
<#root>

>

system gener at e-t r oubl eshoot al |

Starting /usr/local/sf/bin/sf_troubleshoot.pl... Please, be patient. This may take several minutes.

uble IJoyugsd Firepower eXtensible Operating System (FXOS)
Firepower 4100/9300 s Firepower 2100 a¢ ASA < su2g I0obla lumoac

Sedoud IJzuo9d £ds pdd Ipwed il Iizble ol odlzol puluing po wble lJousgsd Firepower Xsible (FXOS). Jlouile aJob.
sdipd Ileuold wewslo 1shs IJzols wluwessle Secure Shell (SSH).

% adlgls: sose JJ uble IJouvgsd FXOS2.6.x+ luile pdSle 1Usg e IJBUS pu 028 0s53d Firepower.

v’ o odoy Vs 3lzos b, I9le, FXOS: Igue e, B Igbsle IJeldss Jlouble 1dpJus:

+  Firepower 4100 9 9300 pg | o>l FXOSIJiGEsp oo 2. 7:

<#root>
FP4150#

connect | ocal - mgnt

FPr4150(1ocal-mgmt)#

show t ech-support fprm detail

Initiating tech-support information task on FABRIC A ...

Th



Completed initiating tech-support subsystem tasks (Total: 1)

A1l tech-support subsystem tasks are completed (Total: 1[received]/1l[expected])

The detailed tech-support information is Tocated at workspace:///techsupport/20170116170843_FP4150_FPRM

FP4150(Tocal-mgmt)#

©89p 1JIJpé fprm IJIwlpuss wlouile pJd luwe duuldd igble IJoble 1Jigulus Firepower sl oJlzol. suldped: sose JIJ
IJoble lsuol lugsle pddle Iguad bl IJigble sl odlzol pu IJosId 99236 1Jielw.

<#root>
FPA4150(Iocal-mgmt)#
show t ech- support ?

chassis Chassis fprm Firepower Platform Management module Security Module

+  Firepower 41009 9300 pg |_osble FXOS 2. 7 91l osble IJiese:

<tfroot>
FP4150#

connect | ocal - mgnt

FP4150(Tocal-mgmt)#

show t ech-support fprm detail

WARNING:

show t ech-support fprmdetail command is deprecated.

Pl ease use show tech-support chassis 1 detail command i nstead.

B FXOS Losgs 2.7 98:spl wed Sop wuppsy pJd luwadyild igbls FPRM sluadizs) B.s pJud Tosad il ighls 10sdd sloadip):

<tfroot>



FP4150(Iocal-mgmt)#

show t ech-support chassis 1 detail

Initiating tech-support information task on FABRIC A ...

+  Firepower 2100 pg ASA Bs 908 IJuble IJIuwluus:

<#root>

fpr-2120#

connect | ocal - mgnt

fpr-2120 (local -ngnt)#

show t ech-support ?

fprm FPRM

fpr-2120 (Il ocal -mgnt) #

show t ech-support fprm detail



fpr-2120_FPRM
The showt echsupport file will be |ocated at workspace:/techsupport/20221212103515_ fpr-2120_FPRM tar. gz
Initiating tech-support information task on FABRIC A ...

% adizks: Jl o9l pddle luve dunlsd Tglble 1degdd gl ol Wopked sluadizs) dis Firepower 2100.

v louile pdB luwed old 1Jigble 9l odlzol. spdod IJgws) edso Bs puvled IUgpd. Bp vouvésd IJie) Joldss:

<#froot>

FP4150(Tocal-mgmt)#

dir workspace:/techsupport

1 9912320 Jan 16 17:10:07 2012 20170116170843_FP4150_FPRM. tar
Usage for workspace://
4032679936 bytes total

43540480 bytes used
3784286208 bytes free

FP4150(Tocal-mgmt)#

Firepower 1000/2100 sz 1dzales 1dlag 3100 <lowcgdla &Eags FTD

Iuwegse 1Jie, connect fxos s CLISH JJleuold w@uins le, FXOS:

<#root>



connect fxos

louod wduing Ul Ieeds-mamt 56 wlousle pdd Iuvedupld IJigble gl odlzol:

<#froot>

fpr1150#

connect | ocal - mgnt

fpr1150(Tocal-mgmt)#

show t ech-support fprm detail

fpr1150.abb.local_FPRM
The showtechsupport file will be located at

wor kspace: /t echsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
WARNING: *** /mnt/disk0/smart-log/ is missing ***
WARNING: *** /tmp/softraid_env.xml is missing ***



WARNING: *** /tmp/nvme_build.log is missing ***

WARNING: *** /tmp/sed_build.log is missing ***

WARNING: *** /opt/cisco/platform/logs/QAT is missing ***
Completed initiating tech-support subsystem tasks (Total: 0)

fpr1150(local-mgmt)#

di r workspace:/techsupport/

1 5776262 Dec 12 09:14:15 2022 20221212091405_fpr1150.abb.local_FPRM.tar.gz
Usage for workspace://

159926181888 bytes total

16198488064 bytes used

143727693824 bytes free

louwg pd Ipueduldd IJigble sladlzol s 1Jghbe IJwgss:

<#root>

fpr1150(local-mgmt)#

copy wor kspace:/techsupport/20221212091405_f pr 1150. abb. |1 ocal _FPRM tar. gz

?
ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI



Firepower 1000/2100 sz, \dzalsd 1dlacs 3100 ag ASA di suag VJgels

>389 |J FXOSIudsw:

<#froot>

ciscoasa#

show f xos node

Mode is currently set to appliance

Iwegse IJle, connect fxosadmin JJloold w@uiné ey FXOS:

<#root>

ciscoasa#

connect fxos admin

Configuring session.

Connecting to FXOS.



% adicks: s 19 oe poess IJuwsld: sw9d, IJls, connect fxos admin s 1dobla Iy sl s admin.

lewod wduins IJie) Idpeds-mamt 9 8p Clousle pJd Igved ol 1Jigble sl odlzol:

<#froot>

firepower-2130#

connect | ocal - ngnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-2130(local-mgmt)#

show t ech-support fprm detail

firepower-2130_FPRM
The showtechsupport file will be Tlocated at

wor kspace: / t echsupport/20221212093206_fi repower-2130_FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 0)
firepower-2130(local-mgmt)#

dir workspace:/techsupport/



1 6902474 Dec 12 09:32:12 2022 20221212093206_f1irepower-2130_FPRM. tar.gz
Usage for workspace://

167921864704 bytes total

318324736 bytes used

167603539968 bytes free

Jouuwg pdud iuuoduhlgé Uiéblc sluodlzoli Lee 1Js 9236 wpdp ASA:

<#root>

firepower-2130(local-mgmt)#

exit

firepower-2130#

exit

Connection with FXO0S terminated.
Type help or '?' for a 1list of available commands.

ciscoasa#

dir flash:/fxos

Directory of disk0:/fxos/

297718806 -rw- 6902474 09:32:12 Dec 12 2022 20221212093206_f1repower-2130_FPRM.tar.gz
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)



louwg pd Ipue il IJigble slodlzol lJs 1Jghbe IJwgss:

<#froot>

ciscoasa#

copy di sk0:/fxos/20221212093206_fi r epower-2130_FPRM tar.gz ?

cluster: Copy to cluster: file system
diskO0: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

CJU""t ed&-i iuﬂﬁuﬂuﬁ\d Uitb\f« J!U‘d‘t” ‘,ﬂu.ucﬂt.ﬂe CLI

Buwd uuwg pdV po FXOS|Js Iddpuss: wedd pu ldeolue) Ideldss:

© sded b Uzelss 1Upsess eds IUdewsses IUpzds Idlouald 1dshs u) bs pulds o,9,56. eds pwosd IJpeld: 3|
Bpo wuuwg pdd g Secure Shell. Bsgo lo suvee IJYpwsso) wldlogoldle pu ls pulds slo ods: pod: Ideuds 22.

© sev o sdse IJdeusscs voubisd 208 IJuuwt IJleu (SCP). spdud IJees) eds wolpz povses Jelbe SSHISCP B
Jloc,oo. 9pee 3JY Jl w9, Cisco ldsgp Jdovwso sldodsy s e SCP pgso.

a4 193 Firepower

Is¢d 031 1Jle) eds pyd5 1byé Firepower Jouwg pJd Iuweduuldd IJigble gl odlzol:

<#froot>



admin@FMC:~$

sudo scp troubl eshoot_fil e_nanme username@lesti nati on_host:

desti nati on_f ol der

ize 38 \zaled a0 \g Lisd

I>¢d 031 1Ulo, £Js Tzo;6 FirePOWER glJizo 6 1Jpsl,6 IJblo,sé Juuwg pd® luweduuld 1Jigble slodlzol:

<#froot>

file secure-copy hostnanme usernane destination_fol der troubl eshoot file

% adigs: s o3l IJpeld. hostname s s, 1P 1Js luwp IJpoosd IJogss 1oscd Is gusluo. username 95255 luwp IJpuwegsp
eds IUpuo s IJwgss. destination_folder 95255 puwl 1J9z06 eds [Jpuosed IJogss: troubleshoot_file 95255 pJud
Ipweduuldd IJigble sladlzol 1Jpeds JJodd-

uble IJoyugsd Firepower eXtensible Operating System (FXOS)

Firepower 4100/9300 s Firepower 2100 a¢ ASA dis soag 1Jobla Idiouous

Jouwg pJ Ipweduald IJigble sl odlzol oo wble IJeyvésd IJ8led JJoubésd (FXOS) Firepower |Js IJJpws9e) 1dpeds
Dsde Gp wogvgsd o3l 1Jip) gJs zol; FirePOWER:

<#froot>



FP4150(Iocal-mgmt)#

copy workspace:/techsupport/fil enane scp://usernane@ paddr ess

Firepower 1000/2100 sz 'Jzelss 1dlac 3100 wlowetda &idags FTD

Iwegse IJie, connect fxos B CLISH JJleuold wduins Ie, FXOS:

<#froot>

connect fxos

Bp Lldleuald oldie) Idpeds suuwe pdod Ipuad il 1Jisble sluodlzol [Us 1Ughe IJwgss:

<#froot>

fpr1150#

connect | ocal - ngnt

fpr1150(local-mgmt)#



copy workspace:/techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

ftp:
http:
https:
scp:
sftp:
tftp:
usbhdrive:
volatile:

Dest File
Dest File
Dest File
Dest File
Dest File
Dest File
Dest File
Dest File

workspace: Dest File

URI
URI
URI
URI
URI
URI
URI
URI
URI

Firepower 1000/2100 szl \dzalsd 1dlacs 3100 ag ASA dis suag \Jgels

oo suwobse ouwes I soess pus pu I ASA 9238 bydss JJopde:

<#froot>

ciscoasatt

dir flash:/fxos

Directory of disk0:/fxos/

297718806

-rw- 6902474

09:32:12 Dec 12 2022 20221212093206_f1repower-2130_FPRM. tar.gz

1 file(s) total size: 6902474 bytes
21475885056 bytes total (21212692480 bytes free/98% free)

logwg edd Ipveduuldd Uigble sluadizol 1ds 1ghe 1w es:

<#root>



ciscoasatt

copy diskO:/fxos/20221212093206_firepower-2130_FPRM tar.gz ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system
JSs>59

Jlogile pdBle 1Usgpe IUBus 1UElLod wg) o FXOS B Firepower 4100 9 9300 ,lze Lo
EXOS b5 Firepower 4100 g 9300.
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