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% Cisco Security Manager - Configuration Manager

File Edit View Policy Map Manage Tools Launch Help

5 Device ¢ Map Policy Policy Bundle G}, [ ) l Lj:,[ [ﬁ_ﬁl 2 [ 7\J
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MName = | Description | Skaktus | Skartup Type | Log On As |
£ Cisca Security Manager AUS database engine CiscotWorks Aus sybase databasze ... Manual Jcasuser
£k Cisco Security Manager Daemon Manager Adminiskrative service for CiscoWork,,,  Started Aukomatic Local Syskem
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CmfDbEngine g rptDbEngine 9 AusDbEngine 9 vmsDbENgine
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3. uved lzsle Windows:

loedd lJs ghoo IJiesle > Luedle Windows > IJoble (Iuze g0 puvess [Jgbl)

The vnsDbEngi ne service was unable to log on as .\casuser with the currently configured password
due to the followi ng error:
Logon failure: the user has not been granted the requested | ogon type at this conputer.

Service

vnsDbENgi ne

Domain and account

.\ casuser

Thi s service account does not have the required user right "Log on as a service."



User Action

Assign "Log on as a service" to the service account on this computer. You can use Local Security
Settings (Secpol.nsc) to do this. If this computer is a node in a cluster, check that this user
right is assigned to the Cluster service account on all nodes in the cluster.

If you have already assigned this user right to the service account, and the user right appears

to be renoved, check with your domain administrator to find out if a Goup Policy object
associated with this node m ght be renoving the right.
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Log on as a service
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loedd lJs odosu IJJpuso, > leshble Windows > Jesble IJoip§¢ > [Juwsluwle 1Jpedss >
CESSU 2999 IJpuredre.
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Load and unload device drivers Administrators
Lock pages in memary

Log on as a batch job *5-1-5-21-3541194746- 1005014 778-4010165564-1002, *5-1-5-21-3541194746- 1 00501 4775-401 01655641003, %5-1-5-21-3941 194746-1 0050147 75-40101 655641004, *35-1-5-21-35

Manage auditing and security log Administrabors
Madify an obiect label

2) 151 Jp sy casuser p9g9sl Jogwesd 1Usgad Jgrps O 9p wlunalds casuser v vdd Losse
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Palicy =~ | security Setting [
Aiccess Credential Manager as & trusted caller
Aiccess this computer From the network Everyons, *5-1-5-21-3641...

Act as part of the operating system
Add workstations to domain

Adjust memory quotas for @ process LOCAL SERVICE,NETWOR. ..

Allow log on locally Administrators, Users,Back...

Allow log on through Remote Desktop Services Administrators,Remote De...

Backup fies and diectories Adrministrators, Backip Op

Bypass traverse checking Everyone, LOCAL SERV]

Change the system time LOCAL SERVICE, Admiristr. .

Change the time zone LOCAL SERVICE, Admiristr. .

Create a pagefile Adinistrators

Create a token object

Create glabal abiects LOCAL SERVICE,NETWOR. .. (L) 0 E &) SR e p e T 2]

Create permanent shared objects Local Secuity Seting | Explain |

Create symbolic links Administrators
Debug programs Select Users or Groups HE Logon a5 a service
Deny access bo this computer From the network

Deny log on as 2 batch job Select this object type

Derty log on as a service IUsErs o1 Builtin security principals DObject Types.
Deny log on locally

Deny log on through Remate Desktop Services Fiom this locatior: -3841194746-100501 4776-401 01 65564-1009

Enable computer and user accounts ko be trusted | WIN-EZFFS00MC43 ana&l \CENALL SERVICES

Force shutdown from a remote system P . .
Generate sacurtty audts Erter the ohjsct names ta selsct [zxamples]

Impersonate a client aftsr authentication casused Check Names

Increass a process working sst
Increase scheduling priority

Load and unload device drivers
Lock pages in memary Advanced.. Cancel

Log on as a batch job £4)
[ Log on as a service *5-1-5-21-3841194746- ... dd User or Group... [E—
Manage audting and security log Administrators
Madify an obect label
Madify firmware environment values Admiristrators
Perform wolume maintenance basks Admiristrstors
Profile single process Administrators
Profile system performance Administrators, NT SERVIC, .,
Remove computer from docking station Administrators
Replace a process level token LOCAL SERVICE, METWOR.
Restore files and directories Administrstors, Backup Op... 0K [E— Sy
Shut down the system Administratars, Backup Op...
Synchronize directory service data
Take ownership of Files o other obiects Adrministratars
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/content/en/us/td/docs/security/security_management/cisco_security_manager/security_manager/4-8/installation/guide/IG/inserver.html#81254
/content/en/us/td/docs/security/security_management/cisco_security_manager/security_manager/4-8/installation/guide/IG/xtrouble.html#pgfId-1081316
https://blogs.technet.microsoft.com/musings_of_a_technical_tam/2012/02/13/group-policy-basics-part-1-understanding-the-structure-of-a-group-policy-object/
https://technet.microsoft.com/en-us/library/cc957141.aspx
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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