>pz SecureX gl wo J vl Igbliso 9l odlzol pg
2ol lelo Idsse (WSA)

lJpzogsle

leals WSA Jowes ) SSE
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puo 9l e dnlo Igble o3l IJodled 9luodlzol

Iecbdole IJlul jusé
lJpobdolo

w9 os Cisco vig oJ9y s pgy9s6 wldesluose 1Joldss:
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lJpedouvlo Idpuwespd
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* o9lwo SecureX

op logile Idpgdspele 1916 Vs 03l Idpuwows pu Uiaojé 1J 09296 WS w56 pgpdso gluoo.
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wwedod 98 ldogvgsd Wolds po Wopd Jdules) Idpeepd Jls le).



lJodosuy

culdsu URL IJpbdews JIJ pulb 96 J SecureX
Sedd pu o zoly WSA Usso |edloss 1Jso9d 1Us sulsse URL gds 1punds 443:
IJeulo§6 1Jle)sdss
* api-sse.cisco.com
pob s IUlozh IUls,90s
* api.eu.sse.itd.cisco.com
~ pdlzbs: 31 Iy 1Uguosd |Js SecureX Cluwegsle uslo URL Jlgws! sldpzsb [Jolss

sldslolo slduoso (https:/ivisibility.apjc.amp.cisco.com/). Wly 1Uspez pe 1Jzols €5, pE90
clJdsl.

lesl> WSA Jowzsd SSE
1.- 8Js wolué SSE. luedd [Js IJizess ep ludy B9 (+) luplss IJizess slousle 1,095 1eesié

Jpl 09 p9 o I IJu096:

F

Add Devices and Generate Tokens @ X

Number of devices

1 v

Token expiration time

1 hour —

2.-108) V98 polugs ssup louble Id)p) 1Jppss J WSA: Jpl o9 p9uoz S IUug)6.


https://visibility.apjc.amp.cisco.com/

Add Devices and Generate Tokens @ X

The following tokens have been generated and will be valid for 1 hour(s):

7120c58e1b4 =

Close Copy to Clipboard Save To File

3.- 8p wupdsy Ctrobservable B glzos Lwlb, I9le, WSA (CLI). wee Reportingconfig sedod
lIJe w9y, eds IJgsl) Joedso Ctrobservable: Jel 09 p9 oz O 1Juo9,)6:

4.- opdsu wlws lduweled 1Uglues vowhbd grelo Ui.0|o (SSE) slJouydd IUs Iduvedé
>|eshle grple Idgweles > wpys) IJleshbled lu®) Wl wedsy shuwld « Jel 09 p9 oz WOs
lJue9,e:

Cloud Services Settings

Threat Response: = Enabled

Edit Settings




5.- 22 Iduweled IJos wyss IUlouold wol:

Cloud Services Settings

Success — Your changes have been committed.

Threat Response: | Enabled

_ Edit Settings |

Registration
Cloud Services Status: | Not Registered

Threat Response Server: | AMERICAS (api-sse.cisco.com) ¥

Registration Token: (? I m

6.- bed 1,05 IJpess 1Uss louvloe gds SEE (0lds oo luwesle 1dre) 1depss od 38w luwele
IJuodlzsd):

Cloud Services Settings

Success — Your changes have been committed.

Threat Response: | Enabled

Edit Settings |

Registration
Cloud Services Status: | Not Registered

Threat Response Server: | AMERICAS (api-sse.cisco.com) v

Registration Token: | SNUIURUNDNNUWN| [T

7= opppd ouwesd Idoes Jepsic uwens Huwlds ouvs) IJs ouwesd 1Jzols wogle
Cloud Services Settings

Success — Your appliance is successfully registered with the Cisco Threat Response portal.

Threat Response: Enabled

Edit Settings

Registration
Cloud Services Status: Registered
Threat Response Server: AMERICAS (api-sse.cisco.com)

Deregister Appliance: De@ister |

8.- w&33JY uys Ideols Idpuwed eJds wolwé SSE:



alial Security Services Exchange Devices  Cloud Senices  Events  Audit Log o @ Daniel Beniez -~

CIsSCo
—
Devices for Sourcefire Support
T |Q wsa 3
O Rows Selected +o0

W L] Name Type Version Status Descri iption

> 1 He-wea mohsenl lab WSA 12.5.0-869 O Regatend S300V P

w 2 wia02.mex-amp lab WS 12.0.1-268 @ Regatered S100V '

1 D631 b6 -e9e5-4dba-B8Ea-GA0BEEDGIETE 1P Address: 10.10.10.19 Cannector Version:

Created: 2020-0%5-28 04:55:38 UTC

spe IJzoly J>sd pg SecureX

lJglbgo 1. Uspez WSA pg SecureX: luodd IJs gpdsle IJodlpd>| ol 9236 wploso 23836 923>
2ol lolu 1J9s e wp 235 zolid 99,0 lesh IUlbl) 1d5p0s JIbdw: e log) B899 zdb. Jel 09
£9LPT IS¢ IJuey)s.

dlvaln San e >’ . . Beta inistrati
cisco “CLUIEA Dashboard Integrations Orchestration Administration

Settings Add New Web Security Appliance Module

Your Account Module Name*
Devices Web Security Appliance

API Clients

) Registered Device*
~ Integrations

Available Integrations wsa02.mex-amp.lab

Users
wsa02.mex-amp.lab
Type WSA

0 N s2-640868b6ae54

IP Address THEEN0.19

Request Timeframe (days)

60

=l -

IJglbgo 2. Jlugvle J9go Idpedsple 1UEluoo v lu@) W99 IS 8906 + J9z6 pedyple o526 2o
luvel sozlool woss luvesleoel Jdszs IJeedspele.



« [ Web Security Appliance

Incoming Filed Analyzed by AMP

A set of metrics summarizing incoming files analyzed by AMP

HTTPS Reports

A set of metrics summarizing web transactions for HTTP and

HTTPS traffic

Top Domains =
: - L . v

A set of metrics summarizing top domains in web transactions

Top Malware Categories

A set of metrics summarizing Top Malware Categories in web

transactions

Top URL Categories

A set of metrics summarizing Top URL Categories in web

transactions

IJozdd pu lduors

wes lole ldedlpd spdud puiless pedsele Jozd IUpedsple Idos e wubsol Vs up9de SSE.
Spdud 1Jud) 993 Is pu ldoosssle IJes we IJduvsd guol 9sep wubésd w9l SSE pg
gled 0o 9S8 vaE IJese edsol.



Dastbcard  integrations  Orchestration % agministration

Theeats & Mabware Network Security Network Analytics Threat Qe Cortert Security 'I'I Customize
= L

Incoming Filed AnalyTed by AME | Web Security Ap S HTTPS Reports | Web Security Applisnce I TopDomains | Web Security Appliance

Cloan [0) e Tokad HTTR

r -
- =
Transactons 60)
[ Weiknown (C) ; I",““" .
Socunity Serices Exchange [T—— o g HTTPS
Sse . = =
My Intagrations Y '

) Malicious (0}
AMP for Endpoints
Amp = == :

Cdo Cisco Detense Orchestrator

No Data Available

Tho API responded with omoty dats
Email Secusity Appliance . IO 0 ¥

Esa

o = 0] [ ] o
Top Malware Categaries | Web Securtty Appllan - Tap URL Categories | Web Security Appllance

[ Totsl Trarmsctions (60) Blocked Transactons ([

4

SteaRtwatch Clowd

SteaRtwatch Enterqprise

No Data Available

Thigat Grd Tha AP fih empty data

lweduvld IJlgble gl oJlzol
IJozdl pu ouwesd IJzels pu CL

IJgb96 1. B wouivgsd IUle, curl B 1Jzos 1JgJBss JJozdd pu 2lds IJlouold. luge gu
edd IJelds cee Idoobd o ldlRlz IJpesl s pe 1Uzdd pod FADN(Iuwe IJpzld IJe90d
NJIlpd) Idogwesd. 1Jzol) IJpuwed W 1JzlJs 1Jeuzds:

<#root>
fusr/local/bin/curl -XGET -v

http://1ocal host:8823/vl/contexts/default

"exchange": [
{

"type": "registration",
"status": "Enrolled"

"name" : ,
"description": "Device has been enrolled."”

lJglo9é 2. pu 03l 1JIE)le spdud i.__su'ol lJozdd pu lJluwoedlple Idos wpe lplool pu 1desuod:


http://localhost:8823/v1/contexts/default%C2%A0

type": "administration",
"statistics": {

"transactionsProcessed": 20,
"failedTransactions": O,
"lastFailedTransaction": "0001-01-01T00:00:00Z",

"requestFetchFailures": 0,

"responseUploadFailures": 0,

"commandsProcessed": 20,

"commandsFailed": O,

"TastFailedCommand": "0001-01-01T00:00:00Z"

U096 3. spdod lsuol 1Jeedd oo vouole Idde IUes op gpdol oo 1psuod 1s SSE (5
38l wuwdd 18l uss):

refresh": {
"registration": {
"timestamp": "2010-06-29T03:51:457",
"timeTaken": 1.387869786,
"successCount": 6,
"failureCount": 0

IJeb9s 4. JJwzdd po wwedle IUesued eds WSA: sjed IJoudd IJs:
<#root>

/ dat a/ pub/ sse_connect ord_I| ogs/ sse_connect ord_| og. current

IJeedople IJos spdu 1deey) edsol W sse_connectord_log.current
s pJds lJoywesd pg SSE

« wedlo lgueedle IJle)le
« wedle lJgle IJogwesd Vs wslwé SSE
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