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Identification Profiles: Auth ID

Client / User Identification Profile Settings

Enable Identification Profile

Name: (2

Description:

Insert Above:

|auth 1D
(e.g. my IT Profile)

(Maximum allowed characters 256)

1 (Global Profile) v |

User Identification Method
Identification and Authentication: .2

Authentication Realm:

Authentication Surrogates: (2

Authenticate Users |

Select a Realm or Sequence: |7 ADDS e

Select a Scheme: Use Kerberos hd
Scheme setting applies to HTTP/HTTPS only.

If a user fails authentication: [ Support Guest privileges (7

Authorization of specific users and groups is defined in subsequent policy layers
(see Web Security Manager > Decryption Policies, Routing Policies and Access Policies).

® 1p Address
O persistent Cookie

(O session Cookie

(] Apply same surrogate settings to explicit forward requests

If this option is not selected, no surrogates will be used with HTTP/HTTPS
explicit forward requests, and NTLM credential caching will not be available to
these requests. In addition, re-authentication will not be available for Kerberos.
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[ Automatically detect intranet network
[ [Sindude all local (ntranet) sites not ksted in other zones }

@
W Ut e 5etings beow o defne which webstes are ncudedin
&> the local intranet zone,

[Zinclude ol stes that bypass the proxy server

Eindude all network paths (UNCs) o
ot are intranet settngs?| | Advanced B Cancel

& Local intranet X

g, Tou cn addand remave webstesfrom ths zone. Al websites
¥ s 2o

e wil use the 20nes security settings.
Add thi te to the zone: o
0. 2

~To change the settings, dick Custom level,
~To use the recommended settings, cick Defaultleve!

Customlevel... || Defaultieve
Reset ol z0nes to default level
Require server verification (https:) for al sites in this zone
= [ORequ )

Close
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@ € Security Settings - Local Intranet Zone X
General Seawrity Privacy Content Conmecions Programs Advanced Settings
O Disable
Selact a zone to view or change security settings. (®) Enable

» = 5| Enable XSS fiter
¢ @ o R

Intemet  Localintranet Trustedsites  Restricted
sites

Local intranet

Sites.
& This zone is for al websites that are
- intranet.

1
found on your A thentication
f
Searity level for this 0 ¢ logon only In Intranet zone
T Automate Togon with current User name and password
Custom O Prompt for user name and password
Custom settngs. v
- To change the settings, chck Custom level. < >
- To use the recommended settings, cick Defauit level,

Resetto: | madum-ow (default) v Reset.

Reset all zones to default level ll_] G
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