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E_ U9 | @] URL © auouo ,J P_9 L9 & Edit Custom and External URL Category
Category Name: | [Category o
I\JBLS - Comments: (2 |
List Order: ’1_
Category Type: | Local Custom Category
Sites: (| ieca tocal, .cisco.local Sort URLs

Click the Sort URLs button to sort
all site URLS in Alpha-numerical
order.

©)

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced  Regular Expressions: (7

Z
Enter one regular expression per fine. Maximum allowed characters 2048,

Cancel | submit |
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Decryption Policy: DecryptingTraffic

Policy Settings

Enable Policy

Policy Name: (2 I DecryptingTraffic
(e.g. my IT policy)
Description: | [

(Maximum allowed characters 256)

Insert Above Policy: | [ 1 (global Policy)

Policy Expires:
[ set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. ANl criteria must be met for the policy to take effect.

Identification Profiles and Users: All Identification Profiles ‘,l

All Authenticated Users

O ®

Selected Groups and Users (7.
Groups: No groups entered

\sers: No users entered

()

) All Users (authenticated and unauthenticated users)

L

~ Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

If the "All Users" option is selected, at least one Advanced membership aption must also be selected.
Authentication information may not be avallable at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categorles: Category

User Agents: None Selected

0296 - logsle Juslws VI wyvls)

lJglb9s 2.8.09s LoWeo ywsluwle VI IJoyvds) lug) W98
IJLhoolb oo ouovss URL Jduog 1Jzrs>.

Decryption Policies

| Add Policy...

Order Group URL Filtering Web Reputation Default Action Clone Policy Delete

DecryptingTraffic
Identification Profile: All
All identified users

URL Categories: Category

Global Policy Monitor: 107
Tdentification Profile: Al Decrypt: 1 Ealilz Bl

(global policy) (global policy) [ 3 @

Edit Policy Order.

IJue9,6 - 235 ouodse URL
g Loss 2.9. izc,Decrypt Jlzle Jodiss URL I ps o0,

1J2 1696 2.10.1608) 99 [yuwlJ.

Decryption Policies: URL Filtering: DecryptingTraffic

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use ide Global Settings
Global . -
Settings | P2ss Through | Monitor | Decrypt | [Drop 7/ Quota-Based Time-Based
© o (x} (=] ©
Category Category Type | Select all Select all Select all} Select all | Belect all | (Unavailable) = (Unavailable)
O Category Custom (Local) - vy - -

—
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Access Policy: Block Exec

Policy Settings
Enable Policy

Policy Name: (7 ’—Blwk Erec @

(e.g. my IT policy)

Description:

(Maximum allowed characters 256)

Insert Above Policy: | [ 1 (Global Policy) v

Policy Expires:
Set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the foliowing options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: [ A\l 1dantification Profiles ‘,I

@ All Authenticated Users
() Selected Groups and Users (2
Groups: No groups entered

Users: No ysers entered

[ ) All Users (authenticated and unauthenticated users)

If the "All Users" option is selected, at least one Advanced membership option must also be selected.

= Advanced | Use the Advanced opticns to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available
(see Web Security Manager > Defined Time Ranges)
URL Categories: Category @
User Agents: None Selected
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Access Policies

| Add Policy...
Protocols and

Order | Group User Agents URL Filtering | Applications | Objects Anti-Malware and Reputation HTTP ReWrite Profile | Clone Policy | Delete
Block Exec JETTTTTIrTS
Identification Profile: All o N %

i All identified users (global policy) ; Monitor: 1 :Mom\or 325 | (global policy) (global palicy) (global policy) [ 3 &
URL Categories: Category reasasnsnny
Web Reputation: Enabled

fahal Eodicr Na blacked items | Monitor: 108 | Monitar: 325 Mo blocked items | Secure Endpoint: Enabled Nane

Identification Profile: All Anti-Malware Scanning: Enabled

w296 - 2> IJdlisule

IJue9,6 - 235 ouodse URL

IJg 1096 3.10. o0 IJBlispé IJpuuwsJs 2o, og)ysd lesble zlb,
lJIlssole 1Jpguou0s.

Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

]

l Define Custom Objects Blocking Settings

u
Disable Object Blocking for this Policy

ze: | No Maximum
FTP Max Download Size: No Maximum
Block Object Type
Not Defined

Custom MIME Types
Block Custom MIME Types: Not Defined

w296 - s Jlsule pguo s
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Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

[ Define Custom Objects Blocking Settings |

Objects Blocking Settings
Object Size

HTTP/HTTPS Max Download Size:
2 X bow = OlU M @ No Maximum

FTP Max Download Size:
O M8 ® No Maximum

Block Object Type

Object and MIME Type Reference CF
b Archives

b Inspectable Archives (?

b Document Types

= Executable Code & @

Java Applet

UNIX Executable

Windows Executable
= Installers o

UNIX/LINUX Packages
b Media
b P2P Metafiles

b Web Page Content

b Miscellaneous \

Custom MIME Types

~ Object and MIME Type Reference EF
[ Block Custom MIME Types: icati

application/x-msdos-program J

application/x-msi

®

4
(Enter muitiple entries on separate lines. Example: audio/x-mpeg3 or audio/* are valid entries. Maximum
allowed characters 2048.)
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MIME Type Reference.
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@ Notification: Policy: File Type X -+

< O (O https:/famojarra.cisco.local/1mb.exe

{ hitps:/famojarra.cisco local/1mb.exe ) has
msdos-program® is not allowed.

End-User Notification PagesEnd-User Notifi

If you have questions, please contact your
codes shown below.

-

IJu29,6 - Lo dzs ledlp IUz ko,

pe odpse: Jodssu uodes ledle

e L
L InPrivate p

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site or download

heen blocked because the file type "application/x-

cation Pages

organization's network administrator and provide the
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1772186569.823 182 10.48.48.192 TCP_MISS_SSL/200 39
Connect tunnel://amojarra.cisco.local:443/ -
DIRECT/amojarra.cisco.local - decrypt_customcat_7-
decencryptiong,Js 0,9, lJuslule-defaultGroup-none-none-
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1772186576.735 2242 10.48.48.192 TCP_DENY_SSL/4030
get https://amojarra.cisco.local:443/1mb.exe -
DIRECT/amojarra.cisco.application pgJs/x-msdos-program
block_admin_file_type_12-block_exec-defaultGroup-none-
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