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1750344193.093 272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel:f/cisco.com:443f "cisco\user@cisco.com”
DIRECT/www.cisco.com-DECRYPT_WEBCAT _7-DefaultGroup-Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-
NONE<"C_Cis" ,6.3,1,"-" ,-,-,-,=," =" ,=,==," =" ,-="-" " =" ,-,-."IW_Com" ,-," -" " Computer" ," -* ," Unknown" ," Unknown" ," -" ," -
",0.06,0,-,"-""-"-"-" --"-""-",--"-",--> - - [ Request Details: ID = 169121930, User Agent = "Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = ( NTLMSSP )

"Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to Server = 0, 1st byte to client = 3

Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request byte = 0, Request Header = 0,Client Body = 0,1st response

byte = 0,Response header = 0,Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 0, DNS total = 0
WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0, DCA total = 0, McAfee response = 0 McAfee
total = 0,/ Sophos response = 0, Sophos total = 0. Webroot response = 0. Webroot total = 0.Anti-Sovware response=0 . Anti-Sovware total
= 0; AMP response = 0, AMP total = 0; Latency = 143; '19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP = 10.20.30.40,
Server Port = 443]
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1750344193.093 5272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com” DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-
Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-NONE <" C_Cis",6.3,1,"-",-,-,-,-," =" ,-,-
=== IW_Com” L=, =", " Computer” " =", " Unknown™ " Unknown” " =" ," -" ,0.06,0,-," -"," -
tet et e e -5 =" -,-> - - [ Request Details: ID = 169121930, User Agent = " Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait

Times (in ms): 1st request byte = 0, Request Header = 0. Client Bodv = 0. 1st response bvte = 0, Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 5210, Auth total = 33; DNS response =
0, DNS total = 0, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 5243; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]
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https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html

1750344193.093 4472 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
"cisco\us > T/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-
Authentica Defa Group-NONE-NONE- DefauItGroup NONE <"C_Cis",6.3,1,"-"

non
LI N I LI

=" - == IW_Com",-,"-"," Computer"," -"," Unknown" ," Unknown" ," -" " -" ,0.06,0,-," -"," -
"-" -,-> - - [ Request Details: ID = 169121930, User Agent = " Mozilla/5.0 (Windows

NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD

Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request

Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait
Times (in ms): 1st request byte = 0, Request Header = 0, Client Body = 0, 1st response bvte = 0. Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 4320,
DNS total = 65, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 4353; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]

938w pud ldpuve Iupsss 1delds

Bl Ily 99w IJlgwezles pyoel Bspl soedld voudlb IUyvees eds IUsse (WBRS) gldwzde
Vs ldobosdle 9ledluss |;J_)=_§;§6 (AVC) 9pydle puwe Iduslpe Iduobo: Blu o030 IJpedypelw
pbJso6 J TAC Jluwod il IBble pz,d IUBz Lo sluadlzol 98¢ IUluwezlus IUglds:

* odosu SWA IJglds.

* tove e d I3s szoss eds 58w luveelud pose: §p votss) puvass IJouvesd
Ids vuoese lJlgble.

S9uoe o3l ldpeld jeu IUluedld IJeyove 1Jpyowl ey Sophos:

1750344193.093 4500 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com”DIR C__;j[!www.cisco.com—DECRYPT_WEBCAT_?—DefauItGroup-Authentication_Profile-
DefaultGroup-NONE-NONE-DefaultGroup-NONE i - == R
"IW_Com",-,"-"," Computer"," -"," Unknown" "Unknown" "ot vo" 0.06,0,-," """, "

," " ,-,-> - - [ Request Details: ID = 169121930 User Agent =" Mozn la/5.0 (Windows NT 10.0; Wlnﬁd x64)
AppIeWebl(lt;"SS? 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = (
NTLMSSP ) "Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to

Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request
byte = 0, Request Header = 0, Client Body = 0, 1st response byte = 0, Response header = 0, Server response =
13 Disk Cache = 0; Auth response = 0, Auth total = 0; DNS response = 0, DNS total =
\ ota ssponse = 0, tal = 0, DCA response = 0, DCA total = 0,

4376 Sophos total 145 Web r

" 19!Jun 025:14: 43 13 +0000.." -] [Client Port = 7785 Server IP = 10.20. 3[) 40 Server Port = 443]
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IJglogs 4. Te e, lelss IJoybésd.
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IJg096 6. B.s lJs ol I3l Juo wpbl Jlghs ouivgsd s perd puve JJuwlez IJuolié. Ige,
wulpz pdlozs IJOs 9 wle.

IUgkoss 7. 235 I pluwele 1JLo9ss6 1Ugluos w.
IJglogé 8. T¢w, lelss IJo v sd-

U196 9. luue ey B Idusé b e Enter JJg 10z pu lJeelJz.
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guslo IP Jdepsd.
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* opd ewlu IP Jewslo URL o3l oo Jposse) Igpsd 5p0 SWA.
© orwb ldeuwopdp (8ds wwosd IUpold Jp sop weesd IJuodzs s op wepsd e puol:
9l g ould is Huwlsd gbl 1)zl IJodlb Jdbs il ).

IUblog 15008 Jdlpcglu.
© 8p wlgdld JIss Iepwog,uole sldobousdle IUIgs eds 2ol IUgesd: $p wldsuesd
lJs eode Idsse sldedlb IJgwedle s Notepad Jezlads vele/Wynd Slzré: suvbd pg
>gp Cisco.



Jdauosd eds ,ong,du o808 29J Jsdiss cudss IJolb 1Jzips B SWA. Lze Is

wdosy ol | 6 ol ol | <

O89Sy IJodysy

900 lpwole 1Jig,s 1duslisgs Jipw 1Jsgesd 1Jeldes sldisle IJojsd wedss IJodssy. sead o)l
g pl sop odysy SWA Less s pu lduiygb 9pdule IUog) s 9lduog. 985pIdu Jped 03l
IJogdss 10 858 wuvdd Jus) po bdle Ulgueelus ssuog gusl edsdl eds gpdss
IJsdJle. 9o psd 030 IJpuwlds IUs o wuoue 1We) 9ozl ¢JIJ uwlele 13,98 guspl ody 2yds
IJpa9y S ozol.

Ospl sds wee Idodeselo Jozuvsu IJodssu:

1. 1Jz> pu WY wyivds) HTTPS: §p W 9b LY o jvds) s Ide,9) 1Juo)9)86 Juog
IJielo 1Jgluos wd. ddel Il 3JY pedol 8JJ po puolsad 1degldzs pe 1zl eds
IJloly B wbuw IJsdw.

2. opass l9dssle IJuwsluvle Jopdsd 1JdBles: oyose Iduvslusle IUIYE,) [uegslel B
leds Slisps Iduuslwle. 3031 suopu peldes luwe po el peldes 198 1pa9) Jos,s
IJpclbdole isJl.

3. vuepse Iduwsluwle Idpouwb: couvsb IJguslusle po gdld ©8dsd g330l 95, [Jlpdly.
$9>8 3JY s odJsd gpdsle IUpeldes £y 1Uu2u9,88 sozumse Ible 1JdJs JJoble.

4. ceuwso gpdsle IJeuve Idupsiss Jdwlee Iduohd SO s sumler p)lzes gpdsle cosiss
IJeuwe Idussiss Jepdsle pdldes Iwlpz Iuolh6 SIJBs s mle. sedo 1o odsu oso
lUsole Jesds Idegldz: I3l Slo powbol w3 @6 spdu o s8I pu luveodld 1deslys
wudd Jos, 290 IJIgJI wldiele.

5. luwogsp welus) ebss gsWs IUgju: weow IJogus)le 1Jpuobes 1Jpg$s8 I
IJJ o6 1deshys. wlds o o 1de9d pod udlb () sldozse (*) swp lubldel wuvdd
weese Joddsd Uogb lUpeldzs 9pug 2lle e IJJSles.

JJzwosd eds eedsple uduo§J§o 29J 18 oJ ppliuws SWA. o B oJ wjshs luvessle
[ Lowle zols Laso LT

l9lo, CLI

Jluosl,

Iowegse Ile, version JJoedd pu wiuosue IJizoss (J SWA IJblo,ss) 9zlJs RAID (J SWA
Ipl>s58). 28 pu wdasu Idizess: olds pu ctuosLo £33 @IY; 9228 IUpeldes I dsss
(CPU) slJs19,8 9lJigluo IJelows Jol 0 posde. B IJoelsz Idbloss: wlbe) 2lJs RAID gJis
Iuol [ X3 p&gﬁo‘ Bl Jlue elds RAID 9> wp uadsuool |3 OubJo B lJzol) |Jd&d§‘ -..95_;@5
IJlouold o Cisco TAC Je,lzes 2lJs IJ8,ue pu ldb,u 1JgJds.

Vel sds esus Joguosue Ideis po seole IJegldes 1dp,d5ss (CPU) IS 9226 1selss
Jlzepless IJos spdu lo wiss |Us yuwse Idyvded:


https://www.cisco.com/c/ar_ae/support/docs/unified-communications/expressway-series/222484-configure-packet-capture-on-content-secu.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html

SWA Lab> version
Current Version

Product: Cisco S100V Secure Web Appliance

Model:

S100V

BIOS: 6.00
CPUs: 3 expected, 4 allocated

Memory: 8192 MB expected, 8192 MB allocated

Hard disk: 200 GB, or 250 GB expected; 200 GB allocated
RAID: NA

RAID Status: Optimal

DisplayAlerts

iuuo-@f IJio, displayalerts JJozdd oo ouwlisd Idovwse Idpoedsé wuvwds SWA IJos
Spdu o ogvs) Ids IUuvouw 1Jgds.

B 03l lJpeld: Jp sJu ¢be DNS gJs gusle IP 10.10.10.10 swozsw: 98590 1o wuins)
lJyuwlds "gsp6 Lwegd IdpdW &) Slods JJauosd" IUs puudds s louold Idgueds.

SWA LAB> displayalerts
Date and Time Stamp

26 Mar
26 Mar
26 Mar
26 Mar

2025 11:20:07
2025 11:20:07
2025 11:20:07
2025 10:16:18

9uee lJepdso

Description

+0500 The File Reputation service is not reachable.

+0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

+0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

+0500 Warning: Communication with the File Reputation service has been established

luwegspe IJie, process_status Jg, o luuegsle 1Jg pdsé 91d3ld,6 Jgsple SWA IUslgJss.

Bl Yo gpdssé Prox. gos IJgpdséd lUyissunsd IJos welde 9dsd )36 o9 Idosloloc ool
cudd ot Guus lvopsle 1007 Jgss sdlsd. Blool cuins) 10s 1zed Iarccde Ipovcn
eds IJgpdss. 908 3JY. Blu IULodlgle IJBuos,6 IJos wese lpslul B luvegsle 9256
IJpeldzs 1derdsss Bs wu9duw I8 Esre pu IJepdsle busess spw98es.

<#root>
SWA LAB> process_status
USER PID
9%ECPU
%UVEM
VSZz RSS TT STAT STARTED TIME

COVVAND



root 11 2805.4 0.0 0 512 - RNL
root 71189

102.0

19.5

6670700 6478032 - R 23Feb25 18076:32.80
pr ox

root 91880 99.0 0.6 369564 214832 - R
root 91267 76.0 0.9 379804 292324 - R
root 12 25.9 0.0 0 1600 - WL
root 46955 25.0 0.2 91260 59336 - S
root 95056 23.0 11.2 5369332 3710348 - I
root 93190 12.0 1.4 3118384 456088 - S
root 64579 11.0 0.2 101336 71204 - S

wIluosd 1JzlJs

28Jun24 11863204:12.63 idle

28Jun24
28Jun24
28Jun24
23Jan25
28Jun24
01:15
6Aug24

58854:
59371:
30899:
7547:
31719:
29:
12074:

51.
01.
57.
02.
23.
57.
55.

78
26
88
96
99
05
55

counterd
counterd
intr
wbnpd
java
beakerd
coeuslogd

$99, 1Jie, status detail oJg ol B 19de IJBeds Jluwegsle pols IJoble 9o8lss v 2)J6
259, lJuvods sleuolele IUlouold: ppl seduw 1duoes sldble IJgloso J SWA. 909 sgdw
b)s586 £)0u2 2lds IJuble B 9lzos [Jpuwese Idyuusess (GUI) Jdesl s IUumises
sluwediled 1Jigble gl odlzol.

<{froot>

SWA LAB> Status detail

Status as of:

Up since:

System Resource Utilization:

CPU

RAM

Reporting/ Loggi ng Di sk

Transactions per Second:

Average
Maximum
Average
Maximum
Average

in last minute

in last hour

in last hour

since proxy restart
since proxy restart

Wed Mar 26 11:51:27 2025 PKT

Fri

16. 0%

10. 3%

19. 8%

1745
2210
1708
2451

615

Jun 28 13:45:43 2024 PKT (270d 22h 5m 43s)



Bandwidth (Mbps):

Average in last minute 149.699
Maximum in last hour 1356.387
Average in last hour 229.634
Maximum since proxy restart 22075.244
Average since proxy restart 60.689
Response Time (ms):
Average in last minute 99
Maximum in last hour 8194128
Average in last hour 87
Maximum since proxy restart 19608632
Average since proxy restart 28

Cache Hit Rate:

Average in last minute 3
Maximum in last hour 6
Average in last hour 2
Maximum since proxy restart 89
Average since proxy restart 2
Connections:
Idle client connections 3481
Idle server connections 754
Total client connections 21866
Total server connections 19049
SSLJobs:
In queue Avg in last minute 0
Average in last minute 12050
SSLInfo Average in Tlast min 0
Network Events:
Average in last minute 16.0
Maximum in last minute 171
Network events in last min 151918
lswdw

seuo Ui, ipcheck pedsple IJuble IJoBduosdss IUglues o "zols Idssew IJTeo"s wpl B 3JY
e9luole 1Ulzoj6 9luwwgsle IJ8yue 99lzole 1w ds 9pudlese IJwlpe IJpewes 9ol osd
Iluosh ppl 5908, JBbs Lileds JJzlJs 1Jzldssé JJzols.

<#froot>

SWA LAB > ipcheck

Ipcheck Rev 1

Date Fri Mar 21 16:34:56 2025

Model S100V

Platform vmware (VMware Virtual Platform)
Secure Web Appliance Version Version: 15.2.1-011
Build Date 2024-10-03

Install Date 2025-02-13 17:49:24

Burn-in Date Unknown

BIOS Version 6.00

RAID Version NA



RAID Status Unknown

RAID Type NA

RAID Chunk Unknown

BMC Version NA

Disk 0 200GB VMware Virtual disk 1.0 at mptO bus O scbus2 target 0 lun O

Disk Total 200GB

Root 4GB 64%

Next r oot 4GB 65%

Var 400MB 38%

Log 130GB 24%

DB 2@ 0%

Swap 8GB

Proxy Cache 50GB

RAM Total 8192M
IJpes>J

sbog irOJ lJpe>d perdlo lUlouold 9835 Idbdole JJJ eloss JIJ 10 esly .

<tfroot>

SWA LAB> rate
Press Ctr1-C to stop.

%oroxy reqgs client server %w di sk disk

CPU [sec hits bl ocks m sses kb/ sec kb/sec saved ws rds
100. 00 1800 17 16352 1626 178551 178551 0.0 2366 O
100. 00 1813 18 16453 1659 226301 224952 0.6 3008 O
99.00 1799 10 16338 1645 206234 206234 0.0 3430 1

ozese Juvedle JJzuesd eds 5 9u09d pyode



sewe> 3Jd eds IdSuwe 1ss ©as Bso 99w lumwoelos prode o wwadle 1dsuesd s 2ed
gpJso pyode pu ywedle SHD: Jpejs> PU lowedguled IJIgble 9l uodlzol pu UV od wess)
luvoold Iduwed Ideblo @ |Js ouozse IJIgble.

22380 Spdu 10 $9368 CESSU puweds [duved eds wuszse IJigble Iy IJowwe s
Jjsbé luwegsle [Jpshs ol spdu 1o 8938 1Js w98 pddle IUgwed s IdIelus B9 dol
CUv)Eo.

28d wwed 1Usuesd 29J uved SHD lubeold Idgwed IJeblo@

lelod ldpuol> 86 lgplds

lJeuol> 90 B pesJ

luvogled DNS. |zplds DNS — system_log




lovoglod WBRS: Jgpelds ) :
WBRS WBRS_WUCId lJlouold - Cisco TAC
lowoelod AVC: [gplds AVC  |— avc_log
luvozlos McAfee: [zplds

McAfee McAfeelLd mcafee_log

D> 999w [prese U999 SU> w999 w_log
luvogloé Webroot: Jgelds )
Webroot WebrootLd wvedlo Idssy
lovozles AMP. |zelds AMP (AMLd amp_log
ped9ple dlo Lodoé

loweduld Tzble ble zols Lase Lo sluodlzol lowegsl - JIc, SHD

lowod ol ipble $306 DNS Jzols 95w leg 9lolzol

Access Secure Web Appliance Log



https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/expressway-series/222484-configure-packet-capture-on-content-secu.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220559-troubleshoot-unusual-process-states-in-s.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220559-troubleshoot-unusual-process-states-in-s.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220560-determine-decryption-rate-in-swa.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220560-determine-decryption-rate-in-swa.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
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