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Secure We

Cisco Secure Web Appliance
s100v

b Reparting Web Security Manager Security Services Metwark System Administration

Users

All

O

Accounts | User Name Full Name User Type Account Status Passphrase Expires Delete

|:| admin Administrator Administrator Active n/a

| Enforce Passphrase Changes |

Lecal User Account & Passphrase Settings

Account Lock: | Mot configured.
Passphrase Reset: | Not configured.

Passphrase Rules: | Require at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

ook

|

Second Factor Authentication Settings

Two Factor Authentication is disabled.
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’P Cisco Secure Web Appliance Secure Web Appliance is getting
4‘ S100V

. ] Reporting Web Security Manager Security Services Network System Administration

Edit External Authentication

External Authentication Settings

Enable External Authentication

Authentication Mode: [ Password based Authentication v |

Authentication Type: | (RADIUS + |

Protacol | (upp v |

RADIUS Server Information: RADIUS Server Hostname | Port Shared Secret Timeout  Authentication Certificate Add Row
value protocol
(in
seconds)
|10.106.38.150 |1812 senne |s [PaP ~] |selectany v | &

External Authentication Cache Timeout: (?) |0 seconds
Group Mapping: | (&) Map externally authenticated users to multiple local roles. (recommended)

RADIUS CLASS Attribute Role (7) | | Add Row
] administrator | Administrator w i
]ReadUser [ Read-Only Operator ~ | o

RADIUS CLASS attributes are case-sensitive,

() Map all externally authenticated users to the Administrator role.
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All
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Accounts User Name Full Name User Type™* Account Status Passphrase Expires Delete
O adminuser Admin User Administrator Active nfa i
| rouser RO User Read-Only Active nfa ]
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Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp

Received Timestamp

5200 Authentication succeeded

adminuser

SWA Access »> Default

SWA Admin

2024-01-28 17:28:31.573

2024-01-28 17:28:31.573

[Joedd puw 289d Idpuwegse J ISE

pedyple dlo LoJs

Cisco

Received RADIUS Access-Reguest

RADIUS created a new session

Generated a new session ID

Evaluating Policy Group

Evaluating Service Selection Policy

Queried PIP - Radius. NAS-IP-Address

Evaluating Kentity Policy

Selected identity source sequence - All_User_ID_Stores
Selected dentity Source - Internal Users

Looking up User in Internal Users IDStore - adminuser
Found User in Internal Users IDStore

Authentication Passed

Evaluating Autherization Pokey

Selected Authorization Profie - SWA Admin

Max sessions policy passed

Mew accounting session created in Session cache

Returned RADIUS Access-Accept
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