lwodaldd Igble 306 DNS Jzolj 950 1Ulow
9luodlzol

lJp 95,00

Suod 03l IJpuwews odosy 306 luue lJpzld (DNS) 99556 luwad vl 1Jigble 9]l oJlzol
B zoli 95w IJlpw (SWA) 1dpg )98 wlodl oluwe WSA.

IJpclbdole Il ulusé
lJpolbdolo

9008 Cisco iy oday Jrsd pe,uds Lldpsluose IJoldss:

« Physical Ig Virtual Secure Web Appliance (SWA) yI
© op wuubsb IJosgsue s couseo

* gpsd Secure Shell (SSH)

c 1Jopd peldz IJlesls

o 1J90,29d 1UbLs IJs 2eess 1Je)ls

lJpdovlo Idpuuwespd



Jl s, o3l ldpuwews eds luesble wilpz 9pdsvle pbsé pesus.
o louble Idpedsple 109158 B 03l lpuwaws pu 1Uizos6 1Je92956 s wsisé pgpdss ¢luos.

o zese IJizess Idpuwetsps B o3l lJpuwons wodssu ppuwsz (IBSeluos). Bl Jloe
vodod §e IJogvgsd: Dolds oo Bopd Jdoles) Idpzoed Jls e,

pt..éogp DNS

DNS o5 IJuble IJeszs> s lluc,ue IUss sd9e wogssu Iuwele Idlsole (glss luwple
IJpuosd) B guslo wi9wsdsd IUlue,ue (IP) I9 Bse uvedle 1Jesbs 1UIR)s.

Sop odunse puwlzs IUluwe 1JElues Cldlucsue s peldlc ssop o89sue puwdsdss bLé
Ilgwele sl2d I peld: g6 [Js 1Jlubes slgd JJ eeld.

Swp o huwSe purled luwe Idezld IJs pulbd ouupes pulbd weed udlb w9s o Vs Jiug)o
DNS.

wzess Ieubds eds zese Idezldle po wdbs pesus [Us Iwdd: ulwooole oJd lJos
odyy Vol Idpulb@ 11 s pgedo.

Se9s IJpub s glss gds gop luvple 09896 wo gl 1UE,) oy sleo.

I 1Jpdwwd: Spdu i SIY9u sy 1Jgsrss pU &9bp |Ji,_)u|o|c‘3Jdo Spdu Jepdle IUluo,ow
IJluweedle W8b g0 odd IJos ogyBol g9bspe luwpele 123

o@89p 9 IJluwple 1Jig s ldlzlud eds IJluwogdlele 1051 s B@lb.

Sewp> DNS £Js 0095z £ps/éhp. B 03l 1Jupsdz: wd9p £9p IUlwple wogisu IJuslole
29d wie pu Bless wslule DNS se98s 0l Jdgpdle IUssu suwoduunsu o ehe lJluwe go)
lJubeJe.

eabe Iluwple o5 Lolez ceed ds pupsd Beds suslule pubds ctisu. Jeuwdsd eo peld:
O wlesh gbhp luwple Glgwegsle Sless wslule Jlwse gwedle [deslys (RRs) Idos ouod
lJossle dpuos96 Vs pubged ly pulb gy

£306 DNS O gpdslo vy IJydsd

S IJoginy Iduosse: sd9e 1Usdsd vouvgsd luvegdlple DNS

B IJou IJupsld: ogpd luvegdlple DNS gJs 1JgpsJ.
odosu ledhble DNS

loe suwelbse wdde DNS po gds 2> gwsls graphical puueg pd BLo (9ui) sldie, g Bho
(CLI).

Spdu J AsyncOS J Web | uwoéale g9l DNS 1z, JJloo,ow 19 9l DNS 1Jgl 06 LJ. 3l
Jloo SWA cuwwgsp ¢9bpe 23) lucyue: Spdoud weass g9bp wasds Jlguegsleol WS pzldle



PESUO.

wpl 1o 125 29150 DNS IJwssJs subud eds peld sles: sze o sdso peodl (wads) yvedle
DNS wolisiss) Josl Izl

S>80 AsyncOS v 9 wspe DN§ TSY Swp odg@ggU&gbp lUs1zdsé Jdpzldlo 1Jpessé 9w e
od9su 9l DNS 1Jghzss 19 1z, Jdezldle 1UIE)s.

Bl Il SWA ouegse £Js gbe DNS IJIVe)los: spduul Lsuol oS peldlo Idlgwooule
9¢bp DNS lJp 9 u.

b od IJepluwle

wdos lbuad pebusle Iiely lo IJ e ds szo o ouweupsd [eoso pu pedds DNS: sles
Jduwedle 1degads e opu peld peds: 9912y JJoedsd IJeduws Jezldle ldloesoo.

sdluwoselo 03l 1Jloy wuwez SWA wodse 9150 DNS Jezldle p6.

Vs 2lds w9 ¢lbe DNS sles JIJ pu IUluwegdlple IUpzdss sldluvesdlple Idpod,)6. Jog
Vs Idlgeol) Idzed IUluolds 1Uss gusuosdo 03l g0 [guegsleo Jzpse luvegdlple SWA.

SpJdu lu s 1Jgs) IUIB o 09 luweesle Idpedd IUsleds JJpeldle 1pedsé 9pz9dle
loesoe Idesy Jdeeldle 1Ughzss. 9051 se9dd eds pdsb IUpelb, Ides sogue Jol IJeuudsd
9p>s wuwlezo.

@ay.od}%o eobp QNS IJelu9sé B 2lds £30 w98, Il uws. I3l op odssy zpse IJgsle
o Idlsdsss: Buusop lgosh IP Jdeghbe wuvdd gubslss.

wule gds £33 1Jg9be IJos wp wdssuold wgodd pods ia) [Jg9lp 1Jpz>36. swpe lgble pods
lJlwegdle Bs 03l 1Jzr9d: Jpl suod IJs uwws g9l DNS:

[ a9|)ro DNS Ipo.Jé |.J|u.uQE_.J|ro (ClJoupwduwd)

1 60

2 5. 945

3 5910945

4 193911945

5 1.3 11.45. 1




6 1.3:.11.45. 1. 1

Jejss pu ldpgdsplo o od jishs IUpsde: |
Cisco - Cisco

wJ9sy DNS W 9lzos IJpuwedsp lUyuw9pess
Jodoso DNS pu 91206 Idpuwasp IUyuuspess: luveése IUgbsle IJelJss:

IUzbo96 1. T2 Iubvods o 1USlses 1 gJs!

IJ¢logé 2. Iz, DNS


https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022540
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022540
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022540

Interfaces

Transparent Redirection
Routes
DNS

High Availability

Internal SMTP Relay '
Upstream Proxy
External DLP Servers
Web Traffic Tap

Certificate Management

Cloud Services Settings



cebsle 9150 DNS IUwssJs (Ioshs): £9130 DNS 1pgsds JJezldle

N LJizbs: Jl s AsyncOS wedussd Ilussl, Jbdule FTP IJuislas.

S pdlebs: Bs 9 o pouod Iuwelus: $3gp 2ol lplu IJgsw pu Cisco IUluosh Islue pu
w9w99Y9d IUloe,ue (IP) Wb

lowegsle g9l DNS 1Jzs, JJloc,ow. 2o, luvoésle g9050 DNS IUzs, JJloe,oo Jgpdslo

IJoee B 306 luwp Idpeld euspl JI sIo Jos Izols 28 1dsuesd IUs éslse DNS eds
boded,

edo

JI w99p 9l DNS 1Uz3, eds IUlvo,ue wed iuurolc lJpuosd 1dpzdss.

% Io.J|E_JDol)| Iaoao IJs |.J€_O|j Ualua Y, .JE_J iuuroh: |quo§d |.Jroa,J..§5‘ IU“UEPP ébro DNS
peds 9 luowe IUb¢Jle IJelows IJpuluwes |Js DNS Idezds pu 9lzos yulo, 1Jlgle, (CLI).

Slispd IJoze gu ldpeld: Slispsd vz o peld DNS cuuesp gus buwld bdo [Us Iuue puosd
£hs (w290 wbs " ").

Swp pelads ldpezldle 1Jpzssé JJ gds 2260 wldoyose 1Uds wp Ibgldo (pu Idsuwh 1Js
lJspesu) Jpg s ol 3l Uiy spdu ldgwy, eds wblo@ DNS JJeeld hostname plus.

z29d lJugzso Jzyds )9, DNS: seas [Jglzod [Jus wogo 306 DNS 2,36 1Up,9) pu edldol.

IJloebly $od 229J6 gpdslo doze Idedwss g0 DNS: 98¢ IJluobl) Vs walu Sod gpdsle
IJoze IJeduwssé £0 DNS gs) Idpuwozsws.

208 2910 DNS 1Jelosss luvagdlple luve Ieuosd eosel cze £330 DNS Iiguluss 030
Uiz ble:

+Jls920 el Jp sop wdds Suwe lelole

FBuud 1Jghe B [Jpld Idbdw: Il 92> Suwe lelole
gl Bs Iluwp: Jp swp wdds Suwe lelole

“dp swp wuds IJ9bsss

oo 1Jghbe lleles eds Idluwegdle

% pdlglbs: s 990 AsyncOS Lo gsse Idpydle luweubl IUs Iduwslgvle Bod i SS9
codsse ldovesle IUgbess Joruw Idloualdle 1Jgbzss sy 1Juoi9s6 pu ldzols. eds
wwosd IUpaldd bl op 2o, peleds luvoobl lds gusluws cpue eoldsu URL és)
lJpuoowds. BJo oyl IUegleds luveobl |Js ¢lol DNS.

U§9J9§5: IJ8s06 0 Jol leJs 19U9.s6. swp weass IP guusliss I3l Il JIJI b, dso b w
IJl9J9.s6.



od9sy DNS py CLI
SpIdud |gwwgsle dnsconfig pou CLI Jodssy leslsle DNS.

IJgbgs 1. IJe dnsconfig s CLI:

SWA_CLI> dnsconfig

Currently using the Tocal DNS cache servers:
1. Priority: 0 10.1.1.1
2. Priority: 1 10.2.2.2
3. Priority: 2 10.3.3.3

Currently using the following Secondary DNS cache servers :
1. Priority: 0 10.10.10.10

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[1>

IJglogé 2. Jlolds glse DNS oo [Jis I lispé. Idow NEW sl oé b Enter.

IJg1096 3. 130 wsw 915 luwele DNS Ul ulwss 19 910 Iuwple DNS 1Jolo9sé: IJos o)ss
lLol86 ¢l luwple zos5 1Jsol.

[1> NEW

Do you want to make changes in the Primary DNS nameserver 1list or secondary DNS nameserver 1list?
1. Make changes to the primary DNS nameserver

2. Make changes to the secondary DNS nameserver

[I> 1

IJg096 4. T3, 1uolds b luwe 2385 19 ¢ pzld wasd (luwp peld lehé 1Jeszso Ipeui,ok)

Do you want to add a new Tocal DNS cache server or an alternate domain server?
1. Add a new local DNS cache server.

2. Add a new alternate domain server.

[1> 1

IUg b9 5. 3¢ gusle IP 1Jgluo wibe IUluue 1zsss

1Jg1lo96 6. 9p Lu99s) IJi_9J_9\§6 Jebe IUlgwe 1U3s wpo luolwwe pasel.



Please enter the IP address of your DNS server.
Separate multiple IPs with commas.
[1> 10.4.4.4

Please enter the priority for 10.4.4.4.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 4

Currently using the local DNS cache servers:
1. Priority: 0 10.1.1.1

2. Priority: 1 10.2.2.2
3. Priority: 2 10.3.3.3
4. Priority: 4 10.4.4.4

Currently using the following Secondary DNS cache servers :
1. Priority: 0 10.10.10.10

IJgbo9s 7. lupgb eds pdolz Enter JJg 0z pu IJpelJz.

IJgb9o 8. Idow IUIdejle vedb IJogss)le.



edlebs: Jozssy 19 238 Is g9bp Iuwple spIdud lgosh weis) 19 230 pu dnsconfig.

U esh IJlesh spdud wdasu 99w 31,6 Idegiso IUpslde J DNS gleshle o uled DNS g5,
lJpouodé:

SWA_CLI> dnsconfig

[I> setup

Do you want the Gateway to use the Internet's root DNS servers or would you Tike it to use your own DNS
1. Use Internet root DNS servers

2. Use own DNS cache servers
[2]> 2

Enter the number of seconds to wait before timing out reverse DNS Tookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.
[1800]>



Do you want to enable Secure DNS? [N]> N
Warning: Ensure that you configure the DNS server with DNSSec because there is no backward compatibilit
Failing to do so can result in invalid response with an unresolved hostname.

You must use FQDN with the hostname for the local and private domains.

Enter the number of failed attempts before considering a Tocal DNS server offline.
[100]>

Enter the interval in seconds for polling an offline Tocal DNS server.

[5]>

IJz> IUbos J TTL uldoslos J3ld)s 1Jogiso 1Jpsde J DNS: o3l 1Jgsh 09 odssy Iz IUbus
pu IJoslus Idos wp Bsol wgisu SWA psdel Juved. Jeiss pu Idpedsple: e wishé Suwe
sIdye Idegisu [desde J DNS s ol Idpuwows.

bgd £33 Ipzlodle 1JSIusds Sud eilels ¢e DNS Idezds 390 louald: Il Jp sJo ¢lse DNS
suwezse Jis luvegdlple DNS. sosl I gsls.

cwpl suod lJs 030 1J8sp6 [Jper36 swp !go;_;ﬁl_, ehp lJluup 031 JElbe DNS g, pouod
ssweuyw SWA Luwld lgwogdle DNS |Js gbe [Jluwele 031 Jpsé o086 02336 puwedl (IS
lJolds).

ewpl swpssog edlps eJs DNS ¢Js OS g, pouod: Spdud pyuless juwlJé Uabi o3o:

30 Jun 2023 07:37:03 +0200 Reached maximum failures querying DNS server 10.1.1.1
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pdlebbs: spo edsd IUIJujlp vldogss)le ves wess) odo lJodssule.

dnsconfig

Currently using the Tocal DNS cache servers:
1. Priority: 0 10.1.1.1
2. Priority: 0 10.2.2.2

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[1> Tocalhosts

Local IP to Host mappings:
Choose the operation you want to perform:

- NEW - Add new local IP to host mapping.
- DELETE - Delete an existing mapping.



[I> new

Enter the IP address of the host you are adding.
[1> 10.20.30.40

Enter the canonical host name and any additional aliases (separate values
with spaces)
[]> ManualHostEntry.cisco.com

)(JL}ut_éngL)b

SJjSd DNSFLUSH Jlwe uwgdle DNS 1Jpegjue p9ldel po 229d 319,06 IJegisu IJesde J DNS:

SWA_CLI> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

w9Jduws waduwwsde config

advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[1> DNS

Enter values for the DNS options:

Enter the URL format for the HTTP 307 redirection on DNS Tookup failure.
[%P://www.%H.com/%u]>

Would you like the proxy to issue a HTTP 307 redirection on DNS Tookup failure?
[Yl>

Would you like proxy not to automatically failover to DNS results when upstream
proxy (peer) 1is unresponsive?
[N]>

Select one of the following options:
0 = Always use DNS answers in order
1 = Use client-supplied address then DNS



2
3

Limited DNS usage
Very Timited DNS usage

For options 1 and 2, DNS will be used if Web Reputation is enabled.
For options 2 and 3, DNS will be used for explicit proxy requests, if there is
no upstream proxy or in the event the configured upstream proxy fails.

For all options, DNS will be used when Destination IP Addresses are used in
policy membership.

Find web server by:

[0]>

SubS) ueJ 2lJé HTTP 307 (Jglss Ieszso 1Jpdde) IUs Tu 1desss 1dosd sdspe pddol oo
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Edit DNS

DNS Server Settings

Primary DNS Servers: @ Use these DNS Servers

Priority (2 Server IP Address [ Add R

ow
o [roaix @
[f [10222 @
2~ [10333 @
Alternate DNS servers Overrides (Optional): . | Add Row | .
IDomain(s) IDNS Server IP Address(es) 5
i.e., example.com, i.e., 10.0.0.3 or 2001:420:80:1::5
example2.com
() use the Internet’s Root DNS Servers
Alternate DNS servers Overrides (Optional): |_Add Row |

Domain DNS Server IP Address

DNS Server FQDN Ll

i.e., dns.example.com

Secondary DNS Servers: Priority (7) Server IP Address | Add Row

|0 [10.10.10.10 I}

Routing Table for DNS Traffic: = Management

IP Address Version Preference: @ prefer [Pva
O prefer 1Pv6
O use 1Pv4 only

This preference applies when DNS resuits provide both IPv4 and IPv6 address for host. When selecting
Prefer IPv4 or Prefer IPv6, ensure that the appliance network settings are configured appropriately to
support IPv6.

Secure DNS: | () Enable

@ pisable

SECURE DNS protects DNS data. It uses the DNSSEC protocol to strengthen the authentication in the
DNS using digital signatures. If DNSSEC is enabled, fallback of DNSSEC query to DNS guery will not
occur. Supported DNSSEC Algorithms: DSA, DSA_NSEC3, ED448, ED25519, ECDSAP2565HA256,
ECDSAP3845HA384, RSASHAL, RSASHAI_NSEC3, RSASHAZ56, RSASHAS12.

Wait Before Timing out Reverse DNS Lookups: |2 seconds

Domain Search List: 7 l

A
Separate multiple entries with commas. Maximum allowed characters 2048.

[Submit.
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IJglogs 7. luogb eds pdclz IUDElJ Enter zos w@9p wluole IJpglde

IJgb9s 8. Jeudb IJogss)lo douw oldss.

SWA_CLI> logconfig
Currently configured Togs:

42. "system_logs" Type: "System Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- HOSTKEYCONFIG - Configure SSH host keys.

- AUDITLOGCONFIG - Adjust settings for audit Togging.
[I> EDIT

Enter the number of the log you wish to edit:
[IJ> 42 <--- 1in this example the System_logs is number 42

Please enter the name for the log:
[system_logs]>

Log level:
1. Critical

2. Warning

3. Information
4. Debug

5. Trace

[

SWA_CLI> commit

ye odeszt ver lo cuses pu 2290 lsé pubddle: ol pu wss) puvess Iduved 06
12 Ids Idpedsple: 9ldl wsdso ould zod Jos) eds belJNglz IJGrue (1/0) suwsepe
pde pJS I wed wuw)gs.

nslookup

luweese IJle, nslookup Jg)uo luweelud cedsd Idlgue Bs SWA Jusodle FQDN pgoJds.

B 03l lJpeld: B 1dpzleds 1Jisds Jed Idluwe: Sop GESSU 036 Idudle (TTL) gds 30
398 96.

98 IJpzlads IJoluss. spdool 1o uys ps6 Idodle (TTL) 18J po 30 58586 ppl suvsy 1Js Tue
wpe ed o3l lduwed pu 3lY)6 1o iso 1Jpesde.

SWA_CLI> nslookup



Please enter the host or IP address to resolve.
[]> cisco.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,

otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information
[1]1> 1

A=10.20.3.15 TTL=30m
TSWA_CLI> nsTookup

Please enter the host or IP address to resolve.
[]J> cisco.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,

otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information
[1]1> 1

A=10.20.3.15 TTL=28m 49s

UOUL

IJe8) 09 1) pdss T2, JJluweedle g0 uvedle DNS. spdod weass sleos IJp s, 19 glse DNS
lJ3s wyss Idluweedlp Bso pg gpdso IUlogble:

VO o3l ldpeld Bspl sds IUluvweogdle g0 uved A po 1Ughbe 10.1.1.1

dig @0.1.1.1 www.cisco.com A

; <<>> DiG 9.16.8 <<>> @10.1.1.1 www.cisco.com A

; (1 server found)

;3 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 58012

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0O, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:



; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 2cbc212c0877096701000000623db99b050bda7f896790e3 (good)
;5 QUESTION SECTION:

;Www. cisco.com. IN A

;5 ANSWER SECTION:
www.CiSCo.com. 3600 IN CNAME  origin-www.cisco.com.
www.CiSCo.com. 5 IN A 10.20.3.15

;5 Query time: 115 msec

;; SERVER: 10.1.1.1#53(10.1.1.1)

;5 WHEN: Fri Mar 25 12:46:19 GMT 2022
;; MSG SIZE rcvd: 111

dig [-s ] [-t] [-x

1 [e

] hostname [qtype]
Query a DNS server.

@

- Query the DNS server at this IP address
hostname - Record that you want to look up.
gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT
options:
-s IP Address
Specify the source IP address.
-t
Make query over tcp.
-x IP Address
Do a reverse lookup on this IP address.
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[DNS response = %:
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https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

WO o3l ldpelde spdud j9s6 leuolisslo 31956 IJQEJ'@% lJe99w: 983> lwoglole DNSIJos wpe
ouousol puwe IUsde IJpuduos pu élbe DNS o0 13 lele wpeos> J SWA.

INFO: DNS Cache Stats: Entries 662, Expire 1697, Hits 88739, Misses 664, Reclaims 0

DNS Time 1.0 ms 349
DNS Time 1.6 ms 550
DNS Time 2.5 ms 374
DNS Time 4.0 ms 32
DNS Time 6.3 ms 35
DNS Time 10.0 ms 37
DNS Time 15.8 ms 301
DNS Time 25.1 ms 80
DNS Time 39.8 ms 136
DNS Time 63.1 ms 91
DNS Time 100.0 ms 12
DNS Time 158.5 ms 33
DNS Time 251.2 ms 14
DNS Time 398.1 ms 12
DNS Time 631.0 ms 45
DNS Time 1000.0 ms 120
DNS Time 1584.9 ms 73
DNS Time 2511.9 ms 296
DNS Time 3981.1 ms 265
DNS Time 6309.6 ms 190
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Edit Packet Capture Settings

Packet Capture Settings

200

Capture File Size Limit: (7]

MB Maximum file size is 200MB

Capture Duration:

5

() Run Capture Until File Size Limit Reached

(O Run Capture Until Time Elapsed Reaches | (e.g. 120s, 5m 30s, 4h)
® Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture

hould end automatically.

Interfaces:

Em
Op1

Oe2

Filters:

Packet Capture Filters

All filters are optional. Fields are not mandatory.

() No Filters

() Predefined Filters (7]

Parts: |
Client IP: I
Server IP: |

@ custom Filter (2) [port 53

)

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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This Page Cannot Be Displayed

The host name resolution (DNS lookup) for this host name ( invalidurl.cisco.com ) has failed. The
Internet address may be misspelled or obsolete, the host ( invalidurl.cisco.com ) may be
temporarily unavailable, or the DNS server may be unresponsive.

Please check the spelling of the Internet address entered. If it is correct, try this request later.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Sun, 02 Jul 2023 12:16:14 CEST
Username:
Source IP: 10.61.66.65
URL: GET http://invalidurl.cisco.com/
Category: Computers and Internet
Reason: UNKNOWN

(I\Iot'{ﬂca‘tiont DNS_FAIL )
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1688292974.527 20 10.61.66.65 NONE/503 O GET http://invalidurl.cisco.com/ - NONE/invalidurl.cisco.com -
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Jeiss po ldegdsple 16,0 ©dsss DNS oo CLI" B 030 1JpdlJs.
DNS_FAILED

lesluns whele os ped:

GET http://cisco HTTP/1.1

User-Agent: curl/7.19.7 (universal-apple-darwinl0.0) 1ibcurl1/7.19.7 OpenSSL/0.9.81 zlib/1.2.3
Host: hostname

Accept: */*

Proxy-Connection: Keep-Alive

HTTP/1.1 307 Temporarily Moved for Domain Name Expansion
Mime-Version: 1.0

Date: Wed, 15 Sep 2022 13:05:02 EST

Proxy-Connection: keep-alive

Location: http://www.cisco.com/

Content-Length: 2068
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/www.cisco.com/content/en/us/td/docs/net_mgmt/prime/network_registrar/8-2/user/guide/CPNR_8_2_User_Guide/UG15_DNS.html.xml#:~:text=DNS%20translates%20names%2C%20such%20as,the%20World%20Wide%20Web%2C%20easy.
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/www.cisco.com/content/en/us/td/docs/net_mgmt/prime/network_registrar/8-2/user/guide/CPNR_8_2_User_Guide/UG15_DNS.html.xml#:~:text=DNS%20translates%20names%2C%20such%20as,the%20World%20Wide%20Web%2C%20easy.
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