od9su p28) SNA Jeg ;09 os 509 Microsoft Entra
SSO

wdosy, SSO .5 Azure

lesls | O30S0 WO 8 Entra.
wdase SSO 8.5 SNA

lowed il | izble oo, Jizol

|Jp 95006

SueW o3l IJpwous Jsdss od_9.___s:(, wedsdlo Idyveds |.Jirogé (SNA) Jluweslp pg
Microsoft Entra Jowesd 1d>ged 1JIzlbs (SSO.)

Iecbdole IJlul jusé

lJeobdolo

w9os Cisco g_;ig') oJ9o s pgy96 wldesluose 1Joldss:

* Microsoft Azure
« cedsdle IJuveds 1Jleys

lJpdovlo Idpuuespd

* SNA Manager v7.5.2
* p&,9 Microsoft Entra

e louvle IJpedsple 1Jsé B 03l lJpuueos pu 1Uiz056 10092958 B wsisé pepdss ¢luos.

Wl zpse 1Jizoss I.J,oi}uo'a),oéé WO il I.quuog{vodg.;g PPUNIT (:Iuéculu'ogg). Bl Jdlpo
dedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpeeed Jls lp).

cbsle [dodosy



odsu wbosyd lJeswws WS Azure

2. 1oz VOGS 200 peyd Entra Vs pywg IJoze 923> pg)yd Microsoft Entra.

£ Entra ID) >
All Services (46) Marketplace (22) < More (4]
Services S more

iy 43 Microsoft Entra ID

3. B Jpie isumy $e wosuwse IUbbs scpass chbosdle IJpduvumle.

4.169) V99 wbusy z>8>.

Home > Example Orgamization | Enterprise applications > Enterprise applications
=== Enterprise applications | All applications
— Example Organization

4+ MNew application () Refresh & [
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https://portal.azure.com/#home
https://portal.azure.com/#home

= Microsoft Azure

%

Home > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

-+ Create your own application ¢ Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands o
Browse or create your own application here. If you are want

_,D Search application Sir

Cloud platforms

Azure-Ul
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Create your own application X

E? Gaot feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not i the gallery, you can create your own application here.

What"s the name of your app?

An Exarmple SNA App Name

What are you looking 1o do with your application?

':.:J Configure Application Proxy for securng remote 3CCess 10 an on-prémises application
':::' Regeter an apphcation 1o integrate with Microsoft Entra 1D (App you'ré developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

8. Vs J9go pedyple IJobusd IJos wp odysuol zosel lu@) Wl lesh ouwesd >89 iablg.

B An Example SNA App Name | Overview

Enterprise Application

Properties
i Overview P
Deployment Plan AE Hame ©
| An Example SNA App Name Ty |
7. Diagnose and solve problems
Application ID ©
2 Manage | I s S R I-_D!
> Security ObjectiD @
> Activity |E'-- . ... Ijji
> Troubleshooting + Support s
- Getting Started
|.I 1. Assign users and groups —3 2. Set up single sign on
Provide specific users and groups access Enable users to sign into their application
to the applications using their Microsoft Entra credentials

Assign users and groups Get started



9. ¢>> SAML.

5) AnExample SNA App Name | Single sign-on

Enterprise Application

Single sign-on (S50) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a

B Overview e el i h . fisnch
your organization to sign in to every application they use with only one account. Once the user logs into an application, thal

[ Deployment Plan credential is used for all the other applications they need access to. Learn more.
s Diagnose and solve problems
' » " :

Mpnage Select a single sign-on method  Help me decide

!I! Properties

L& Owners

B ® Disabled 4:3 SAML
il Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
T Y L won't be able to launch the app from applications using the SAML (Security
MR My Apps. Assertion Markup Language) protocol.

%) Single sign-on

2 Provisioning

SR e A

10. Vs lg.sb ouwesd 1Usgad IJizhbs wluwogsle Lowes SAML 1u@, B9 wirs) Lopw wdosu
SAML 1Jiwl_wes.
Set up Single Sign-On with SAML

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
maore.

Read the configuration guide & for help integrating An Example SNA App Name.

o Basic SAML Configuration

& Edit

ldentifier (Entity 1D} Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional

1. e gie wdssu SAML Il wlows: Bp wodssy luolds euwslv URL JJ)s IJs
https://example.com/fedlet/fedletapplicationeg | wewsld example.com o FQDN o0 p3s, SNA
Sludy B9 b



https://example.com/fedlet/fedletapplication

Basic SAML Configuration

Save Q'? Got feedback?

Identifier (Entity ID) * ©
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your

Microsoft Entra tenant. The default identifier will be the audience of the SAML response for 1DP-initiated 550.

Default

https://example.com/fedlet \/‘ v @

Add identifier

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consurmer Service” (ACS) in SAML.

Index Default

https://fexample.com/fedlet/fedletapplication v || ‘ |_| @ ]

Add reply URL

12. 235 p9 8¢ bl o Juoble SAML glz b (9500 28J euslu URL Juslule wgyswd logl
IJobosdle 98p vouisd XML Joslole wogrss Idloel.

e SAML Certificates

Token signing certificate 2 Edit
Status Active

Thumbprint 12345678%abcdefghijkimnop

Expiration 6/3/2028, B:39:10 AM

Notification Email someuser@example.com

App Federation Metadata Url https://lagin.microsoftonline com/af42bac0-52aa- ... [y
Certificate (Basetd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional) f Edit
Required No

Active 0

Expired 0

o J950 pJd XML Jps, 1Ug306 900550 s SNA
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= Configure
=5
-
Example.com :
g Cetection
Hosl Group Managemeant
a2
i Alarm seventy
Policy Managemeant
Q, Response Management
EBatigate Melwork Scanners
il Analytics
Report Alerts
-t Global
Cordigurs L' Central Management

Usar Management
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‘il Secure Network A c 2 0 | 2 Adminuser

a User Management
v
Example.om \
Users  Data Roles Authentication and Authorization Creme ™~ |
o User
Manitor Maime 1 Deseription At leation Type 230 Status Remate Anarizatkon
Data Role
A ?\ Y L \l\
2 =L ce >
RADILUS
nvestigate A
Mo records available. TACACS+
Il LDAP
! = 0 -0 of 0 iems
b4
Contigure & 2025 Clsco Systems, Inc. Privacy Data Sheet  Terms
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User Managemeant | Authentication Senvice . m

Authentication Senvice

D i
Identity Provider
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Ganeral Configuration
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User Management
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https://portal.azure.com/#home
https://portal.azure.com/#home

Microsoft Azure

Home > An Example SNA App Name

An Example SNA App Name | SAML-based Sign-on

Enterprise Application

< 1 Upload metadata file G Change single sig

pdlebi: olds po LoEd LOuLWSE pEIS IUluve Vs pe,W Entra.
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Set up Single Sign-On with SAML
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Le:

more.

Read the configuration guide & for help integrating An Example SNA App Name.

o Basic SAML Configuration 2 Edit
|
Identifier (Entity ID) https,//example.com/fedlet
Reply URL {Assertion Consurmer Service URL)  https://your-sna-manager-fgdn.com/fedlet/fedletapplicati
on
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional
e Attributes & Claims 2 Edit
givenname user.givenname .
Edit u
surname user.surname -
emailaddress user.mail
name user.userprincipalname
Unigue User |dentifier user.userprincipalname

6. 1u9) W98 9spo user.userPrincipalName oo Guwe luwpe IJpbldws.

Home > An Example SNA App Name | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Add newclaim -+ Adda group claim == Columns 53'? Got feedback?

Required claim
Claim name Type Value

Unigque User Identifier (Name 1D} SAML user.userprincipalname [... ***

7. Jopu w0928 blis IJebldus ©2dd pu losh cuowsd perS IUluwe.



= Microsoft Azure ' Search

Home > An Example SNA App Name | SAML-based Sign-on > SAML-based Sign-on > Attributes 8 Claims

Manage claim

E| Save X Discard changes Q'_‘" Got feedback?
Mame

Mamespace

~ Choose name identifier format

Mame identifier format * Persistent
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https://portal.azure.com/#home
https://portal.azure.com/#home

Microsoft Azure

Home > An Example SNA App Name

25 An Example SNA App Name | Users and groups

Enterprise Application

L]
-

izt

- Owerview

[—)
[ -

Deployment Plan

Diagnose and solve problems

< K

Manage

e .

' Properties

48 Owners

& . Roles and administrators

S& Users and groups W

-~ Add user/group & Edit assignment [l Remove as

(i) The application will appear for assigned users within My App

Assign users and groups to app-roles for your application here

S First 200 shown, search all users & groups

Display name

Mo application assignments found

3. B IJzse IUlsum lud) 98 Jl vse peos.

4. oz 9lupl8s ldpuwerp IJpbdye [Js Idoboss.

T
Home > An Example SNA App Name | Users and groups > US’B'S and groups 3
Add Assignment -
Example Jrganization
(1) Try changing or adding filters if you dan’t see what you're laoking far Selected (1)
Users and groups
/ Resat
Nene Selected Coarch
Select a role = | a i &
Tresultfound R e Dexam ple.com =

Al Users  Groups

Mame

B & Examgle User

odgsu SSO s SNA

Type Details

User user@examplecom

1. L)”C‘-J |J)€9J IJs 9'@_06 PUVLEIP IS SNA.
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tiea’ Secure Metwork Analytics i : @ 0 | 2 adminuser

a User Management
v
Example.com
Users Dala Rodes Authemication and Authorization Creale ™~
n User
Montor UserHame T [Full Haime Primary Adinin & Canfly Manager & Analyst O Pawer Analyst O Data Robe Stal
= Data Role
M —
[T [r] [r] - _
a & by Auhentication Service >
Ieastigat . x All Data (Read &
Rkl admin Admin Wser ' e {
write]
il 1-10f1items
Repont
X
Configure © 2025 Clsco Systens, Inc Privacy Data Siveet  Terms
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J SSO 9lu@,) W99 e ldb.

User Name = Authentication Service
550 e
Full Name
Email
SAMLID =

Role Settings
Primary Admin

Data Role
All Data (Read Only)

@ Youmust select a minimum of one web role and one desktop client role.

Web Desktop

Web Roles * Comparne

Configuration Manager Analyst Power Analyst

louile puwegspe SAML (s SNA-UI

lweduvld IJlgble 9l oJlzol
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