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Remote File System

IP Address:
Port Number:
Share Name:
Username:
Password:

Security Protocol: @ ntlmv2

©® SMB communications are unencrypted. Use an account specifically created for the

purpose of backups.

{ & Configuration changes must be applied before testing.

Clear Configuration Apply

| File sharing appears to be properly configured.
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Configure the packet capture below. Once initiated, the packet capture
will stop at either the max duration or max packets, whichever comes
first.

Interface: eth@

Host IP Address (Optional):
Port Filter (Optional):
Duration (1 to 900 Seconds):
Packets (1 to 100,000):

<Start > <Cancel>
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Remote File System

IP Address: ip.address.of.file.share_server

Port Number:

445

Share Name: remote_shared_directory_name
Username: username_of_directory/server
Password:

Security Protocol: @ ntlmv2

©® SMB communications are unencrypted. Use an account specifically created

purpose of backups.

| @ Configuration changes must be applied before testing.

Clear Configuration Apply

wdysulo IJpunl,dé o wed
c o) VY wbosd slewwl.
ouisd Idoylb 1Jz;ed 9p)lzeco

s ook, 98 lJodlb 1Jze6 19 pllbg ool 398! Llguegsle CTRL-C.
* luodd IJs 9lzos puwedse zoli SNA > Idsg e > |uweg)luo IJpdle > tepdump.

¢lol Lilise

ez IJodlb 1Jze6 98p wolbwsy glod IJouodse ip.addr==ip_address_of sna &
ip.addr==ip_address_of_remote_storage & tcp.port==445.

ﬁ"ia’élD@éQ@:-:c-Mgﬁizi | Q | TF [{

[ | | ip.addr==] : ' && ip.addr== && tcp.port==445




elpd wuodss IJodlb 1Jg)e
Jods puds TCP e 445

Jl w9z luwoerled Jejps SYN IJpwessé ldos wp wagel u9luubé zol; SNA pe peladle gl
Luwld TCP w9 guslu IP Jghe ldpdule IUogss.

i == Akipsdd==.22" 7 2 &% 1ep port==445 [-T=-T3
Ha, Time i Tirme since provious frame (Destina tion Protocel Longth Etharnet TCP Segmant Len

Irde.
1 . - 2. arassn . - H TCP T4 s @ 36318 - 445 [SYN] Seq=d Win=65535 Len=0 MS5=1460 SACK_PERI

Jods 1Jpuds

Ied: Iduwele wlowold e TCP/A45 Lsu zolj SNA 93Jsd/ede puihds IedOle eu wed
PL 2oL IJzelss.

IJgs06 Jsuwe 88> Idogvésd

&l zols SNA Luse 2506 SYN gy pods TCP ,$p 445 90g 59 suwozsw ee SMB
oluwegsle RSTACK.

0 ipaddr== Ak ipaddi==11 130 107 1 A& tep pert==445 BEd -+
deita timo Seunce Tirrep Sinc proviows fame Destinaticn
0. 000808 % W = &%

o,

Ne. Tima Pretgcal Langth Ethernet TCF Segmant Lan Infa
1. TCP 74 ~ @ 40262 - 445 [SYH] Seq=8 Win=B5535 Len=d MSS=1450 SACK_PERS
B 445 S T ] Seqel Ack=1 Win n=

5262 [RST, ACK] 5 c=1 Win=d Len=

Ack=1 Win=d Len=d

¢306 SMB Jl og pJ

IJed: wosso puilyds pddle SMB gds 1Ughe 38 1duods
wp websd IJluosl) 17213 o SMB
SUp oid..p louold TCP wugle 9p8 3JY sWuvd odly o SMB L wow wglbbsd luesl) SMB.

R ipaddraz S 0 4 &% ip.addrees e 10 W & tcp.porte=dds|
No. Timae delta time Source 5l Etharnet TCP Segmaent Len

luosble SMB pgloJs

Ied: Bp wopdso luosly SMB IJeoluwe eJs 1J¢ls e 1JEloo.
JJps 19, £ LoTSTS JpublyJs SMB

Sup oldss louold TCP wugle pe ol o SMB.

luwezloé STATUS_LOGIN_FAILURE ey ¢lsp puilydé pJusle SMB.



B ipaddr== BEipacdr==1" 7 7 AR tep.port==d45 [x]==EI )

Ho Time delta time Source Destination -~ Protocal Length Ethernet TCH Segment Len info
3 3 0. DEaRas 3 : TCP 66 B 533096 - 445 [ACK] Seq=1 Ack=1 Win=G5536 Len=0 TSval=679743951 TSecr=323876616
4 5 2.000373 Lo v SMB2 3 - 244 Negotiate Protocol Reguest
5 2 0. ea6a7 ] : ' SMBZ2 378 « 312 Negotiate Protocol Response
] 1 2. 209045 N W TCP 65 ¢ @ 53306 - 445 [ACK] S0qe=245 Ack=313 Win=67072 Len=@ TSval=&79743952 TScor=323876618
T i 2, 0905 . : " SMB2 e - 136 Session Setup Request, WTLMSSP_NEGOTIATE
B ' 8. 28d391 L \ SMED 358 284 Session Setup Response, Error: STATUS_MORE_PROCESSING REQUIRED, NTLMSSP_CHALLENGE
9 2 @, BE9I3E ] : " SHB2 466 ~ s
] ] 0.001398 MOLTOR.ToT. LR 3 s 77

\Jed: bed IJps a9, IJuprsesd Jeuweerp cuwasd 1J5¢9J.

ouudJs B 1Jbgule
Sup oldss louold TCP wugle pe ol o SMB.
uze wuwesd 1Usgad Is e punhbds Idpddle wugle.

luvezlos STATUS_BAD_NETWORK_NAME oy #he puil,dé pJodle SMB.

U0 ipaddr=="" " T BRipaddi== = &&iepport==445
INg. Time delta time Source Destination Protocol Length Ethemet TCF Segment Len info

1 11 9.020288 TCP 66 @ 53018 - 445 [ACK] Seq=l Ack=1 Win=65536 Len=8 TSval=£81143322 TSecr=3252768
| 12 ) 2.080159 SHB2 318 - 244 Negotiate Protocol Request

| 13 0.000842 5HB2 78 - 312 Negotiate Protocol Response

i u ' o.000026 TeP 66 - O 53018 - 445 [ACK] Seqe245 Ack=313 Win=67072 Len=0 TSval=681143323 TSecr=328
H 15 1 0. 000840 SHB2 02 . 136 Session Setup Request, NTLMSSP_NEGOTIATE

i 16 2.000333 HB2 1m0 . 2B4 Session Setup Respense, Error: STATUS_MORE_PROCESSING_REQUIRED, HTLMSSP_CHA
1 17 ! 2.000847 SHBZ 466 - 408 Sessien Setup Request, NTLMSSP_AUTH, User: \adainistrator

" 18 2.091865 SHB2 142 - 76 Session Setup Respense

| 19 9.000859 SMB2 184 - 118 Tree Connect Request Tree: Wi \IPCS

| kL i 0. 000295 SMBZ 158 B4 Tree Connect Response

| 1 8. 0080934 SMBZ 184 - 118 Tree Connect Request Tree: W\ ‘test

i 22— - o s 0000183 = - - - - -+ 143 + 77 Tree Connect Response, Error: STATUS_BAD_NETWORK_NAME

i 73 2.801127 SMB2 22 + 166 Ioctl Request FSCTL_OFS_GET_REFERRALS, File: \3 \test

| 24 ! 2.002842 SMBZ 143 + 77 Toctl Response, Error: STATUS_PENDING

| 5 2.801391 sHB2 143 - 77 Toctl Response, Error: STATUS_NOT_FOUND

IJed: Op vogsso o lddslesIdelos Jegwegse ouvesd 1Usesd.
2duwsd gpd wp luoldol Luvdd gy b

SpIdu pdlbgs gpdso IJuuwe IJlzoslbs Jlless Ioslule Ws zlds udb wgise s>dsd/psde
lJedOle IJogsas.

2duws gpd SMB os ol pdds JUbdo IUpe S sldluwerlos 1pedS6.

CRCITTEERE 49556 - 445 [ACK] Seqel7627 Ack=23655 Win=1@25 Len=@ TSval=1297637759 TSecr=1329621664

i
B.001254 ] 518 Create Response File: ;GetInfo Response;(lose Response
8. 408401 i 414 Create Reguest File: jGetInfo Request FS_INFO/FileFsFullSizeInformation;Close Request
8.000039 1 66 49556 - 445 [ACK] Seq=17279 Ack=23211 Win=1825 Len=0 TSval=1097636759 TSecr=1329620665
B.001059 © } 518 Create Response File: ;GetInfo Response;Close Response
8.999102 1 414 Create Reguest File: ;GetInfo Reguest FS_INFO/FileFsFullSizeInformation;Close Request
@.200035 i 66 49556 - 445 [ACK] Seq=16931 Ack=22767 Win=1825 Len=8 TSval=1897635759 TSecr=1329619664
o.eeRasd o i 518 Create Response File: ;GetInfo Response;(lose Response
9.9959512 i 414 Create Request File: ;GetInfo Request FS_INFOSFileFsFullSizeInformation;Close Request
8.000023 i 66 49556 - 445 [ACK] Seq=16583 Ack=22323 Win=1825 Len=0 TSval=1897634758 TSecr=132961B664
0. 200865 ! 51@ Create Response File: ;GetInfo Response;Close Response
8. 998652 i 414 Create Request File: ;GetInfo Request FS_INFO/FileFsFullSizeInformation;Close Request
@.8000835 ! i 66 49556 - 445 [ACK] Seq=16235 Ack=21879 Win=1825 Len=8 TSval=1887633759 TSecr=1329617654
@.001128 ] 51@ Create Response File: ;GetInfo Response;Close Response
B.039882 © ] 414 Create Request File: jGetInfo Reguest FS_INFO/FileFsFullSizeInformation;Close Request

aduwd gpd Jlises JJuindle IJuogs)6 9pusuwbs 1Uzze
IJed: Op wleho wuvgsd zoly SNA.
Bl oo ould 2lzs Jeis> pu ldpuwless Bs IJoz9sd bs |JrouuiJ6‘ Slool uuize eds lugvle

Yuoso pydj ldpuwless IJuse athttps://www.cisco.com/c/en/us/support/web/tsd-cisco-
worldwide-contacts.html



https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



