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csco  oecure Network Analytics

a Configure

v
beta3 :
Detection
Host Group Management
£l
Alarm Severity
Maonitor
Policy Management
Q Response Managemant
Investigate Metwork Scanners
Analytics
il
Report Alerts

a\ Global

Configure & Central Management

User Managemeant
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Respor planagement

Aubes Actions Syslog Formats

Actions w Aid New Action
Harer Type D Aipticn e By Ruder Erabied Atinng
gl i 1
4 E »
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Response Management

Rules Actions Syslog Formats

Syslog Message Action (Alarm) Cancel
Name Description
Send to Syslog Sends a message 1o the syslog server designated in the Syslog Address field using the default

Syslog Message format.
@l ) Enabled@isabled actions ane not performed for any

Syslog Server Address UDP Port
R SRR 514 «

Message Format

This action will use the ArcSight Common Event format.
Example Message

<131>Jan 01 00:00:00 testhost TestApp|1337); CEF:0|Cisco|7.3.0|Motification: 99| Bad HostlS|msg=This host has been cbserved performing malicious actions toward another host.:Source Host is
http (80

Test Action

2.s4uJJ Splunk Iy suvede SNA syslogs o, UDP psule

g obosy IJogss)lo 1Uglueé od gds 9lzod puwespe 9se Jbhé wvedsdle IduvewJds
oo Sgw odssyu Ibeld Idoslule wes Splunk.

lJglogs 1: §p wouwesd 1U>ged IJs Splunk gluwdd IJs Idleshble > |uolwe wslule > [hgldle
wslole IJoslule.
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Add Data @ < Back

Soloct Source Input Settings Rowviow Dona

Files & Directories

) . Configure this instance o listen on any TCP or UDP port 1o capture data r the network
Upload a file, index a local file, or monitor an entire dlrecmr:.-.

(such as syslog). Learn More 12

HTTP Event Collector

Configure tokens that clients can use to send data over HTTP or TCP UDP
HTTRS
s
TCP / UDP il
Configure the Splunk platform to listen on & network port. Example: 544
Scripts Source name override 7

Got data from any AP, service, or database with & scrpl

hostport
Splunk Assist Instance Identifier
Assigns o random Identifier 1o every node Only accept connection  optional
?
from example: 10.1.2.3, Ibadhostsplunk.com, "splunk.com
Systemd Journald Input for Splunk
Thi% is the input 1hat gets data from journald {Systemd's logging
component) into Splunk
FAG
Logd Input for the Splunk platform > How should | configure the Splunk platform for syslog traffic?

Thi% input ¢ollects data fram lagd on macOSs and sends it 1o the

Sphunk platform 3 What's the difference between receiving data over TCP versus UDP?

¥ Can | collect syslog data from Windows systems?

Splunk Secure Gateway

> What is a source type?
Initializes the Splunk Secune Gatewsy application to talk to mobile yp

clignts over wabsockals

Splunk Assist Self-Update

IUgkoss 6: Vs 1Uuodzs Ideldss: Se wldowssd lds Esb 2262 220 pdlu 28 wag Idpuos)
9l>¢J desired source .

IJg 196 7: 235 IP JJlgudoe.

IJe98 8: o8y B9 1 polees > 1Jiguo) 1Jpozss leds Idubluus.



Select Source Input Sattings Reviaw Drone

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform Select Mew
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to Source Type
categorize your data, so that you can search it easily.

Source Type Custom «
Category

Source Type
Description

App context

Application contexts are folders within a Splunk platform instance

that centain configurations for a specific use case or domain of App Context Search & Reporting (search) =
data. App contexts improve manageability of input and source

type definitions. The Splunk platferm loads all app contexts

based on precedence rules. Learn More [2

Host

When the Splunk platform indexes data, each event receives a
"host” value. The host value should be the name of the machine Method ¥ P DMNS Custom
from which the event originales. The type of input you choose
determines the available configuration options. Leam More [2

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox” index as a Index Default ~ Create a new index
destination if you have problems determining a source type for

wriir Alata A sandhay infay late was trniiklashnat waiir
IJo96 9: .5 IUlbol, IJelds. slze leshbled sz, 1l se 1Jiey.

IJg o6 10: 1oy 898 1y buwld >I1Jiguo)" 1desz9> leds IIbl ez 1dozdd eu Lozwo.



Select Source Input Settings Review Done
Review
Input Type UDP Port
Port Mumber ... 514
Source name override ...
Restrict to Host ... NIA
Source TYPe i
App Context .. search
Host ciccicicccccceccecicecvcenneen. [IP @8ddress of the remote server)
INAEX i default

IJglogs 11: loodd [ds cbosdle > vz slesh odbs) O 9lzod puveise IUssw.

splunk>enterprise Apps ¥

Home (n)
~earch & RHeporting

splunk Secure Gateway E;
Upgrade Readiness App

Manage Apps

Find More Apps

IJgbo9s 12: Bs LoWes IJuee: luwegse glod IJo Lo sésource="As configured”



sourcetype="As_configured"JJweg e g0 lduwedle IJos wp od@sol.

MNew Search

6 svents . - - s & 4t t Mad »

pdlzlbs: Jdzuesd eds Idpuer)lee Ielss 4
JJeuesd eds source_type lzs | Jgboos 6

odosy syslog eJs SNA s, TCP o083 6514 lg o083 pg oo
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1.od9sy Splunk Jodds ywedle wx8s® SNA s pud3 TCP

IJglogs 1: WS 9lzod puwwgse Splunk: luedd IJs 1Jlgshble > Lol wslule > esgdle wslule

|-J~__Jg§|0|o.

Administrator =

1 Messages »

Settings -

Activity = Help =

Explore Data

i

Monitoring
Console

| Search settings...

KNOWLEDGE

Searches, reports, and alerts
Data models

Ewvent types

Tags

Fields

Lookups

User interface

Alert actions

Advanced search

All configurations

SYSTEM

Server settings

Server controls

Health report manager
RapidDiag
Instrumentation
Licensing

Workload management

Mobile settings

121906 2: 235 p9 98 uwloy TCP 9235 + |olW96 2so.

DATA

Data inputs

Forwarding and receiving
Indexes

Report acceleration summaries
Virtual indexes

Source types

Ingest actions

DISTRIBUTED ENVIRONMENT
Indexer clustering
Forwarder management
Federated search

Distributed search

USERS AND AUTHENTICATION
Roles

Users

Tokens

Password management

Authentication methods



es and directories, network ponts, and scripted inputs, If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving

Local inputs

Type Inputs

Files & Directories 18
Index a local file or monitor an entire directory.

HTTP Event Collector 0
Receive data over HTTP or HTTPS,

TCP o
Listen on a TCP port for incoming data, e.g. syslog.

upp 0
Listen on a UDP port for incoming data, e.g. syslog,

Scripts 36
Run custom scripts to collect or generate more data.

Splunk Assist Instance |dentifier 1
Assigns a random identifier to every node

Systemd Journald Input for Splunk [s]
This is the input that gets data from journald (systemd's logging component) into Splunk:

Logd Input for the Splunk platform [}
This input collects data from logd on macOS and sends it to the Splunk platform

Splunk Secure Gateway 1
Initializes the Splunk Secure Gateway application to talk to mobile clients ower websockets

IJg o956 3: B 1Juld36 1Jza$36 235 TCP. bgd puds Iluweduld IUpbdyc: Bs pold Lo9,6

psole 6514 5h¢J "Uluwe IJprg9e" B 2dd welss luve IJpuos.

Actions

+ Add new

+ Add new

+ Add new

+ Add new

+ Add

+ Add new

+ Add

+ Add new

+ Add new



pdlglbs: TCP 6514 v 906, psule J syslog eu, TLS
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Add Data @ coack D

Solect Source

Files & Directories . , )
Configure this instance o listen an any TCP or UDP port to caplure data sent over the network

b o (such as sysiog). Learn More 2
HTTP Event Collector
, tokens that clients can use 1o send dota over HTTP o TP uoP

TCP / UDP Port? | 6514

Scripts Source name overnde ©

Splunk Assist Instance Identifier
docts baiiior I Only accept connection | optional

Assigns o random idantifior to every node
from 7 =
Systemd Journald Input for Splunk
FAG
Logd Input for the Splunk platform > How should | configure the Splunk platform for syslog traffic?

> What's the difference between receiving data over TCP versus UDP?
» Canl collect syslog data from Windows systems?

*» What ks a source type?

Splunk Aszist Sell-Update

Splunk Secure Ga y Maobile Alerts TTL

Config Medular Input

IJg1096 5: s 1Jold36 1Uzs8536 233 238> B Buwp w9E IJpuosy bed IUluue lJprg9e B 28J
09g Idpue2).

1Jg1096 6: 235 IP JJiuwdow Bs Buwe IJpuosW.
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Add Data

Input Settings

Optionally set additional input parameters for this data input as follows

Source type

The source type is one of the default fields that the Splunk

platfarm assigns to all incoming data. It tells the Splunk platform Select Mew
what kind of data you've got, so that the Splunk platform can

fermat the data intelligenily during indexing, And it's a way o Source Type

categorize your data, 5o that you can search it easily.

Source Type Custom +
Category

Source Type
Descripticn

App context

Application contexts are folders within a Splunk platform instance

that contain configurations for a specific use case or domain of App Context Apps Broy
data. App contexts improve manageability of input and source

typé dafinitions. The Splunk platform loads all app contexts

based on precedence rules. Learn More [2

Host

When the Splunk platform indexes data, each event receives a

“hest® value. The host value should be the name of the machine Method * DMS Custom

from which the event originates, The type of input you choose

deternmi

es the available configuration options. Learn More (2

Index

Igloss 8: s IJlbl) IJoldselee lesblod sz, Il Jse i) ol lo op IJozdd pu lduozs: lod,
999 5y buwld >I1JIguo," 1pszes leds 1Jlbl.
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Salect Source Input Settings Review

Review
Input TYPe .. TOP Pt
Port Number .. B514

SOURCE NAME GVermide ...
Restrict to Host
Source Type
App Context 5 .
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default

. NIA

.. launcher

of the remote se
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IJgb9s 1: Llgwegsle zols wp wowse 0penSSL sdso: §p wouivésd Ul e sudo openss req -x509 -
newkey rsa:4096 -keyout server_key.pem -out server_cert.pem -sha256 -days 3650 -subj /CN=10.106.127.4« p¢& | wowsld IJpeld IP
IJ¢luo « 10.106.127.4 o IP 1J¢luo wzols Splunk. ywsbde pud proso bEld ewlhd p)9) pe 96
0 God Ipuwctre. B Iipcds. soe cusgsd 1Ubles po gulo, Iisle, 1J¢luo wzol; Splunk.

user@examplehost: sudo openssl req -x509 -newkey rsa:4096 -keyout server_key.pem -out server_cert.pem -
T S SR S . R P S T R e

user@examplehost:

e Yopld Ule) sop lovle pdBdsy. pJdl server_cert.pem g server_key.pem.

user@examplehost: 11 server*

-rw-r--r-- 1 root root 1814 Dec 20 19:02 server_cert.pem
-rw------- 1 root root 3414 Dec 20 19:02 server_key.pem
user@examplehost:

196 2: IJowssd Ids Idpguaise 1ded)s.

user@examplehost:~$ sudo su
[sudo] password for examplehost:

lJglogs 3: louwe [Juiolss IJos we lugblgel gasel |Us foptsplunkietc/authy

user@examplehost:~# cat /home/examplehost/server_cert.pem > /opt/splunk/etc/auth/splunkweb.cer

IJgbgs 4: |Jzl8 pJd spunkweb.cet Lpbelz ¢lo.

user@examplehost:~# cat /home/examplehost/server_key.pem >> /opt/splunk/etc/auth/splunkweb.cer

lJglb9é 5: wegss) pdIdss Juolyé o guwse.



user@examplehost:~# chown 10777:10777/opt/splunk/etc/auth/splunkweb.cer

lJglb9é 6: wessy IUIbo Juvolss IJoguwse.

user@examplehost:~# chmod 600/opt/splunk/etc/auth/splunkweb.cer

IJeb9o 7: §p Lluuile pJud input.conf zoso.

user@examplehost:~# vim /opt/splunk/etc/system/Tocal/inputs

erCert = fopt/splunk/etc/auth/splunkweb_combined.cer
sword =
requireClientCert = false

#sslVersions = tlsl.2

#cipherSuite = AESZ56-SHA

lJglb9é 8: 599w IJ syslogs suwegpd wzo.
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splunk Secure Gateway [E"

Upgrade Readiness App
Manage Apps

Find More Apps

MNew Search
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‘teee  Secure Network Analytics

. Configure X
w
nse .
Detection
Host Group Management
0
Alarm Severity
Monitor
Policy Management
Q Response Management
uestigate Network Scanners
Analytics
11
Report Alerts
7 Ay

~\ Global

Configure (¢ Central Management

L
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< Central Managemeﬂt Inventory  Data Store  Update Manager  App Manager  Smart Licensing

o

Inventory
4 Appliances found
Filter by ldentity
Appliance Status Betentity FODN Type Actions
Connictied
Connected | Edit Appiliance
*  Configuration
Gonnected View Appliance S1istics
Connicted Support

Reboat Appliance
Shut Down Appliance

Remawve This Appliance

lJgb9s 3: luedd IJs gdlpsd lJowsse grple ldubveds _9i>'aJ oluosd 9z06 ywgd IJes 889
(Syslog g, TLS).

Audit Log Destination (Syslog over TLS) = Modifed

@ Add your Syslog SSL/TLS certificate to this appliance's Trust Store before you configure the Audit Log Destination.

Server Name or IP Address

Destination Port (Default 6514) *
| 6514 ¢|

Certificate Revocation @)
(® Disabled
() Soft Fail
() Hard Fail

IJglogs 4: loodd Is edles IJowssy "ele" &p Gp Lldops) IJs Iuwsdd 1o8) B9 luplds
>8> Jugpesd volss Splunk IJos we lugvlgel puve @l wlywe server_cert.pem.
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Cancel Apply Settings
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Monitoring
Console
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KNOWLEDGE

Searches, reporis, and alerts
Data models

Event types

Tags

Fields

Lookups

User interface

Alert actions

Advanced search
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Users
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Password management
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Data inputs

Set up da

nputs from files and directories, network ports, and scriple
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Local inputs
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s 12
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1

36
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a Inputs » TCP » 6514
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Source type
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