lebé oo wdysy wywesd IUdxesJ IJia|>§
(SSO) eJs p>sy SNA

lJpzossle

| Jp, 9506

lJpobJole |l wlwsé

lJodoule | OEdp0
lJp v Jd
lJzJ

19,90l Izl |z ol

lJp 9500

$9uoe 03l Ipuwens Jsdss wessu ouvesd Isgsd Iizhs (SSO) IUs Iddse
IJSLgs/lJlde,luoss gds "Ibhé cedsdle Iduvwds [Jlews".

IJecbdule IUIlguluss
IJpobdolo

Jl w9es pobdole luos Josl 1Jpowens.
IJedoule IJp e pd

SUNOUD lJpgdsple 1Jgl)6 -Js o3l ldpuwews IJs IJlues, 7.1 p0 pos) wedsdle IJgveds
lJlpw6 (SMC) gldlosble IJlgse.

Sop wubzse Epsdlolbusd SSHIUss souoew 9l IJuuwg sldduod Jodo IUpedlds.
op louile IUpgdsele 1916 s 03l lUpuueos pu 1ize6 1Jp92956 B wsisé pgpdssd ¢luos.

u)lu ZPSE I.JlaoJo |Jpwua)p0 OSs 03l |JPUJJUU) wodysy PPUNIT (IdUJluoLS) LBIIJlye
wredod 9 ldogvgsd: Selds pU 900 ._J.Julu.5J lJpeopd JI5 IIoJ

IJpuindJé
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00l gielo Jodase SSO sopl 1J1ohé Ie,dl5s6 9 Fedlet Manager. 3l ,¢we B lole pdbus
wsu Idedssole 1UIuadss glduolsss. Bée vouigsd JIds 1Jsbsle 1Upes,z6. 13l Jp ody



IUpdlLus plbdsws. BGe wougsd Ulsle) IJes Je sop 9ue edlps edsol (lEoshs) Béb.
S99 1Jle, One-line Vs wolss 030 IJpdlUs Loudss IUgble uslws goud.

IJgloss 1. (Iteshs) Bl oo wrge Bs pdbus wdso 16 1de,dss6 Ields e 1duwses
lJuolisséc Wedsy wuugsdia ' configurableElements.sso' /lancope/var/services/cm/configuration/$(awk -F\"
{print $8}' /lancopelvar/services/cm-agent/configuration/managementChannel.json)/config.json > jgdoldcm.json

erasecat4000_flash:.

741snt: ~# jqg '.configurableElements.sso' /lancope/var/services/cm/configuration/$(awk -F\"
'{print $8}' /lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json >
jgdoldcm. json

741snc: ~#

lJgbgs 2. (ltoshs) bl oo wyge Vs pldbus IJodssu IJelds wldooszs IJuolisss: Wedsy
o Uu &S jq . llancope/var/fedlet-manager/conf/fedlet-manager.json > jgdoldfm.json erasecat4000_flash:.

741sntc: ~# jg . /lancope/var/fedlet-manager/conf/fedlet-manager.json > jgdoldfm.json
741snc: ~#

lJelbgs 3. loyile pogs) p9 e wluwegslp tmpfile=$(mktemp) erasecat4000_flash:.

741snt: ~# tmpfile=$ (mktemp)
741snc: ~#

IJg 9o 4. luuble pugs) p9dw wluwwsle em_file=$(echo /lancopelvariservices/cm/configuration/$(awk -F\" ‘{print
$8}' /lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json)erasecat4000_flash:.

741snt: ~# cm_file=$ (echo /lancope/var/services/cm/configuration/$(awk -F\" '{print $8}°
/lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json)
741sntc: ~#

1Jg096 5. s luosh cedsdle Iduveds IUlews 1Uzldss wlgueésle echo
$SWINFO_version erasecat4000_flash:.

741snt: ~# echo $SWINFO_version
7.4.1

131 JIg [uosly SMC 09 7.4.1. B&p wouugsd 1Jisle, IJolss:

741sntc: ~# cp $cm_file $tmpfile && jg --arg foo "" --argjson bar false

' .configurableElements.sso.ssoEnabled = $bar|.configurableElements.sso.ssoDescription =

$foo| .configurableElements.sso.idpXml = $foo|.configurableElements.sso.SSOProxy =

$foo| .configurableElements.sso.ssoOnly = $bar|.configurableElements.sso.downloadIdpXml = $bar'
"Stmpfile" > $cm file && rm -f -- $tmpfile

741snt: ~# cp /lancope/var/fedlet-manager/conf/fedlet-manager.json $tmpfile && jg --arg foo "" --
argjson bar false '.ssoEnabled = $bar|.ssoDescription = $foo|.idpxml = $foo|.ssoProxy =

$foo| .state = "NO_CONFIGURATION" | .message="Single Sign-On is not configured."' $tmpfile
>/lancope/var/fedlet-manager/conf/fedlet-manager.json && rm -f -- $tmpfile
741snc: ~#

131 Il luosly, SMC 18sp po 7.4.1. BGEp wouvgsd IJsle, IJoldss:

711snc: ~# cp $cm _file $tmpfile && jg --arg foo "" --argjson bar false

' .configurableElements.sso.ssoEnabled = $bar|.configurableElements.sso.ssoDescription =

$foo| .configurableElements.sso.idpXml = $foo|.configurableElements.sso.ssoOnly =

$bar| .configurableElements.sso.downloadIdpXml = $bar' "$tmpfile" > $cm_file && rm -f -- $tmpfile




711snt: ~# cp /lancope/var/fedlet-manager/conf/fedlet-manager.json $tmpfile && jg --arg foo "" --

argjson bar false '.ssoEnabled = $bar|.ssoDescription = $foo|.idpXml = $foo|.state =
"NO_CONFIGURATION" | .message="Single Sign-On is not configured."' $tmpfile >/lancope/var/fedlet-
manager/conf/fedlet-manager.json && rm -f -- $tmpfile

711snc: ~#

IJglo9é 6. (!¢Q§IJ§) Bldoo oee IS pdbud wdssu IJuwses IJuolisss g lJodssule
lJlgodso: B9 wouvgsd odo lJlgle):

741snt: ~# jg '.configurableElements.sso' $cm file > jgdnewcm.json

741sntc:. ~# jg . /lancope/var/fedlet-manager/conf/fedlet-manager.json > jgdnewfm.json
741snc:. ~# 4Aiff -y jgdoldcm.json jgdnewcm.json

741snc: ~# diff -y jgdoldfm.json jgdnewfm.json

lJg oo 7.=(!éo.___s|_,§) 12309 json IJpddle IJos wp logblgel Jzie pu gpdso [JpBlyus 030 WS
IJ¢bgo 1JIgs,6.

741snc: ~# rm -f jgdoldcm.json jgdnewcm.json
741snc: ~# rm -f jgdoldfm.json jgdnewfm.json

1Jgo96 8. §p LlJEle cessu ldpees)lo ldos wp loglyel WS wilss o3l Idpuwows.

711snt: ~# unset tmpfile
711snt: ~# unset cm_file
711sntc: ~#

lelxs ouvesd gpdsé IUDL6 [Jp,d586 wluwwesle docker central-managementerasecat4000_flash:.

741snt: ~# docker restart svc-central-management
svc-central-nanagenEnt
741snc: ~#

lscgplosds fzbs [Uélbgb

Bp woubgsd o3l Ui, Joo}é&sb zese lJglosle 1Jgl)so WO 030 1pdlds. szwss IJIE)z eds
weue IJoovuwsyle Idlualess.

bash <(base64 -d <<<
"H4sTIAIXWV2MAA+1WXW/aQBB8769YWVZIpNoobapWQkSgSIh4AEehaSuVKrrYa3LBvnPuDihg+t+7Z4PBBMhHX6gQgEQgDcst6
dnRsyi+GNBA/BGYiB6Bs2RDgEDzQCG/jMFGEXCWpgIoIlzZm5QQZt TYCC6bMTFEAYMGCQUAL / 3wYGGSTN7bLr7 6 ch+eQCNML2
ah9A2qydMhDLD+0SpukY14SHgepjWQyliPhwrZrgUdXefTUfgtQcOlH5migsD70dfta2PewRAMLULKRMUTUmML1g0TAhP /Vkt
XMM8gDtDQCWIG/JjtoYMmMGOZECB+IMjbFzhmOlgAg06EOXBLPlYdACGGaTIb++g5pftibbTIJE/QvtayBub6cBjiG27tIJT1GY5v2
f1b6NUYIG+ralrV209aukxHmSV8yu8lnXYkXjBZD4CUCWyghlmlEpXOr1DUW7MuLxLIe6egEklMssYVKMG61izspgPVEQVLFY
fp/F4DN/A7X/p9NrB1QSVpjAOm+C894 /8Qwe+QwNI1wLCbEMx01lch703RjOB5TAOhlhIcpzik814zBTFLNO64N/s+FTYaQRN
ceuR+Z+4J61Dxz0QowaWeO/J51HINk8f£z6H2u5I/ZkzIDkcwehxrJqUgkizolBMgvgbNgziF11HQSiyoFLybuKtQS5S8S3vO
vZ8MtbCF73jdMH10W/Vjo5veCqF£TanbPLi4+£f0OkHPufdT1IpQNpO+6ZXg9£f1QeIEArkFIUyobI9+pLYc4 fhEHGZ1tANDP5/20
p/xdoRaB/tx5j/kxjEzgtje0PrY1KPd2arAml1H1jT23mUKQOWE+RW1H1gUz1p8DUSCXE7 1WRNiZQj8gcZkK/FmJvvWNDmo6H
£D2DKaCcKzZglpOX1PUCMCML1WFNUgqqgIava6VHCFhCpLIti4sDu6hh9PFmZzONgJvtrYdrFG6iYeVwdb3A100XQ/Pe2/YJgo
g4gqgI8jLK11WSqg9QfUfRSaKo/qayREAgG8fHGUiqlZvjlgal3Ib+f0qylbsI3z1gWAL+NCoQVy5wLpV6e2LCWWBBmOaBVRRRr
0SeiFRZ63XCjtP+vNUjxa2ZKoGuyG90030zkftYILAAA=" | gunzip)

PONIN S

741snt: ~# bash <(base64 -4 <<<

"H4sTIAIXWV2MAA+1WXW/aQBB8769YWVZIpNoobapWQkSqSIh4AEehaSuVKrrYa3LBvnPuDihg+t+7Z4PBBMhHX6QQEQDcst6
dnRsyi+GNBA/BGYiB6Bs2RDgEDzQCG/jMFGEXCWpgIoIzZm5QQZtTYCC6bMTFEAYMGCQUAL / 3WYGGSTN7bLxr7 6ch+eQCNML2
ah9A2qydMhDLD+0SpukY14SHgepjWQyliPhwrZrgUdXefTUfgtQcOlH5migsD70dfta2PewRAMLULKRMUTUmML1g0TAhP /Vkt



XMM8QDtDQCWIG/jtoYMmGOZECB+IMjbFzhmOlgAq06EOXBLPplYdCGGaTIJb++g5pftibbTJIJE/QvtayBub6cBjiG27tIJT1GY5v2
£f1b6NUYIG+ralrv209aukxHmSV8yu8lnXYkXjBZD4CUCWyghlmlEpXOr1DUW7MuLxLIe6egEklMssYVKMG6izspgPVEQVEFY
fp/F4DN/A7X/pINrB1QSVpjAOmM+C894/8Qwe+QwNI1wLCbEMx01lch703RjOB5TAOhlhIcpzjk814zBTFLNO64N/s+FTYaQRN
ceuR+Z+4J61Dxz0QowaWeO/J51HINk8£z6H2u5I/ZkzIDkcwehxrJqUgkizolBMqvgbNgziF11HQSiyoFLybuKtQS5S8S3v0
vZ8MtbCF7jdMH1OW/Vjo5veCqFfTanbPLi4d+£0OKkHPufdT1IpQONp0+6ZXg9£f1QeIEArkFIUyobI9+pLYc4fhEHGZz1tANP5/20
p/xdoRaB/tx5]j/kxjEzgt jeOPrY1KPd2arAmlH1jT23mUKQoWf+RW1H1gUz1p8DUSCXE7 1WRNiZQj8gcZkK/FmJvviWNDmo6H
£D2DKaCcKzZglpOX1PUCMCMLIWFNUqgqqgIava6VHCFhCpLIti4sDu6hh9PFmZzONgJvtrYdrFG6iYeVwdb3A100XQ/Pe2/YJqgo
g4gqgI8jiLK11WSq9QfUfRSaKo/qayREAQG8fHGUiqlZvjlgal3Ib+£f0qylbsI3z1gqWALi+NCoQVy5wLpV6e2LCWWBBmOaBVRRRr
0SeiFRZ63XCjtP+vNUjxa2ZKoGuyG90030zkftYILAAA=" | gunzip)

Stage 1 - Init Variables and Gather Files
Making temp file ...

Done

Getting current Central Managenent state
Done

Getting current Fedl et Statenent
Done

Stage 1 - conplete

Stage 2 - Mddifying configurations

Updating Central Managenment and Fedl et Manager Confi guration
Done

Stage 2 - Conplete

Stage 3 - Conpare

Conparing CM configurations

Note, this wont | ook any different unless SSO was actually configured previously or this is
br oken

add CMConfig | New CM Conf

{ {

"ssoEnabl ed": true, | "ssoEnabl ed": fal se,
"ssoDescription": "Known Bad Config", | "ssoDescription": "",
"idpXm ": "https://ww. exanpl e. cont', | "idpXm™": "",
"ssoProxy": "", "ssoProxy": "",
"ssoOnly": fal se, "ssoOnly": fal se,
"downl oadl dpXm ": true | "downl oadl dpXm ": fal se
} }

Conparing Fedl et Statenents
A d Fedl et Statenent | New Fedl et Statement

{{

"ssoEnabl ed": true, | "ssoEnabled": false,

"ssoDescription": "Known Bad Config", | "ssoDescription": "",

"idpXm o ", tidpXedt:o ",

"spFgdn": "741snt.exanple.local", "spFqdn": "741snt.exanple.local",

"ssoProxy": "", "ssoProxy": "",

"state": "FAILED TO DOANLCAD | DP", | "state": "NO_CONFI GURATI ON',

"message": "We couldn’'t reach the Identity Provider URL. En | "nessage": "Single Sign-On is not
configured."

b}

Stage 3 - Conplete

Stage 4 - Unset variables and delete tenporary files
Restarting Central Managenent
svc-central - managenent
Done
Stage 4 - conplete
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