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Connections with Application Details Table View of Connection Events

Initiat Re: d Ingress  Egress

nitiator sponder

4 First Packet Last Packet Action Reason Initiator IP Responder IP P Security Security
Country Country Zone

Source Port [ ICMP Destination Port /
Type ICMP Code

T ———— - o T
s 026-07-14 10:51 , =usa o E::] e 2001

S9¢Y> puwly FTD 9 Packet-tracers [Jogzso Iduozse: 9 NAT. 9ld@sles wsu ldpuos) *
9lJ9gos.

9,8 3JJ: Olu coe see b« FTD s&500 1d2ie 1J9b6 oo ldpuos) S@b: 9JJdue Jl soe *
oJo py9) IJoslole ey 1J9zos.

<#froot>

> system support trace

10. x. Xx. 200 40812 -> 172.x.x.36 9997 6 AS=0 ID=6 GR=1-1 New firewal |l session
10. x. X. 200 40812 -> 172.x.x.36 9997 6 AS=0 I D=6 GR=1-1 using HWor preset rule order 23, 'intended_all ov
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AS=0 ID=6 GR=1-1 app event changes: created

GR=1-1 Got start of flow event from hardware with flags
GR=1-1 Generating an SOF event with rule_id = 268434433
GR=1-1 Got end of flow event from hardware with flags 0
GR=1-1 Rule Match Data: rule_id 0, rule_action 0 rev_id
GR=1-1 Generating an EOF event with rule_id = 268434459

GR=1-1 Received EOF, deleting the snort session
GR=1-1 Deleting Firewall session flags=0x20190040, | ogF

o IJpuosd: suod IUlouold WBs wolss IJpblu |Js 98w 1Jeygues.

89> gpdsle IUIJedlb 1J092956 £Js 9lzos FTD "lJghzsé" 1o 10.x.x.200 s, wd bdo *
SYN g Echo |Js 1Jgzoes 1Uglzss IP 10.x.x.220.

13:59: 03. 051388

13:59:04.063458
13:59:06.073009
13:59:10.081477
13:59:18.090876

6

10. x.

10.
10.
10.
10.

13:59:24. 127984

X.200. 39194 > 10

Xx.x.200.39194
Xx.x.200.39194
Xx.x.200.39194
X.x.200.40812

V V V V

<#froot>

firepower# show capture outside_intf

. X. X.220.9997: S 320277106: 320277106(0) w n 65535

10.x.%.220.9997: S 320277106:320277106(0) win 65535 <mss
10.x.%.220.9997: S 320277106:320277106(0) win 65535 <mss
10.x.%.220.9997: S 320277106:320277106(0) win 65535 <mss
10.x.%.220.9997: S 320277106:320277106(0) win 65535 <mss

10. x. Xx. 200 > 10. x.x. 220 icnp: echo request

$89p FTD ClJéle 03l 1Jiey IS goslo IP JJszos IUslsJsé 172.x.x.36.

<#froot>

firepower# show capture 1 packet-number 1 trace detail

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

ETapsed time: 3186 ns
Config:

nat (dnez_zone_1, outside primary) source static dnel-172.x.x.36 outside-10. x. x. 220

Addi tional |nformation:

NAT divert to egress interface dnz_zone_1(vrfid:0)

Untransl ate 10.x.x.220/0 to 172.x.x.36/0



Swwee FTD Joydé 1Jpus) wluwegsle Bless Iduwelz Ideoluwed Jel 09 plodyo.

<#froot>

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW
ETapsed time: 0 ns
Config:

access-group CSM FWACL_ gl oba
access-1ist CSM FWACL_ advanced pernit object-group ping-echo ifc outside_primary any ifc dnz_zone_1 of
access-list CSM FWACL_ remark rule-id 268434459: ACCESS PCLI CY: nf-policy - Mandatory

access-list CSM FWACL_ remark rule-id 268434459: L7 RULE: intended_allow rule

object-group service ping-echo
service-object icmp echo
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:
in  1d=0x146e745dbd00, priority=12, domain=permit, deny=false
hits=3532, user_data=0x0000000000000000, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=8, tag=any, ifc=outside_primary(vrfid:0)
dst ip/id=172.x.x.36, mask=255.255.255.255, icmp-code=0, tag=any, ifc object-group id 4590,

Sp wuoldd 2do 1Je,9) ool wuvdd Loese IUs Ideéiz eds 9lgos "dmz_zone_1" wzlo *
9g06 DMZ 172.x.x.36.

<tfroot>

Result:

input-interface: outside_primary(vrfid:0)

input-status: up
input-Tine-status: up

output-interface: dnz_zone_1(vrfid:0)
output-status: up
output-Tline-status: up

Action: allow

Time Taken: 106476 ns



1:

1:

w9 gpdsle IUIJoBlb gJs 9lzos FTD dmz_zone_1 I&, 10.x.x.200 Souwd bdo SYNg -
Echo |Js Id9goesd 1Uslgdss IP 10.x.x.220.

firepower#

13:59: 03. 051709 802. 1Q vl an#600 PO 10. x. x. 200. 39194 > 172. x.
2: 13:59:04.063610 802.1Q vlan#600 PO 10.x.x.200.39194 > 172.
3: 13:59:06.073146 802.1Q vlan#600 PO 10.x.x.200.39194 > 172.
4: 13:59:10.081630 802.1Q vlan#600 PO 10.x.x.200.39194 > 172.
5: 13:59:18.091166 802.1Q vlan#600 PO 10.x.x.200.40812 > 172.

6: 13:59:24.128197 802. 1Q vl an#600 PO 10. x.x. 200 > 172.Xx.X

<#froot>

show capture dmz_intf

X. 36.9997: S 1245309079: 124530907¢

X.X.36.9997:
X.X.36.9997:
X.X.36.9997:
X.X.36.9997:
36 icnp:

S 1245309079:1245309
S 1245309079:1245309
S 1245309079:1245309
S 1210202278:1210202

echo request

9p& 3JJ: V| 9lgos FTD dmz_zone_1 Jl wg)u0 296 py9y Idbzle pu 1d9zos IUsIgJse IP o
172.x.x.36.

w9 gpdsle IUIJodlb I lJ9zod 172.x.X.36 syn 9 ACK 9 Echo Reply olos eds olzos ¢
FTD IJslgJso wadl pu 3JY.

<#root>

firepower# show capture inside_intf

13:59: 03. 051861 802.1Q vl an#667 PO 172.x.x.36.9997 > 10. x. x. 200. 39194: S 3938871380: 393887138
2: 13:59:03.051938 802.1Q vlan#667 PO 10.x.x.200.39194 > 172.x.x.36.9997: R 1245309080:1245309
3: 13:59:03.051968 802.1Q vlan#667 PO 10.x.x.200.39194 > 172.x.x.36.9997: R 1245309080:1245309
4: 13:59: 04. 063839 802.1Q vl an#667 PO 172.x.x.36.9997 > 10. x. x. 200. 39194: S 3938871380: 3938871
5: 13:59:04.063915 802.1Q vlan#667 PO 10.x.x.200.39194 > 172.x.x.36.9997: R 1245309080:1245309
6: 13:59:04.064068 802.1Q vlan#667 PO 10.x.x.200.39194 > 172.x.x.36.9997: R 1245309080:1245309

23: 13:59:24.128411 802. 1Q vl an#667 PO 172.x.x.36 > 10.x.x.200 icnp:

echo reply



wpl I IJglse syn. ACK s)ze eds 8L €s) woese: IJ FTD suv b l;-JCJ“SJ:‘S 2,9 wpl I
09 SEsU Jyob lads lu Jsyw syn.

odlzbé: spdu lu wpae gpdsle [uwdlb TCP IJig s vuvou IJoszso )
lJpwplod 9spdy J9swol W el 1wsis ASP J FTD.

<#froot>
Result:

input-interface: inside(vrfid:O0)

input-status: up

input-Tine-status: up

output-interface: outside_primary(vrfid:0)
output-status: up

output-Tine-status: up

Action: drop

Time Taken: 15572 ns

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frane snp_sp: 7337 flow (NA)/NA

firepower# show asp drop
Frame drop:
SVC Module does not have a channel for reinjection (mp-svc-no-channel)

SVC Module unable to fragment packet (mp-svc-no-fragment) 25
Flow is being freed (flow-being-freed) 78
No valid adjacency (no-adjacency) 707
Flow is denied by configured rule (acl-drop) 1738
First TCP packet not SYN (tcp-not-syn) 760
TCP failed 3 way handshake (tcp-3whs-failed) 34
TCP RST/ FIN out of order (tcp-rstfin-o000) 1785
TCP SEQ in SYN SYNACK invalid (tcp-seq-syn-diff) 5
TCP SYNACK on established conn (tcp-synack-000) 1
TCP packet SEQ past w ndow (tcp-seq-past-w n) 87
TCP invalid ACK (tcp-invalid-ack) 1
TCP RST/ SYN i n wi ndow (tcp-rst-syn-in-wn) 1
DNS Inspect id not matched (inspect-dns-id-not-matched) 12
FP L2 rule drop (12_acl) 34
Dropped pending packets in a closed socket (np-socket-closed) 145
NAT failed (nat-xlate-failed) 1
Connection to PAT address without pre-existing xlate (nat-no-xlate-to-pat-pool)
TCP Proxy retransmited packet drop (tcp-proxy-retransmit-drop) 90
TCP Proxy probe reset injected (tcp-proxy-probe-rst-injected) 223
TCP Proxy probe receive drop (tcp-proxy-probe-tcp-probe-drop) 129
Blocked or blacklisted by the firewall preprocessor (firewall) 2
Blocked or blacklisted by the stream preprocessor (stream) 301

Packet 1is blacklisted by snort (snort-blacklist) 81



Packet is blocked as requested by snort (snort-block) 26
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2. 9lJl WedsY wdssu wely) eldo TCP Jeglads 2d Idwszsoe 6y Idpwpled.

903l suwpe Jedb 1Jzelsé weeldes eduvle gpd TCP IJos wruss eds ip 926 9u010)8
wuod £Js 9lgole pgoduds.

$98 uwelz lds websd vewo gpdsle IJozdd pu ldelds ldes cougnow Sseldle -
logslge W pusobssole Idosese &y IJpoeleds 9JJdu sew luvodleol wrs)
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welyy Weeuole glds TCP Jdwszsoe £, Idpwpeled (wgly) 2lds TCP):
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/760/management-center-device-config-76/advanced-access-service-policies.html#ID-2068-
00000337

[video] welyy Weue zldo TCP JJwszsoe €6 IJpwpled (wrlys 2lJs TCP):
https://www.youtube.com/watch?v=v6vdUpPqadYk



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/advanced-access-service-policies.html#ID-2068-00000337
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/advanced-access-service-policies.html#ID-2068-00000337
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/advanced-access-service-policies.html#ID-2068-00000337
https://www.youtube.com/watch?v=v6vJUpPqdYk
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b l1Jeplsd pu edId 1Uglgos I.Jtljaggé_Uiuuluu@éi Jupw lelé o93§oo| cuvdd voese lJs
lJ9zoé eds dmz_zone_1. 9JJu 1Jgjpe IJglsré pu 172.X.X.36 90w 0,6 12,5 |Js 9lges FTD »IgJ
lJ9lzoé wadl py dmz_zone_1 1Jpw9.986.

o)l Jauo9d 2o 1Jey9) IJelsss gds 9lgood peoduds gu ldwswd g UiuaJ@ Sly pzyd Vo
2lJs 1JzlJs J FTD weled IJzsp JEs) wozses sluvdbol Lluwaésle guow IJluwdll "tep-not-syn
I9J 2306 TCP Jsuwe SYN". o0 Idpwsde 1o seoe 03l Iduwdsd Jdzuo TCP IUss sz 1JelJs
gl serd lJuszsoe sy ldpopled gu) 1Uslzole 1Upwgass.

lJpzwss ds lJuoJo
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