lwodulld lgble wéss) guslo IP J FTD

luodlzol cuveow 929> Ebsb £5) Lo STO 9ES)
p£>E9,00 u.9.5 pJL.Q IPTABLES

lJpzosslo

<

puwlJo

Jlsop obousy igl,o_, <netmask> <gateway>IP IJ¢l_oé wId)6 wosss 2ol IJzplss IUles (FTD)
lJz>s> wluwegsle Ui,o_, configure network ipV4 manual <address> <netmask>.

Sop 0o Wuwlds "lesh odsse Luwds IPVA" o)zl IJpbldus.
908 3JI: seJuw IUle, show network gusly IP 1J@sspe:

<tfroot>

>

configure network ipv4 nmanual 192.0.2.100 255.255.255.0 192.0. 2. 254

Setting IPv4 network configuration...
>
>

show net wor k

[ System Information ]

Hostname : firewall
Domains :
DNS Servers : 192.0.2.253
DNS from router : disabled
Management port : 8305
IPv4 Default route
Gateway :192.0.2.254

[ ethO ]
Admin State : Enabled
Admin Speed : 10gbps

Operation Speed : 10gbps



DupTex : Full-duplex

Link : Up

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:50:56:8D:9C:1F
—————————————————————— [ IPv4 J--——--— oo ——
Configuration : Manual

Addr ess :192.0.2.10

<- old IP address

Netmask : 255.255.255.0

Gateway 1 192.0.2.254
—————————————————————— [ IPV6 J------=-=——mmm -
Configuration : Disabled

[ Proxy Information ]

State : Disabled
Authentication : Disabled
lJosiso

Firepower 2110 1J3s suvéd 2plsé 1Uzplss yos 1deo3sy wluwadsle 2ol 1Jzelss [Jle.
SpIu lu woly,) lsuol pouole IJlzojs6 1JIE)s.

IJluosly 7.4.4 o0 FTD. spdu o wole, lsual luoshle Idulee IJig)s.

wew9s pJule Ingfwletc/sysconfigliptables gJs Iuwlb) £s) LoeSEd/ES) 36906,

selod 1dpuwssd wéss) IP 1Jglue wblhs FTD wlguegsle 1Jie, configure ipV4 manual
<address> <netmask> <gateway>.

b

wedsd

1. 1LuwlJs "o p wEss) lesble IJuiwds" 088956 b |gle IJie, configure ipV4 manual
<address> <netmask> <gateway>:



<tfroot>

configure network ipv4 nmanual 192.0.2.100 255.255.255.0 192.0. 2. 254

Setting IPv4 network configuration...

2. o) IHuwlds "wp wess) lesble Iduveds" 1Jpwd 8956 |Us o lJepdsé ) pdwpds.
lJolog IJpwsse:

<#root>

configure network ipv4 manual 192.0.2.100 255.255.255.0 192.0. 2. 254

Setting IPv4 network configuration...
Network settings changed.

3. ould wedle 3o Lodo Vs IJeJw /ngfw/var/log/messages >9¢ 1Jlublyo |Us Iduwew 1Jz3)s:

Jul 9 08:22:28 FIREWALL sudo: admin : TTY=ttySO ; PWD=/ ; USER=root ; COMMAND=/usr/local/sf/bin/sfc
Jul 9 08:22:30 FIREWALL SF-IMS[58786]: [58786] sfifd:sfifd [INFO] Stopping '/ngfw/usr/local/sf/bin/sfi
Jul 9 08:22:30 FIREWALL SF-IMS[10865]: [10865] sfifd:monitor [WARN] sfifd is not running. starting it.
Jul 9 08:22:30 FIREWALL SF-IMS[10870]: [10870] sfifd:sfifd [INFO] Starting '/ngfw/usr/local/sf/bin/sfi
Jul 9 08:22:30 FIREWALL SF-IMS[10871]: [10871] sfifd:config [INFO] Found interface index 9 for managem
Jul 9 08:22:30 FIREWALL SF-IMS[10871]: [10871] sfifd:config [INFO] Added interface 'managementO'.

Jul 9 08:22:30 FIREWALL SF-IMS[10871]: [10871] sfifd:config [INFO] Reading config for interface 'manag

Jul 9 08:22:31 FIREWALL SF-IMS[10724]: Net:Speed [INFO] Interface eth0O is ready :1000

Jul 9 08:22:31 FIREWALL SF-IMS[10724]: Net:Speed [INFO] Interface ethl is ready :10000

Jul 9 08:22:31 FIREWALL SF-IMS[10724]: Net:Speed [INFO] Interface managementO is ready :10000
Jul 9 08:22:35 FIREWALL sensord: Chip: coretemp-isa-0000

Jul 9 08:22:35 FIREWALL sensord: Adapter: ISA adapter

Jul 9 08:22:35 FIREWALL sensord: Package id 0: 58.0 C

Jul 9 08:22:35 FIREWALL sensord: Core 0: 58.0 C
Jul 9 08:22:35 FIREWALL sensord: Core 1: 58.0 C
Jul 9 08:22:35 FIREWALL sensord: Core 2: 58.0 C
Jul 9 08:22:35 FIREWALL sensord: Core 3: 58.0 C

Jl ceoss Idpdudle I._Jia,s e&J process_stderr.log I9 process_stdout.log in /ngfw/var/log/ eds
IJowedle slo 1o ds.



4. o)l Judue Iuwedlo: coped IJgbes 1Jelss B ousgsd 1116 IJeuwless Strace
sldoedsd Vs pdldple IJuble. 990 1) CLISH configure network ipV4 manual o Jvgsd
lole Vs 9uoe [Jews: 03l uuo wsud:

<ffroot>

expert

firewall:~$

sudo su

firewall#

cd /etc/clish

firewall:/etc/clish#

grep "configure network ipv4" /etc/clish/* -A 10

/etc/clish/configure.xml- <COMMAND access="T1dapgroup"
/etc/clish/configure.xml- escape_chars="; | $&1t;&gt;&amp; Q#\'*!"
/etc/clish/configure.xml- help="Configure IPv4 manually"

/etc/clish/configure.xml:

nane="confi gure network ipv4 nmanual ">

/etc/clish/configure.xml-

sudo /usr/local/sf/bin/sfcli.pl configure_ipvd network man ${i paddr} ${netnmask} ${gw} ${interface}

Loy Iduwdwds 1JJl e Js:



<ffroot>

firewall #

strace -t -y -f -s 1024 -o /ngfw var/comon/strace. out /usr/local/sf/bin/sfcli.pl configure_ipv4 networ}

oouwse ubly IUzze:

et B wubisé |gwangle IJ Uble wp wougo pe 99w IJelds pu lJs9e
(Iduwlelelds@ls9:w9ly).

'-y-!Lbob pLyﬂJ|C:3LJDL9 LJPthé-E}J)PluS;FHDEQP syscaH_9LJ0g9 PLJLéigsLiselthuhhjuJé
wlgs lume Ipush Ipdens (51 J1o 309 pe19dl). pal sumod IJagrdd gds bs IJeddle.
IJpSlouw 19 1desluws) Idos sop ldsuesd lUsol.

f-ooog ldgpdsle Idologs. Bl @le Ido,olee Idpooog Clogsle gpdsle 2AS$26: L e
Strace Vs cowg 09dle IJlbuld lsol.

51024 - Bp islas 1z IJIBLos Jeze Suvslbole 1douduuds 1debuses 1ds 1024 Ulse.
o d18e,luas: w89 Iduwduwds Ll ble wdluwd bosds (Gubdd Elus gws 32 lsw).
SIS 3JY Vs 96 g wsble ywb; 1JIgle)y 1IJIlpd: 1Jpglio 1Uesdes: 19 luwpele IJpddlw.

- -0 /ngfw/var/common/strace.out - Idoo zese poele IJowog 1Js [dpdd [pess widl pu 1Jg bl
IJSsluws.

5. sIUvd Beuo se) IJEsz pu epdsle peedlds 1o IUg pdss /USR/sbin/iptables-restore pg PID
7793 op lwolyol pg Hpj IJglol 20 LIS IS0 pg bes 1219z 0 19 1.

sbo, lJooug lsuol yub, "eeé Lwsiss Vit

<#root>

7793 08:02:09

execve("/usr/shin/iptables-restore”, ["/usr/sbhin/iptables-restore", "-cv"], 0x56139209fb60 /* 11 vars */

7793 08:02:09 close(b</etc/passwd>) =0



7793 08:02:09 wite(2

, "Bad argunment “vi'\n", 18

<-- Bad argunent

7011 08:02:09 <... pselect6 resumed>) = 1 (in [12], left {tv_sec=4, tv_nsec=964587331})
7793 08:02:09 <... write resumed>) = 18
7011 08:02:09 read(12<pipe:[230296101]>, <unfinished ...>

7793 08:02:09 write(2<pipe:[230296101]>, "Error occurred at line: 51\n", 27 <unfinished ...>

7011
7793

7011

7011

7011 08:02:09 <... read resumed>"Bad argument “vi'\n", 8192) = 18
7793 08:02:09 <... write resumed>) = 27
08:02:09 pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]>], NULL, NULL, {tv_sec=5, tv_nsec
08:02:09 write(2<pipe:[230296101]>, "Try “iptables-restore -h' or 'iptables-restore --help' for m
7011 08:02:09 <... pselect6 resumed>) = 1 (in [12], left {tv_sec=4, tv_nsec=999997162})
7793 08:02:09 <... write resumed>) = 77
7011 08:02:09 read(12<pipe:[230296101]>, <unfinished ...>
7793 08:02:09 1seek(0O<pipe:[230296367]>, -429, SEEK_CUR <unfinished ...>

08:02:09 <... read resumed>"Error occurred at line: 51\nTry “iptables-restore -h' or 'iptables-re
7793 08:02:09 <... lseek resumed>) = -1 ESPIPE (I1legal seek)

08:02:09 pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]>], NULL, NULL, {tv_sec=5, tv_nsec
7793 08:02:09 exit_group(2) =7

7793 08:02:09 +++ exited with 2 +++

6. @9 050 I pdss wopdsd slehs wlbusd @sles Linux IPTABLES pu pJud

Ingfw/etc/sysconfig/iptables. W 030 1JzlJé: Sgwos IUpdd gds Ebgb &) Loz Seo/es) pEwps6

Jiwolo &) pergde:

<tfroot>

device#

cat /ngfw etc/sysconfig/iptables

-A OUTPUT -o 1o -p tcp --dport 5000:9000 -m owner ! --uid-owner root -j DROP
-A OUTPUT -o To -j ACCEPT
-A DUMP -j DROP



vi /etc/sysconfig/iptables <------------- BAD LI NE

#start MANAGEMENT PORT STATEFUL BLOCK
-A STATEFUL -i management0 -m state --state NEW -j DROP
#stop MANAGEMENT PORT STATEFUL BLOCK

-A STATEFUL -j DUMP

COMMIT

[ R TR ANOTHER BAD LI NE + FEW NEW LI NES.

# Completed on Tue Sep 15 15:06:41 2015

NJluolds |Js 3JY. spdu lo seess 1dpedws Ingfwivar/log/initialize.log g Js luvlo, wuis) 1Js
Suid lehs wuvgsd IPTABLES wlb)l J9z9s 9uwsls €5 uorzses s 1dpdus:

<#froot>

device#

cat /ngfw var/log/initialize.log

Re-Initialize MGMT Configuration if missing or updated... at .../SF/Sensor.pm line 5390.
Caught Exception!

System (/ngfw/usr/local/sf/bin/service_control.sh iptables restart) Failed -- (Bad argument “vi'
Error occurred at line: 51
Try “1iptables-restore -h' or 'iptables-restore --help' for more information.)

lJzd

1. 1d9,09d 1Js 9226 wpdp 2oy 1dzelss sldowssd Ids suoe 1Jgwsls:

<#root>



expert

firewall:~$

sudo su

2. 8p Slple o IJlzoslbs Jpdile plad Idoslole 1Jesz956:

<#root>
firewall#

cp /' ngfw etc/sysconfig/iptables /ngfw var/comon/

3. Op b8 JIB6s IUglosb ¢, 1Jp28908 9850 IJuorses. Jlol lwo: 9088l JJizos6 sluosble
lJeslpz 9ldwosiss: &grodgglg, Seod pzwss lad Ideslule. spdu 1dzuesd &J§ odysu IJgb
IJluwlows pu lesh Idpgow) wluwedsle oo luoshle 1dlzejo glde,lez.

4. 9p vlegbo wyvgsd pddle IJlue,yuw:

<#root>
firewall #

Ingfwetc/rc.d/init.d/iptables restart

Flushing a1l current IPv4 rules and user defined chains: ...success
Clearing all current IPv4 rules and user defined chains: ...success
Applying iptables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “PREROUTING'

Flushing chain “OUTPUT'

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Appl yi ng rul es successed <-------- Expected |ine



5. 1elss odosu gusly IP 1Ugluoe wldlhs gds FTD CLISH.

Uu“vv

Suuwe gu ldbgldle gs) Iduoldzéles, IJpe>e906 WO Ingfw/etc/sysconfig/iptables p9lbgo Lulow 96
Jislgol Jogss,y guslu IP. sop wgldu 03l Bs pe,Wd wuozse IJigble oo Cisco CSCwy52279.

lJpzw9s ds IJuado

pE)d wuoese IJigble oo Cisco CSCwy52279. -



https://tools.cisco.com/bugsearch/bug/CSCwv52279
https://tools.cisco.com/bugsearch/bug/CSCwv52279
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