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S2es 2b Ieelss eds Bless 5u09d sew lu wuwer werds ps) Iedosildouoés)
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odosilouogs) lJpuvogde (6243): 80.443/tcp -
oujsd IJodos)/ldouogs) (4628): 80.443/tcp -
weesd IJodos) (4627): 80.443/tcp -
lzople IJodos) (4629): y9093d9d TCP/BO -
we9w RTP (2475): 5004/UDP -«
w9w999d SIP (pgsl, 426): 5060/UDP -
9pg 3Jd. sbo, |¢,lz Packet-tracer v, 2,96 1Jp,9) Ssop luwdlbol Loluwbéd guow Blisps
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<#froot>


http://appid.cisco.com

Phase: 17
Type: SNORT
Subtype: firewall

Resul t: DROP

ETlapsed time: 345716 ns
Config:
Network 0, Inspection 0, Detection 4, Rule ID 268434438
Additional Information:
Starting rule matching, zone 3 -> 3, geo 840 -> 840, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt

Matched rule ids 268434438 - Bl ock

Result:

input-interface: Outside(vrfid:0)
input-status: up
input-Tline-status: up
output-interface: Outside(vrfid:0)
output-status: up
output-Tline-status: up

Action: drop

Time Taken: 640578 ns

Drop-reason: (firewall) Blocked or blacklisted by the firewall preprocessor, Drop-location: frane inspec

wbo) gedsle IJodlb 1dzje gpdsle IUuvdob Juveo: "Slises IJuvgs) [Juugsle”.

<#root>
40: 22:52:36.383692 206.247.118.57.60030 > 10.X.X.1.9178: udp 103
Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-Tocation: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA
141: 22:52:36.383723 206.247.118.57.60030 > 10.X.X.1.9178: wudp 103

Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-Tocation: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA
142: 22:52:36.385188 206.247.118.57.60030 > 10.X.X.1.9178: wudp 44

Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-Tocation: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA
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<#root>
10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1

pending rule order 12, 'allow outbound', ApplD

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1

Deferring trust until a rule is matched

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1

match rule order 28, 'Default Block', action Block

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1 MidRecovery data sent for rule id: 268434438,

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1 Matched a rule, stop deferring trust

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1 Generating an SOF event with rule_id = 268434
10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1

deny action

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1 Deleting Firewall session flags=0x20, logFlag

206.247.118.12 24794 -> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Packet 17168248: UDP, 04/14-14:44:53.110391

206.247.118.12 24794 -> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Firewall: starting rule matching, zone 1 -> 3
206.247.118.12 24794 -> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1

Firewal I : block rule, 'Default Block', force_block

206.247.118.12 24794 -> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1

Appl D service: (-1), client: (0), payload: (0), msc: (0)

206.247.118.12 24794 -> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Stream: pending block, drop
206.247.118.12 24794 -> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Policies: Network 0, Inspection 0, Detection
206.247.118.12 24794 -> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1

Verdict: blacklist

Cus) Epdsle wede dep IJouble lJs 16 "esuiz g0sd RTP Sl whzle suwlisd és) *
w2esed (-11)" 9"8le Idby IJelde whele uvlisd €5 pes996 (0)" gus pelodé Zoom IP
J.JJ).

<#froot>

206.247.118.55 54808 -> 10.X.X.1 9824 17 AS=0 ID=2 GR=1-1 New AppId session
206.247.118.55 54808 -> 10.X.X.1 9824 17 AS=0 ID=2 GR=1-1

3rd party returned unknown (0)

206.247.118.55 54808 -> 10.X.X.1 9824 17 AS=0 ID=2 GR=1-1

RTP client candidate returned error-invalid (-11)



10.X.X.1 9824 -> 206.247.118.55 54808 17 AS=0 ID=2 GR=1-1 app event changes: created

S&,u2 loy FTD show asp drop jslsé Luyses B gldle luvdlb Glises lJzb,.

<tfroot>

Frame drop:

----------------------- ABBREVIATED------==—————o— e
Bl ocked or blacklisted by the firewall preprocessor (firewall) 11224
Blocked or blacklisted by the stream preprocessor (stream) 2354
Fragment reassembly failed (fragment-reassembly-failed) 3
Packet is blacklisted by snort (snort-blacklist) 27173
Packet is blocked as requested by snort (snort-block) 42
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device# show asp drop

w2l pu ldoglb 1Jzge Jo)ds 1de,9) Idoulsss [dlogle Idulzes: »

device# show capture
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