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Cloud-delivered Firewall Management Center

CISCO  [evices | Secure Firewall Routing
= Integrations = X
L]
Maonitor
Dynamic Attributes Connector
E{i.’ Insights & Reports > !
Security Analytics & Logging
ﬂ Events & Logs >
Splunk
ﬁ.’ Insights & Reports >
Cloud Services
Manage
Identity
(1) Policies >
Identity Sources
®*s Objects
Realms
ﬁg Devices >
&' Secure Connections Users

. Active Sessions
Integrations
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Cloud-delivered Firewall Management Center

Dynamic Attributes Connector

Q Search

Mﬁ

n Thiz Dynamic Attributes Conneclor |5 curmently disabsed. You must enable it to view or adit the configuration,
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Dynamic Attributes Connector

ﬂ Dynamic Attributes Conneclor enabled successfully

@ Preparing Docker.
Done

@ Verilying images.
Dune

@ Downloading coRReclor images.
Dhone

@ Downlsading Core Images
Drone

G Using local images
Shipped

@ Bringing up Core services.
Dons

@ Bringing up API senvice
Dune
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Ciphar Suite List ]
hsrage 3  Commundy List amyipyd LT eth] HhEwari
il Policlos 3 CHCP 1Pl Posl any-ipv 0 i
¥ DEnguitia Mams
= e 1Py d- Benchmark-Tests 180005 Hetwork
a"  Objects ' DHS Server Group
1Py Link-Local 5 L8 DONG Btwors
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Edit Network Object

Name

| active_auth_fgdn —

.

Network

O Host O Range O Network

[ ftd-inside.example.com ]

® Note;

Description \

(® FQDN

N

You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6 ]

C] Allow Overrides

odoso pogsle Jlisu yveds FQDN

Cancel Save

IJ¢ b9 3:

odosu ywed DNS

1) 1Jpold ldposu ool suvegse uble IJouugsd Windows Server 2025« lze 1Jgelis 9 1Jgl oo
wehe 5396 IUluwe Idpzss zuwe Izles.

- Vo o mey] W R L LY | B Lty | = =

;‘h DNS Name
v ‘a D'C E E:](same as parent folder)
M lc_:rward e ﬂ(same as parent folder)
e Flftd-inside

> | Reverse Lookup Zones
> (| Trust Points

Type

Start of Authority (SOA)
Name Server (NS)

Host (A)

/

Data

[1], dc., hostmaster.
dc.
192.168.20.1
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Import Internal Certificate Authority

Mame:

l Internal-Lab-Network-CA ]

Certificate Data or, choose o file;

""" BEGIM CERTIFICATE-----

----- END PRIVATE KEY-----

Key or, choose a file:

e BEGIN CERTIFICATE-----

----- END PRIVATE KEY=----

Encrypted, and the password i5: | seessses ]

cancel m
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Device Management
£ Insights & Reports >
Template Management
e Events & Logs d

Platform Settings

£¥ Insights & Reports 3
Certificates

Manage

1] Policies 3 + Show more
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[ All Cenificates

Hama Dormain Enrclimant Typa ldentity Cortificate Expiry CA Cortificate Expiry Status

Add Certificates

e
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Add New Certificate @

Add a new certificate to the device using cert enrallment objact which is used
1o generate CA and identify certificate.

Device®:

| F10 ]

Cenrtificate Enrollment®:; /
[ ]+

22> FTD 9l o8 wuwzsd Ubolé zas>

4) B wouupss ouwesd IJubolss: spu 1J8lises Idpuuwsds uag IJouvesd: lge) pdud
PKCS12.



Add Certificate Enrollment

Name*

FTD-5P-Cert
Description

CA Information Certificate Parameters Key Revocation
Enrollment Type: [ SCEP . ]
Enrollment URL:* EST
Challenge Password: SCEP

ACME
Confirm Password:

Manual /
Retry Period: PKCS12 File

]

Retry Count: {Range 0-100)
Fingerprint:

Walidatinn lleana-

lesblo ogwesd dyuelssé slduse

5) Bp Lluwasyb pdd PKCSH#I2 LlJod, edis luves)luo pdd PKCS12 sixgd eolys 109,
IJplodswé. 1b8) 998 e db.

[ Ex: e6f7d542 e355586C a758e7... ]

M ccar riiane A coi Finne 1 @21 Sarcar

Cancel

Save
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Add Certificate Enroliment @
Mame*
[ FTD-5P-Cert I
Description

CA Information Certificate Parameters Key Rewvocation
Enrollment Type: [ PKCS12 Flie . ]
PKCS12 File*: [ Browse PKCS12 File
Passphrase™: [ cassansans A m— ]
Validation Usage: 3 Psec client [ SSLClient [ SSL Server
E] Skip Check for CA flag in basic constraints of the CA Certificate
Allow Overrides

> Qwverride (0)

Cancel
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Add New Certificate @

Add a new certificate to the device using cert enraliment object which is used
1o generate CA and identify certificate,

Device*:
[ ETD w ]

Certificate Enroliment®:

[ FTD-SP-Cert v] +
Certificate Enroliment Details:

Mame: FTD-5P-Cert

Enroliment Type: PKCS512 file

Enroliment URL: WA

Cancel
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Filter m
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= Microsoft Azure

Ol enterprisd

All (99+) Services (7) Microsaft Entra ID (3) Filters +4
Azure services

Services (7) See mare
+ & =
. = Ea: Enterprise applications + 4
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Microsoft Azure

Home . Enterprise applications

s Enterprise applications | All applications

&

2 + Mew application () Refresh 4 Download (Export)
B Owefiini /

Wiew, filter, and search applications in your organization that ane :
' Manage

The list of applications that ane maintained by your organization §

E Al applications
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3) leze g0 Microsoft Entra SAML Toolkit 9l 9908 109,68 1Up08,6 Jo.

Micresoft Azure | Search resources, !

Home . Enferprise applications | AN apphcations

Browse Microsoft Entra App Gallery

= Craate your awn application T Pulbili® o the app galery B Get leedipek?

Thi: Microdalt Errs App Galery i & catdlog of thousandd of apgs thas make it eady to deploy and configure sngle sign-cn (S50
securely to ther apps. Browse O creabe your own apphcation here. I wou ae wanting to publsh an spplication you have develo)

= gaml o Single Sigr-an ; Al User Acgour Mansgement | All Cati
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0 ¥ou're currently teeing a Emited view of app risk scores.
Yiour organzation doesnt have the requined licerse 1o view sk soores fior all appScations. in the galery. You're oumenthy sesing a

Shoewing 1 of 1 results

Microsoft Entra SAML

$ =2 |

2

Risk score not available

wed 9uess> Microsoft Entra SAML Toolkit

4) $p woguosue luve Jobos@ Microsoft Entra SAML Toolkit Enterprise 9lu 9, <999 luuile.
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C21095).


https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331

Microsoft Entra SAML Toolkit *

£ Got fewdback?
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Ing &n dg £ [Captive-Auth-5aML
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Pulblishes Pronidioning (1
grated Microsoft Corporation fustomatic provisioning is nat
supported
Single Sign-0n Mode (0 L &
SAML-based Sign-on Hitps e micrasall com’
psoft fntrg § Linkord El-0n

Reaed Gur step-by-step Microsoft Entra SAML Toolkit inbegration
tutarisl

This & the sample SAML app which cusfomers can use bo teit the
SAMIL single sign-on integration with Microsoft Entra 1D

i} You're currently sesing & limited view of app risk scores.
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& 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

v
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¢ T~ MNew registration % Endpoints % Troubleshoot k_, Refresh _-» Don
D Overview
& Preview features ﬂ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longe
Library (MSAL) and Microsoft Graph. Learmn more
K Diagnose and solve problems
= Manage
All applications Owned applications Deleted applications Deactiv
s LUsers
22 Groups £ Start typing a display name or application (client) 1D to filter these r..

B External ldentities
& Roles and administrators
B Administrative units

5 Delegated admin
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B Agents
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Enterprise applications

[T Devices /
i, App registrations
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= Captive-Auth-SAML = -

|F: Search | ?

B Overview
i Quickstart
# Integration assistant
x Diasgnose and sohee problems
» Manage
B Branding & properties
5 Authenbeation Preview)

F Fartificatar @ rareate

wzese O IJeruo sldobosd 9pe, IdsJsd

= Captive-Auth-SAML =

£ Sparch

B dverdew

& Quickstant

& Metegration assitant

A Diagrase and sobe problems

~ Manage
= Bramding & propemies
D Authentication Fresiew)

T Certificabes & secrets

. Esentialy

Didplay rurd

Apphcaban {chenth 1D

Object 1D

Directeey (enant) ID

 Deactivate [i] Delote

& Endpairts

) Gota second? We would kave your feedback en Microsolt identity platform (previo

% Esgentials
Display name ; Captive-futh-SAML
Application (chent) 1D
Object 1D
I Directory (tenant) 1D I ih
Supported socount types @ My organizition only

3) lody eds luplds uolss 9 lob CubEws Lus-

l‘S Desctivate 'il Delete Q Endpoins

Supporied sccount types @ My coganization only

luol8s Lisolss 9 howllo wubgws s

lo196 ) gpsd 228>

o

ﬁ G0t a seond ! We wold bove your feedbac on Microsoft entity platioem (peeviousty Azure AD for developes). =

Clignit cradentialy
Risdire<t LIRIS
Application 1D URI
Managed application in |

Starte

i i
Lyerh. 0 5o 0 pukic clent
Akl gn Application |0 URI
Captive-Auth-SAML

@ Activated

4) 108, V98 + Uy EpSd 228>

Captive-Auth-SAML | Certificates & secrets =

Saarch

Crprirw

i Cickstan

A Inbrgration wisittant

A

L

Chagrear and wolve problems

Mprgge

= Sranging & properies

E B Got eedsack?

Credentisl srabls confidentisl spplcationy bo identily Bhamasioer bo the suthenticafion wereios whan eosiwing 1ok ot s web sddreable ks

Bh Aushentacaton [Frevies]

Certifiates & secrets

Ceetificates {0)

1] Toien confgueation

A AP permEong
€2 Eupora an AR
HL Ape redes

LB DwmeTi

Chemt sperets [0)

Federaned eredentials (]

scheme). For & higher bvel of asturands, we neoommend using & cemiicate fnsesd of & chest semret) it & credentisl

'ﬂl Apphra s el DETALKEL, se0tets s Tedbeaied credennals fae e boanad e e tabe berboe

A Lpcret itring Bt The spplcation use 10 grows ith identity when nequiiting & toien. Alka can be referred 10 a3 application paisword
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Depription

spirey Wabue 7
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Sacret IO
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Add a client secret %

Descriplion [ sarml-secret I

Expires Recommended: 180 days (6 months) L

essable o

wd.

S99, 9,2 Juwy IUgpsd

6) logwe Iduw).
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Captive-Auth-SAML | Certificates & secrets =

= Search

Overview

Quickstan

" Integration assistant

Diagnose and sokve problems

Manage

= Branding & properties

3 Authentication (Preview)
Certificates & secrets

',|I Token :qn!igulcﬂlon

<& AP| permissions

& Expose an AP

?i:'. App roles

&5 Owners

& Got feedback?

Credentials enable confidential applications to identify themsebes to the authentication service when receiving tokens at a web addressable location [using an HTTPS
scheme), For a higher level of agsurance, we recommend using a certificate (instead of a client secret) as a credential

ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1)  Federated credentials (00

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

= Mew client secret
Description Expires Value &) Secret |0
N

samil-seret /1472027

o 1J8sed IJuwsss Jdgpsd

IJg96 3. odasy 1390le 9lzes wypes IJobusdle (API) J Microsoft Graph Jowzsd
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1>o.

Home  cxsecurity | App registrations . Captive-Auth-5AML

= Captive-Auth-SAML | APl permissions  #

£ Search s {0 mefresh A7 Got feedback?
E Crirview L
Configured permissions
& Quickstart ;
Applications sre authorized 1o call AP when they are granted permissions by userssdmi
& Intsgration assistant all the permissions the application needs. Leam more about permissiens and consent
X Diagnose and sobve pmblt:;.’* + Add 2 permission
= Manage

AP| / Permissions narme Type Deseription

B Eranding & rogrerties o
R Ho permissions added

3 Authentication [Preview)

Certificates & secrets
To view and manage consented permisisons for ndividual apps, a5 well a3 your tenant’s e

! Token corfiguration

= APl p i :.-u“_.‘_

odosu i.’)_golo 9lzoé wypes IJobosile

2) ludy 999 9lzoo wypeo wbosdle Microsoft Graph.

[ N ———
Request APl permissions

Select an API

Microscft APls  APls my organization uses My APls

Commonly used Microsoft APIs
W A5 |
Microsoft Graph

h Take advantage of the tremendous amount of data in Qffice 365, Enterprise Mobdlty +
Security, and Windows 10. Awcess Microsoft Entra 1D, Excel, Intune, Outlooky/Exchange,
Onelrive, OneMote, SharePoint, Manrer, and more through a single endpaint.

w8 9lz06 uypes wbusdéle Microsoft Graph
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Request APl permissions

€ All APz
a Micresoft Graph
https/fgraphmicrosoftcomf Docs o
What type of permissions doed your application require?
Dilegated permisians —

Your application meeds o acoess the AR as the
N gred-in uber,

Applicatson permissions

Your applcation runs a5 & Background fensce of daeman witheut a
signed-in user,

"

Select permissions

F2 User Read

Permissicn Admin consent required
7 AgentidUser
F IdentityRigkyLUser

U (1)

. WserRead (1)
Sign in and read user profile
D Wser Fead All (D)
Read all users’ full profiles

Yes

I:l Uiser ReadBasic Al O
Read all users’ basic profiles

eue Boule 1J8)le6 1Jpd9 06 JJpwegsp

4) pue User.Read All Jisgule IJelbusd (235 glus IJIgosh).



oug IJobousd @)les JIBs 1Jixule

Request APl permissions

€ All AP
Micrasoft Graph
i mtpsifgraphmicresoficomd Docs o

What type of permissions does your application reguire?

Delggated permkaang

Your application reeds bo access the AP a4 the
sagried - wier

Apphcation pemissions
Your application runs & a background serdce or daseman without
sigreed -in e

Select permissions

wapared all

[= userRead.a

Permisidon

¥ identityRiskyUser

" Uger (1) /
WserRead All ()

' Read ol users' full prahiles

Admin corsent required

Y5

5) luze g0 ¢lws IJlgosl, Group.Read All (IJpze9e6) 9235 030 ¢lus IJlgosl Jewe Boole 1U8,)les

JJpzeoes lsuol. 1u@) B98 |Lolds I390.

Select permissions
& Group Read.adl
Permitsicn

" Growp (1)

Group Read Al ()
Read all groups

Add permissions Dizcard

e 390le 9106 ypzs IJebusdle

expand all

Admin consent requinsd

Yes

6) i oo wsld§ Iisgule IJos op wdssuel: lpue 1Jesld 88 IUIbss Jol.



Configured permissions

Applications are autharized o call APl when they are granted permissians by usars/adming a5 part of the consent process. The list of configured permissions should indude
all the permissions the application neads. Learn mone about permissions snd consent

-+~ Add a permission |~ Gramt admin consent for

AP| / Perrmidssians name Type Description Admin consent requ...  Status

w Masraselt Graph (3)

Growp. Read All Application  Reasd all groups Yos dk Mol granted for
U Rad Delegated  Sign in and read user profile No e
User Read Al Applhication  Resd all users' full prefiles Yes dh Mot granted for e

eue 19l 86 1JDhss JJboule

7) swe e IJulog v puz 91986 1Jpumdsd.

Configured permissions

Applicateng arg suthaneed 1o call APl when they ane granted permissiond by uter/adras 05 par of the osnsent process. The It of coafigured permissiont thould include
ol the pereissiond the spplichban needs. Leam more Shoul permisiond snd (oranl

+ Add 3 permistion

APL [ Permeatsiont nams Type Description Admiln consemt requ... Stbus

e Micredaht Graph (3)

Groug Aead Adl Applicaticn  Rpad all grougs Vg @ Granted for e
Ve Read Delegated  Signiin and read user profile Ma & Geurted for .
Udar Rrad Al Application  Fead all users” full profiles Yes & Gowrted for .

e poz Il WIJesld 66 1J151ss

IJglogé 4: o Josw puwled luwp p9se IJiesle (EH)

Nloes go plI; 1dizsle slud, B9dol.

N 3

All [55+) Services (39) Microsoft Entra ID (3) Filters +4

Services (39) S@ee more
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Mo event hubs namespaces to display

An Event Hubs namaspace is a managemant cantainer for evant hubs which provides DNS-integrated network

endpaints and a range of access contral and network mtegration managemernt

louble puwlesd luwe p9je IJizsle
3) Vp wodssu puwles luwe EH.

pdlebs: szw leosh bods IJouwes) IJ3sluwss 19 leds. ceog bods ldouwes)
lJluwlwséd luwesle [Jublg.

olze 90lis 8 oy [zsle, Azure JJzuosd eds piss pu ldogsse JJlgsble [Jew 9306 99l0Jsé
IJobosd 988l Jeoslele pesus.
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https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/

Home . Event Hubs

=~ Create Namespace

= Event Hubs
Basics  Advenced  Metworking  Tags  Review s create
Project Details

Select the subscription to manage deployed resources and tosts. Use resource groups bike folders to organize and
manage il your resources.

Subscripticn * Wt
Refoaron gioup * | R ]
Crea new
Instance Details

Erter requined tettings for this namadpace, induding & price tier snd configuning the number of units icapacity].

Namespace name * | captim-path-ad-ch o ]

Region * [Eastus ]
n The region sebecied supports Avalbility sones. Your nametpsoe will have
Ayalabdity Zones enabied. Legr more
Pricing tier * | standard |
Browia the available plang and their featured
Thrgaghpat Linitg © O L 1 3
Erable Auto-inflate (3 O

o Jd9su lesble puwles luve e9je 1Jizsle

4) wper? vele 1dezdd pu lduors: ludy W9 luuile.



Home . Event Hubs

~ Create Namespace

Event Huls

D vabdation weceeded

Basics  Advanced  Metworking  Tags  Rewiew + create

Evert Hubd Mametpace

By Mtisdalt

Basics

NEMEERAcH NAME CApLA-auth-ad-ef
Subgcription

Besource group

Region East US

Pricing ter Standard
Theoughgut Liests 1

Availablity Zores (Tone Redursdancy) Erablied

#uto-inflate Maximem Throoghput Units  Disabled
Hetworking

Conrectivity method Public access
Hetwork Protocol Preferere 1Pwd iy
Security

Minemum TLS version 12

Local Authgnlaation Enabled

Haxi »

logble ouby puwlzs luue e9se 1Jizale

5) elds po 1deeld IJogin: &p lod) B98 lowdld 1Js 1Jes)s.

Homea
« captive-auth-ad-eh | Overview
v Deployment
| = search | = [i] Delets  Redeploy L Download () Befresh
2 Overview .
4 @ Your deployment is complete
& Inputs
H Deployrent name @ caplree-suth-ad-eh
= Outputs Subscription
] anrlplatn Ftcm-cegrl:-un

7 Deployment details

¢ Mext steps

IJloedld IJs p95> puwles luve psse Jizale
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1) po Blispd Idooudd IUsuus: g, lesble > uslusle 1Usuesd 1dpuie,d.

Owverview

g

Activity log

Access control (1AM)
Tags

Diagnose and solve problems

A X e

Data Explorer
<.« Resource visualizer
Events

*  Settings

I Shared access policies I

loedd Ids uvsluwle 1Jssosd 1dpuive,d

2) 1u8) B9G8 + |uolss gbxed luwpe IJwog [Jzass: 9235 ;Igé IJIzosh bhe. lu®) W¥9g logile" Vs
lowedd J9zo $lises |uolwws Juslywo SAS.

Home . capthe-stt-ad-th Add 5A5 Palicy
captive-auth-ad-eh | Shared access policies  « e

Grerrvere
- ]
R e ppmasgd (AR

& tan

luold96 Loz 9,29d pub e, o8>

Create

logble wog 9u29d pub e,

IUglogs 6: wzpse pedsele wodse Idsuesd Idpube,d (SAS) 9pdizlbuel pu puwles luwe EH
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ouwg uwduwds IJlouold 1wl gess

lJzlowss Ids Ispsuo.

F

=) Regenerate primary key
Event Hubs access control with Shared Access Signatures Learn mmose

Claims

u Manage

Primary key

+) Regenerate secondary key | [i] Delete

Secondary key

Primary connection string

Secondary connection string

TAS Aaliea ADR 1IN

olp: Bp wuuwe uwduwds IUlouold 1Ulusluwss 9pdizbeol.

IJgb96 7: louible pinsd p9jg Tesle s1gd puwlzd luwe p9se 1Jizsle
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|,¢: Search S <+ EventHub () Refresh &7

T Overview

B Activity | | & Search to filter items by name...
"y log

R Access contral (LAM) MName

@ Tags Mo Event Hubs yet,

F Diagnose and solve problems
7 Data Explorer

+ Resource visualizer

I Schema Registry

logble posd e9se lole 2os>

2) §p woessu luve Jeosd EH IJzass &p o8y B9 plees + lugble.

Home . Event Hubs . captive-auth-ad-eh | Event Hubs

Create Event Hub

Ewent Hubs

Basics Capture Rewiew = create

Event Hub Details

Enter required settings for this event hub, incledsng partition count and message retention.

Mame * O I captive-auth-ad-eh-1 'I o |
Partition count () O [Ll

Retention

Configure retention settings for this Event Hub, Leam more

Cleanup policy (O Dot ot |

Retention time {hrs) * D 1 |
rraf. 1 howr, max. 168 hourd (Tdays)

< Prigveois | | Mixt: Capiure >




SeSSU luwp Jposd e9je IJizsle

3) weer vl epdss IUozdd pu lUuozs: lod) B9 luuile Josds) pesd pud; IUisle.
Create Event Hub
ﬂ Valalaresen g earaded

Basics  Caplure  Review + create

By Matrosoft

Bagics
captive-auth-ad-ch-1
1
R tentsgn
Ddete
1
Capture
04

< Pravious

e sd Provision Event Hub

S

o|rol OGP wuuwe |u.up PO\SLJ Event HUb_9roJ|aJ'DQO.

IUg 96 8: luuble pzeogs luveodldss Jpensd pose IUlzdle sled puwles luwe esie 1izsle
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odysu posd Access Event Hub

= captive-auth-ad-eh | Event Hubs

Event Hubs Mamespace

i Search | - 4 + Event Hub l:_. Refresh .'S;H" Give feedback
) | £ Search to filter items by name...
B Activity log
Ao Access contrad (LAM) Name Status
@ Tag: captive-auth-ad-eh-1 Active

X Disgnese and sobve problems

)

£., Data Exphorer
%, Resource visializer
¢ Events
> Settings
~ Entithes

= Event Hubs

o Schema Registry

2) pu pold EH Tges 1JIslole > presele Ipuusoddsu: 98p wlouble pepses puveodJsu

louble pzeses puweodIdsy

T>S80.

|F-‘ Search S + Consumer group O

Overview

| &2 Search to filter items by 1

951 Access control (IAM)
. Diagnose and solve problems MName
£ Data Explorer ¢Default
& [Explore in Microsoft Fabric
» Resource visualizer
 Settings
Shared access policies

= Configuration

i Properties

L Locks
~  Entities

- Consumer groups

#  Features

3) Bp wouwpss pzesed lJpuwoddsu slud) B9l luuile.



Create consumer group X

Consumer groups

Mame *

captive-auth-ad-eh-cg

oSS luve Jpgeses lJpuwooddsy

S
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1Jg oo 7. 1Jg o9 [Jb,6.55 3 *
lwe posd EH (Event Hub) -

IJ¢bgo 8. 1Ugbys IJs,e50 3 »
luwpe pep9gs puvwodJds EH

IJgb96 10: ©J9s0 >88 Lwed wrdsd peu Idloel Is pud; 1Jipsle

1) $p lJoudd JJgJS IUs cdsso puwele perd Ilowl.

I (1 entra id| b4 -

All {99+) Services (48) Microsoft Entra ID (28) Filters +4

Services [48) See more

& Microsoft Entra ID

oz sldlocdld Ids edsse puvales perad Idlowl

2) po 1 Blisps IJsumas: o) pilEws > lesble Idogitswe.

) Overview
B Preview features
2. Diagnose and solve problems
» Manage
~ Maonitoring

%) sign-in logs

E Audit logs

aa Provisioning logs

% Health

¥ Log Analytics

g Diagnostic settings

Poldws lesble Iouizs o

3) Igen lesble IJouigsue > elp Sludy B9é + |uolds lesh wuivgsue.



Diagnﬂstic Settings | GE”EFEI |/ g Can you explain how to send diagnostic log:

# If ) Refresh FF Feedback
~ Diagnostic settings , . , . .
9 9 Diagnostic settings are used to configure streaming export of platform Ic
e Diagnostic settings
;7. Custom security attributes Mame Storage accou

+ Add diagnostic setting I

luolds [esls e yvgsue 28>

4) Sp vosssu lJluwpe Idpbdye [Js lesls Uo.jbé_@},o‘ga» ¢lué IJIgesl Auditlog Jouwzsd
1J>29d: 925 glud IJIzosl) ey lds pyd) lpsle. Hlze 1U8se Ios wew pdlzbool oo
IJodssule [duwle@s: 9lug) W98 zuwb gus IUIYC plJ.

Diagnostic setting

[ save X Discard e B Feedback

A diagnastic g specifies a kst of categories of platform logs and/for meetrics that you wand to collect from a resource,
and one cr mone destinations that you would stream them to. Normal usage charges for the destination will ocour. Learn
meare about the different log categedies and contents of thode logs

Diagnestic setting name * i| eapthve-panal-aut] i |

Lags Destination details

Categeories )
D Send to Log Analytics workspace

n G '-"‘-—*.__-—

|:| Mrchive to 3 starage acoount
[ signintogs \

B stream 1o an event hib

D MoninteractivellserSigninlogs
For potential partner ntegrations, dick to leam mare about event hub integration

D ServicePrincipalSigninLogs

Subseription
o

D ManagedidentitySsgninLags

Event hub namespace *
D Provisianinglogs | captive-auth-ad-eh L

Event hub name (opticnal) (@
D ADF5SigninLogs l captive-auth-ad-gh-1 VJ
D Rusigylbsers Evant b policy reme

I ~]

[ usesriskevents
[[] send to panrer sohstion
[ metworcaccessTrafficLogs

—



B8 wedle IJosdsd 1Js s I izsle

lJeyeds 4: 50z wdssu Idpuob9s IJouulbsé J Azure 9 FMC/FTD

IJgb9s 1: odosu wlbl§ pg 9 Azure SAML/Entra ol wogsle peldz FMC

1) wopw FMC. I¢e, gpdsle IJodled > 1Jogss > 1U,9lub.

= Integrations .
Maonsfor
Dynamic Attributes Connactor
9&_‘. Insights & Reports *
Security Analytics & Logging
%  Events & Logs >
Splunk
£E  Insights & Repons 3
Cloud Services
Manage
- Identity
| (1) Policies >

Identity Sources

(o )

®=  Opjects

ﬁﬁ Devices b3
& Secure Connections ] Users
(_ﬂ- Integrations ) Active Sessions
Lsers
n"\ Troubleshooting b3 User Activity
s Administration 3

+ Show more

Ty Find in Menu

odysu pzldle 1Jogsé

2) lu8) W99 Il IJ8lises IJpuuwsds peld: 9lg e, SAML - Azure AD.



Reabms Realm Sequences Praxy Sequence Sync Results

Cormpare Foalms ‘ Add Realm ~ |

Local

Active Direclony'LDAP

There are no realms defined yet.

luoleé SAML Azure AD Realm

3) Gp oSS luwp 99008 Jedd Azure Js o |uwogslpe: 9ulds pu leesl Ipuol> §6
wudd wwdus wlpwogsle Azure AD g [guegsle prgd lums, pe Azure AD oo 1 $lises

lJpouuwsds uog IJodsu. lud) 998 Next (IJelds).

Add SAML - Azure AD Realm ®

o Realm Details

Name *

[ azure-entra-saml g l
Description ‘\--.____

[ Active Authenication IdP . l

"-.‘__-\

ldentity Provider *

Configuration Type

Authenticate passively with Azure AD or using captive portal with Az... k\

Authenticate with 15E
Download users and groups from an identity sowrce like ISE for use in passive

SUTHEHIAE RO FLRE

4 ™
Authenticate passively with Azure AD or using captive portal with Azure AD
Either download users and groups from Azure AD for use in passive
authentication rules or download vsers and groups from Azure AD and use with
caplive partal active authenlication rules

A J

'

odysu lesble wlbl g Azure AD

4) 1o,y Jlisw FADN 1Jss wp odasuoe puvwdl Jsdsw guslo URL IJlwluws. bed perd 1JIslo

oo Iduwduwds 1Jpsot:



https://<fqdn-base-url>/<uniqueSuffix>

ew> wdosu Jlzds percd Jslo SAML (IJes sop wewel wldizus) Bs pold IJodssy
IJolds)c olds po o 1UdIz 86 8588 wsw gpdsle wudss SSO 1JiE s slgd lJusiss. Sew
o coblod 030 1U8se6 pg wdasy Azure SAML Is ol swds URL Il us Jel 09 JIJ
lJodysu.

Swpe pde gu9lu URL Jgsple Idg pdle [Jpdss (ACS) odilissl 909 £5) Blod JJogss). *

2oy Uolss 0395 1Jgsp6 (SP) IJpwzds B bsle uws) 1Uepd IJuwlo$é Vs FMC ceo *
[Jlzoj6 > Id wolsle.

w8 beld 030 1Jdse: 1ud) B98 wuisd wslule ogrsd p9d,) I e Jogwosd gpdséd
lJodosy 9|Joid§> eds i lJospe lJpwsged 9> wew Jolowel |Js Azure.

Add SAML - Azure AD Redalm ®

@ Realm Details Edit
MName azure-entra-samil
Description Active Authenication IdP
Identity Provider Azure AD
Configuration Type Authenticate passively with Azure AD or using captive portal with Azure AD

@ sAML service Provider (SP) Metadata

Base URL * /

[acliue_auth_fqdn <

®© -] +

Must resolve to the interface(s) of source security zones used in an identity policy.

Entity ID *

[https:Hftd—inside.example,comfsamIfspfme‘fadatafactiveAuthEntlD ] ()

Unique, alphanumeric identifier for a SAML entity.

Assertion Consumer Services (ACS) URL *

URL at which the service provider receives SAML assertions from Azure AD.

Service Provider Certificate * /

[FTD-SP-Cert < ® v 4

Certificate used for SAML authentication and TLS/S5L communication with the secure
threat defense device. The certificate must have the value you specify for Base URL that
must match the Common Name (CN) or Subject Alternative Name (SAN). The certificate,
which must be in PKCS512 format, must be trusted by clients.

(Downioad Service Provider Metadata

odosu euslu URL Il s 90858 19226 9uujsd wslule og s SAML

5) lud) W9 IJolds JJluedld Is IJeusduvd 3 po odssu IJubls.



IJglb9o 2: ©udss wslule wg)sd SAML SP 1Jedsuo J FMC Ws whbos§ Azure Enterprise

1) loedd JJgJ |Js Azure 9z e, peyd Entra > )6 > wlbosdle 1dpdguuws. luze g0
lIJposd IJss wp logvlse puwedl Jobos§ Microsoft Entra SAML Toolkit Enterprise.

Microsoft Azure

) Seadch rétources, serncet, snd docs |

Homa Enterprise applications

i Enterprise applications | All applications

+ Mewsppication ) Rafesh 4 Download ([Expost) 0 Prevew nfo ZZ Columng B Preview festeres | 57 Gt

F Overvew

Wiew, filter, and search applications in your organization that are set up to use your Microsaft Entra tenant as their Identity Prowider.
» hanage

The list of applcations that are maintained by your organizatson are in application registrations.
B Al applications

g Private Network |2 captive-tuth-samML <]
connectors

Application type == Entarprise Applications Appliaty

1 applcaton found

&F User settings Nameg Ty Object ID Application 1D Homepage AL

&S App launchars & CaptieAuth-SAML *_-_._—--'—-_-

0eaSd p9 ¢ whbus§ Microsoft Entra SAML Toolkit

2) pu Blisps IJoodd IJzlows: (2o, bhs > ogvesd 1Usgsd IJizbs.

Home » Enterprise applications | All ap

:22 Captive-Auth-SAMI

[
- Enterprise Application

[} ceployment Plan
7+ Diagnose and solve problems
~ Manage
:'1' Properties
&b Owners
& Roles and administrators
& Users and glwm‘/
3 single sign-on
2 Provisioning

S Self-service

bbbs wdoso wuvesd [sgad IJizhbs

3) ludy 8Js 9,28 wuwesd IUsged IUizlbs SAML (SSO).



5) Captive-Auth-SAML | Single sign-on

tgrprive Appicxton

Single Sgn-on (S50) ade pourity Bod OOfBRRnnn whiss woers 1 on 1S appliations in Mool Eatrs 1D by enalsing & wer in
PO CIARZIGN BS EHS N 10 Eviry SppBotion thiy wie with oaly o stcounl One th user kog into an applcation, thit
eradpatial i uied bor ol the cther spplcations they fpd sCceds bo. Leam mere

B Ovwriaw
m Depeoyrrant Plan
K Dagnoas snd pober probisme

“ e Select a single sign-on method  kelp me decide

LI

& Ownen
Désabled G SAML gy inked

i PRoles snd sdmerestrabon $inghe sgr-on s not weabled, The wer Fuch snd secure sotherdcabion io Link 10 an applcation in My Appe
wnt B abie b aeanch the app froam appicatinng ying the SAML [Secury anior Ol B4 application Lisrchar,

&R Lhars ard groups by Apps Azppryion Maring Langusgs) prosgcol

D Gingle sgn-on

B Peovisioning

T esrace

02383 9u2E wuwesd IUsgsd IJizls SAML

4) 168, WB98 wepsd pdd wslule IJog,sd slud, B9 ls§9us IJpeds IU1,08 Jiuwes)luo
uble IJpdVle 1dpzds 1Uglue wd JJsuosd 1Js pdod wslule wg)swd SAML IJ3s we wujisdo
PU FMC

Captive-Auth-SAML | SAML-based Sign-on

Erisrpring Appicaton
3 Ohange sirgle sigaeon mode  [H Teo this apphcaton BF Got desdbac?

Upload metadata file.

[} Deptomen Han Walues for the Sslds below are provided by Capthe-uth-SAML You may either enber those walees. marsally, or
wptcad a pre-ganfigured SAML metadata fle il provided By Captive-Acth-RAML

B Cvendew

& DHagnode and polve problems

Rl | Eelect & file
e T (]
L

ogpsd pdV wslule IJog s pu oy blys 2ol 1z elsd

5) wpz IJopld Idogpsd: lud) 998 |uolws.

Captive-Auth-SAML | SAML-based Sign-on

Entérprite Application
T Upload metadata file ",: {Change single sign-an made I= Test:

B Overview Upload metadata file,

([} epioyment Pian Values for the fields below are provided by Captive-Auth-SAML You

¥ Dlagnose and sohwe probilems upload a pre-configured SAML metadata file if provided by Captive-#

“ Manage | “samiSPMesaml”
Il Properties
I8 Owrers e

luols wbousy odssy SAML

6) o, 1JJses IJzluwss Jodsso SAML IJluwluus: 9sop luveilz Bsp pod IJpe s (pe s
1U9238) 989l ACS URL po pJd SP IJog s 1Uss op lugilde wgluulbs FMC glJss o p
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Basic SAML Configuration
& save 2 Got feedback?

Identifier (Entity ID) * O
The unigue 1D that identifies your application to Micrasoft Entra ID. This value must be unigue across alf applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntiD v A @

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service”™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/acsMtgname=azure-entra-saml .~ | 0 | @

Add reply URL
Patterns: https://samltoolkit.azurewebsites.net/SAML/Consume

Sign on URL *

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated singfe sign-onm.

L

| Enter a sign on URL

Patterns: https://samltoolkit.azurewebsites.net/

€ Please enter a valid URL starting with "httpsy//". If your URL has query parameters, ensure that there is a slash preceding the
question mark (i.e. /7)

€ This field is required

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

| Enter a relay state ]

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url "

lowoile odase SAML IJIuwlws

7) Iguegse veb guslu URL Jogwesd 1U5g9d Iepusz: 98 wouwe IJdses sduodol: slud,



e B IJigds gws 1UIYpld.

Basic SAML Configuration

= save 27 Got feedback?

Identifier (Entity ID) * ©

The unigue 1D that identifies your application TorMicrosoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntiD ~/ m

Add identifier
Patterns: https://samitoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) *

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consurner Service™ (ACS) irn SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/facs?tgname=azure-entra-saml 0 . 0]

Add reply URL
Patterns: https://samitoolkit azurewebsites net/SAML/Consume

Sign on URL~

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
far your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

.ht‘tps:h’samItoolkit.azurewebsites.net.-' «) o
Patterns: https://samltoolkit.azurewebsites.net/

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used fo send the SAML logout response back to the application.

Enter a logout url e
ouvesd [xged Ids beld edsse URL

Bp widops) Jigwdd [Js uuolsle SAML. sl os, pJd XML Jouslole ogrsad IUlezls 1dss op



loublge po $od Azure Jlgwes,bbo |Js FMC IJley e Cisco.

B SAML Centificates

Taken sigring certifscate & Edit
Status ALtive

Thumbprnt

Expiration

Motificatian Email

App Federation Metadata Urd ]
Certificate (Basesd) Doarilgad

Caortificate [Raw) Derwnload

Fedenation Metadata XML !3nnﬂ1.‘t.‘:-‘|*

Verificatean certfhcates (ophanal) ; £t
Regiiined Ma

Aclve a

Exgniried [i]

ouodS) pdd XML Joslule og)sad Idlcels

IJglogs 3: wdosy uwbly pgyd Azure SAML/Entra Lluwesle pgldz FMC (wleg)

1) loedd JJeJ |Js 9236 1doede B 116 1JJegs 1iuwluss (FMC). weo IJouuduwd 3.
wslule og)sW 098, 0956 SAML (IdP). §p vozesd pdW wslule ogrsd IUlozl XML 1Jss
e wuodsyo pu Azure |Js FMC Jepde IU9se Iuo,9)86 oddlssl.

a SAML Identity Provider (1dP) Metadata

Entity ID *

Unigue, alphancmeric idenbifier for o SAML omtity:

Single Sign-0n (SS0) UAL *
e (5]

LARL to your idenbity provider, You must include the scheme (9.9, hitpsui

P Certificate *
Selact o +

Choose & cortifiicale from the Nsf o updoad 8 mow certiicato i manus formai

] CEck uploaed or driag and drop @ Tl

Upload XML s
Frcaration XML yoir downioedsd from Azvne AD. If you updodd this, you donT e o
arder the other values in this sechon

ogesd pdd XML Joslole ogysae Idlozl

2) ver» wepsdol sop wepse [Jdse Jpl 09 ps ot



]
o SAML ldentity Provider (IdP) Metadata

Entity ID *
https:ffsts. windaows.net/

Lirvigue, alphanurneric icenlifier for & SAML anrt):

Single Sign-On ($50) URL *
hitps:/fiegin.microsoftonline. com/

LARL o powr idandily prowicher, Woo must sciude the schame (e.g., htpsai]

HP Certificate *
Certificate- E B

Chagse a cartificate fram the Nsf or upload & new cortifheats in manual farmad

N Click b upioad or drag and drop a file
Upload XML

Foderarion XML you downkaadiod from Azvne AD, If you upiesd this, you don'T ave o
ander ifa Gihew vilues in this section

JSp p99) 0956 SAML IJos we wewswel odlkssl

S

pdlehbd: sop eyuo ULl IJziss s IUuesss.

3) bbeld IUGsp Ipzees sl £pdss IJouidss 2o 0o lJodbs:

ouvesd lJobosy *
e IJobosd (IJgpsd) °
o ldeesd
p&r3 1o (Jpuwele)
oy Iipsle
lgwe Idpuosd Jouwles Iuwe EH
lowpe posd EH (Event Hub)
luvp p2p9ed puwwodds EH »



Add SAML - Azure AD Realm ®

° Azure AD Details

Client ID * Client Secret *

A5160719-969f-4fed -20ec-829607c ] T R T ]

Application IR (ase referred o a8 chient 1D you Jecrel siring thal the appWcalion uses [o pvove
creatad in Aruee ADL il ickavality whan FeqUasting & towan.

Tenant ID * Ewent Hubs Host Mame *

. afd2bacD-52a0-4291-92db-9258109¢ J - captive-auth-ad-eh.servicebus. windo J

LY

Microsodt Entry I antity that typécaily Hastnama of the Evon! Hub Namespace.

SICOTPIEFEF an rganraion DEplayed in Displayed m Evend Hubs + Event Hubs

Arurg Enfra i = Propartied. Namegpacs

Event Hub Hame * Consumer Group Mame *
caplive-auth-ad-gh captive-auth-ad-eh-cg

Mame of your evanl hub. Displayed in Evenr A wiew of an anding @vent hub. Consumaer

Hubs Mame Space + Overvioe Groups enabie CoNSwTIng appiicalions to each

have @ saparate wow of the avent stream.

Event Hub Connection String *

i
Endpoint=sh://captive-auth-ad-eh.servicebus windows.net/; SharadAccessieyh: ]

Event Hul Conngchion Sinng: Unigue idlerdler o e svend bl (aiso referrdd 1o a8 fapke oF
enidpoind). it is dispiayed on the Afure AD portal in Everd Hubs - (name of your event huby) -
Shared accass policies - (name of policy).

USER GROUPS L&

) Excluded User Groups
@'} Included User Groups

i

active-auth-lab

Entar one oF mare groups fram wivoh fo
download wsers for idendiTy comirol. Lisers in
thase groups will be svailabbe for use in sccess
condroyd MYS .

@ Test connection succeeded

beld pedsele IJobosd 9psd; Iipsle

weed beld Azure. 168, W98 Test JJwe8d pu Ilouold 90lds o0 ledluss IJs o9 1Js Azure
Cluwopsle IJpedsple 1dpe98,6.

edlebbé: |6 ledue olds pu o pzesele lJpuueespso IJpuweweréldpopub wogld
pg wdssu IJuywis

4) cose JI Ut 1igs)6 JJpeldz ledluss wdaso pods puucisps et SAML
lJeluwsrso. IJlWe,)los 09 1440 > 9s.96.



a User Session Timeout

SAML Captive Portal Users

| 1440 Minutes Range 0-35791394

odysu podé IJpesed IUpougd

5) ludy W9l IJelds Jdpulugs.

After the timeoul is exceeded, the user’s session ends; if the user continues lo access the network without logging in again, the user is seen by the

managemaent center as Unknown (except for Failed Captive Portal Users).

IJo@spe pg wdssu Azure AD Realm

6) s8> IJpelde pdiuol JJodssu Idss cp cudsio. ud) B9 tdb Vs wolss Idpdeue
o8 lJoz 9l pu woed IJose IJos op bgldel suldssol.

@ User Session Timeout Edit
SAML Captive Portal Users 1440 Minutes
ISE Users 1440 Minutes

Cancel Save

3 eb pdue wdssu Idubly

lJglb9s 4: o8l pu ldpuwedsesu lUdsu wp wujsdope

1) ol U lpdluss wuisd Idpuwegspsu pu Azure Entra oluwogsle 5y Idoujsd lJTe U2 PU
epdsle IJodlpd > 1Jogss > yws) gpd RealMS.

Mama * Type Dencription Praxy Saabun Vahsy

arure et samd SAML - Azure AD [captive portal) Active Authenication kP ot Applcable o Ok AAThacl-t W) Enabled

oujsd lJPL}”Qa)P‘$Q U Azure AD

2) 108 B8 vep luwoeles Jebldos pyog 1zl



Sync Groups and Users for Realm

Are you Surgé you want 1o download users/groups for realm azure-entra-
saml?

Mo

oid,§> oujsd Idpuwegspsu pu Azure AD

3) suoe EU popsd IJouisd puvctse 91> 9p2e9E6 91226 e wujsdol Jel 09 pdd> oy
I&J|‘o|o > r°°|r°'

© Azure AD Download

Download users/groups from azure-entra-saml
Total objects downloaded: Tuwsers, 1growps. e

beld dledle Jeoisd Ipuueispss po Azure AD
lJeyedo 5: wdysu Iduwsluwle ws FMC
IJglogs 1: wdosy wog WY IJuiuds,

1) B FMC. i3¢, gusluvle > guslusle 1dolpse > WY IJouvd.s,.

= Policies
Monitor
Security policies
E;E Insights & Reports 5
Access Control
& Events&logs b
Intrusicn
5_5' Insights & Reports >
: Identity
Manage Decryption
GJ Palicies I Prefilter

@s  Objects Malware & File

Jloedld s vog WY IJoyivds,



2) 1@y B938 luuble Blispd puwdds 23836 9lge,) yuslws VWY IJovds) (Blisps eds
lJ9sle>).

Decryption Policies (Gompre i) (TR ©

Decryption Policy

Decryption Policy (Rule-Based)

There are no decryption policies yet.

logble oz VY LVVS) 228> Swwwws IJs dsles

3) Sp woessu luwe: IBI Il 3Jd pbdycl 908 Juwsluws I 1Jogvds) [Uzds6
lJpuvewss IJs 1J@sles: 9lu@, W9l gsh edlpsd IJowssy Idleualdle Iduols )6 (zelss

I p o) Joudss 9bsds B 1douids - IUluuedlds ldebdsos Jeuol> s 1Juslus
lJpe9s36 (Idpuol> 86 IJouls).

Create Decryption Policy

‘ Policy Detaily T Blecking ¥ Decryption Exclusiens
Ut pasa, iritriphion, chaose Sptral) Configurn Booiing Optirnal] Confepore anthniion Rt
pokcy byps and cortficrte Based on TLS wetuion #nd araibonnd correchions

serifane watan

B A decrypiion policy is nat requined 1o only perioem appication or URL Siscovery; inasead, you oo use TLS 13
Sefver ideraity Discowery o the SCCess contrel policy.

Hame &

O l‘_'_'_,_.—-—'—-"_.-

Deseription

Doz ryrprdizem Prodcy Tor A tiwse At hasni abion

Dulbund Conrettinn (LU bt izl St iand

o
. ~ . o : - ‘
Irteanal CA Derwrigad
R Imiemnak-Lab-Ne. i - Mo nerwevis/Dorts assockfed

| internal-Lab-Hetwork-CA o

& Create Hew ~

Cancel Ship

ou9SS wluosd uwsluws IJleusoldle 1duols )6



4) ige, 1 esze Ipuesd Ileds 1ss e wbusdo puvedl pu IJ8lses IJpouws s 1duwhss
Jelu06 wo Bis wcduw 1Jzsb. 1o g, 9.8 Next (Jclls).

5) wtwoswe IJesble euwe IUeles.

Create Decryption Policy @

= e ) -
(1) Palicy Datails : o Blacking 1 Decryption Exclusions

T, 95 hoose (Opticnal) Configure Blocking [Dpsionad) Configure sxchagicons for

[FH3 T TLS wargian 8o SABSUNG £ ORI

certificate slatus

_| Block inbound and autbound connections based on TLS version
We recommend blocking the following because they arg not secung

SELVID X TLE VLD X TLSwIA X

| Block inbound and outbound connections based on server certificate status

We recommend blocking the following becausa they are not secune.

Irvvalid Signature X Expirad Mot Yot Vakd X

Canciel Skip Back

wEueSwe tsble vog VI ldoyvds,)

6) B 03l IJpeld: sep luwesle IVl osle wlawosols cBlosd IJuwsluws IJpbdsws.
lJpd peldz IJodsso oldods 898 louvle vog.



Create Decryption Policy @

o 8 - N S N
|1} Policy Details f_?__] Blacking a Decryption Exclusions
Erier name, description, choosa (Opticnal] Configure blocking | Cptional) Configure exciusions for
peolicy typa and cetificalos based on TLS version and cutbound connoctions
extificato sLalus
Decryption Exclusions

| | Bypass decryption for sensitive URL categories
In many amvicnmants, cofain categories of websies are not inspacied for regulatory, compliianco of privacy reasons. Customize the Est
belcow 10 bypass inspection for designaled categories.
Mete:  URL Lizomss is Reguired

URL Categories: Finance Online Trading = Health and Medicine

Bypass decryption for undecryptable distinguished names

Eypass decryplion based on Clsco’s Bt af known undecryplable distinguishad names
totec  This option is sslected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
calia decryption ta Tail for unsupported distinguished nanms

& 56 Distinguished namas included ~

Bypass decryption for undecryptable applications
Certain applications are not supported for decryption due 1o a varety of reasons (certificate pinning, client certificabe authentication, and
&6 cn). This option bypaties detryplion Based on CHco's el of kriwn undecryptable applicalions.
Mota:  This option ks selected by default to allow traffic which canmot be decrypted te remaln encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

& 50 Apphcatons included

Imtelligent Decryption Bypass

|| Bypass decryption for very low-risk connections Maw

Bvpads decryplion Tof vy low=aisk chiamls connecting 10 trugled serers,
Hoig Dho et decrypt tralfic for very low-risk clienis connocting to trusted servers, based om the threat confd

Cancel | Skip | Back Create Policy

logble wog WY IJe)ps) IJuolss
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active-auth-decrypt-pelicy

Docryption Paliey for Active Authant:stion

Cancel

Riles Trustod CA Conificates Ursdecryplabie Actons Aanced Semings
+ hod Categony | & Add Rule | Sedech Rulas &
Seures Sourte Dast VLAN - Seures .
. Hama : Dadt Zones Metworks Net . Togs Usars Applicatio,, p DestPorts  Categories  S6L Action
Adsninistrater Rulos
This category is emgtly
Sandard Rules
: . " a P
. @ Py
3B Auto-Rule-Undecrypt a7 a 10N saletion fﬁz‘;;m p
@ a & R
an an E ot
B Do not
o Ay any ary T r 1
B Auto-Rude-Undecryptati a 1 s unduery . decryps il
o :-
7 B Auio-Male-lnigeral-Ly any a i :HI;:WF &1
Root fules
Thid catgary i amgly
Dedault Action Do not decrypt w

luolds $less glbol,y cibslb VY oLvds) puvews [Js Bless lve)losé

2) Bp woessu lyvpe Jbeld 8less yuslywo OY Uoui:gé..?) IJz>s28: 3l 20 VI lJogvlds,
o0 1JBls o Idpuuwsdo "ldlgle" 9908 1JBleso Vs leds 1J@9les 1B weassl. -.’J,olng__so,o
o083 pulb 1dpuos,/ldszes Jouossd 1Jdless wuvdd 1do,).

Add Rule

Mame

| Azure-Auth-Service-DND

Action

ﬁ@n

Usars

[ B Do not decrypt

Zones  Metworks

WLAM Tags

Available Zones

Q) Search by name ‘

Clignt Thraat

Inzart

| above rule

V|Ga

\

Applications  Ports

Category  Cerfificate DN Cert Status

Source Zones (1)

Cipher Suite  Version Logging

Destination Zones (1)

Inside_Zone O

] lDutsndU.Zunn [n] I

Ingide_Zone
Outside_Zone
DMZ_Zone

odosu §lgss gxp BY IJoyvds,

3) Sod luples 1J8less 1ud) W9 edlps IJowssey cbousdlo: luge g

Add to Source

Cancel m
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pu2l> 96 Azure 9lo ) B8 lUol8s IUs 1J8less: &p lu) B9 luolws.

Add Rule @

Mame Insert

[ Azure-Auth-Service-DND | 3 Enabled [ above rule v 3

Action

[ & Do not decrypt w |

Zones Networks VLAN Tags Users Client Threat Applications Poris Category Certificate DM Cert Status  Cipher Suite  Version Logging

Application Filters (*Clear All Filters ®  Available Applications (2) O Selected Applications and Filters (0)
[D, Search by name ‘

O azune @ ] any

* Risks (Any Selected) B [ auapes matching e fiter

D) Wery Low 809 Azure Are [ ]

®

O Low s Azure Authentication Service [ ]
D) Medium 2239
) High 1823
() very High 609

~  Business Relevance (Any Selected)

1™ A L ana

Cancel

luol8s §less wlbusd €206 puol>§6 Azure

4) o) B9 g Sb.

B | T

active-auth-decrypt-policy T Dt el et et

Dacryption Policy for Active Authentication

Rules  Trusted Ca Certificates  Undecryplable Actions  Advanced Settings

+ Rdacategory 4 AddRule | O Search Rules =

Source Dest Source st VLAN Source |
g [Teee Tones Tomes Hatwarks. Matworks Tags bk Applicatio... Ports lnm Rofll Chugoriss: [3SC o,
Sandard Rules

- 1y 1l 1 ¥ a ) &0
any any any ary any any vy any any @y t Q A ¢ o
" " " ] awm
3 B Azure-Auth-Sorvice- Inside_Tone Outside_Zon any any any any Azure Authert any any any any decrypt ¢ 0
Ty

2Ob Yoz VY IJouds,)
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= Policies X

Monitor
Security policies '
&¥ Insights & Reports >
Access Control
# Events & Logs p
Intrusion t
E_fé.’ Insights & Reports p t
( Identity ) 1
Manage Decryption v
GJ Policies Prefilter

louvle yvsluwé 1Jogsd

2) Sp cluuble vog 0956 235> 9luy 998 lUolWs wog zas>.

Compare Policies Mew Policy

Identity Policy Bomain Status Identity Mapping Filter Last Modified

LhLed: s created. Add a new policy *

luol9s &9y Loz 0956 38>

3) §p woESSU luwe: 33l Tpdu: 9,08 Juog 1Jess 1Jzass- 1oy 998 e db.

New Identity policy @

Mame
[ active-auth-id-policy ]
Description

Identity Palicy for Active Auth ]

Cancel
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1) Iupd Bless 23538 LlJud, WB9§ + Inlbs Sless.

active-auth-id-palicy m
IdentRy Polcy for Actiwe Auth

izgntiny Wlagpang Firer 8

Mg Hurws i mrierics

Rubss  Active Authertcation

t Add Categoey + Add Rule Soarch Rulen

o st VLAH Tagn Source Ports Dwut Posty R adrn Actizn Auth Profocol

B Hams Source Ionss  Dwst Tones
Hetwarin Mestwarks

Admiriiraner Fules
Standud Ruley

Hzal Rules
luols §leso yog 0956 22820

2) 8p vouwpss [Jsless lUgyssé:9lge, IUpuol> 96 |4¢J;Jo6 eu 1dBlispd |Jpouwsds IJlg)ls:
oSS IUpulb@ldgvodle 1Jeesso IJos sew lo wblod 1dsless Joudss Ideuol>§o

IJoublos.
Add Rule
Mame Ingert
¥ Enabled into Category - Standard Rules -
Action

Active Authentication Realm: MNoreaim  Authentication Protocol: HTTF Basic Exclude HTTP User-Agents: MNone

Realm & Settings

Zones Metworks VLAN Tags Ports

Source Zones (1) Destination Zenes (1)

Available Zones
"__ Search Dy name -

—
Add to Source

Inslde_Zone
Outside_Fone

DMZ_Zone

Lancs m

odosu lesble 8lgsé ldp Lol 96 IJouulos
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Add Rule

Mame Ingert -
| Active Auth |0 Rule J u Enabled into Category w Standard Rules bl
Action

| Active Authentication - | Realm: azure-entra-samd (5., Authentication Protocel: SAML Exclude HTTP User-Agents: MNone

Zones Metworks VLAN Tags Parts Realm & Seltings

Authentication Realm *

| dzure-entra-saml (SAML) v

[7] Use passive identity if available.
Active identity realm is going to be used as a passive identity realm

Authentication Protocosl

FHTTP User Agent Exclusions

Cancel
odysu ldublg sldleshble Jblgss 1Jogss

4) cop luolws 1J8less s9odysuol. 169, B899 zdb.

ﬂcﬂ\fﬂ-ﬂuﬂ'\-id -po“w You have unsaved changes m
Isontity Policy for Active Auth

Identity Mapping Filter @
Haong » Haw it woaks

Rules Active Authentication

&=

+ Add Categery + Add Ruls O Saarch Mules )
# Mame SowrcoZones DosiZones oo et VLANT SourcePorts  DestPorts  Roealm Action AUtk Proteol
Motwarki  Notworks -
Adminisirater Rules
This cabegary ks emply
Standard Rules
1 Actiee duth ID Rule nside_Zone (Ro Ouwiside_Tone [F any any Ay any vy agure-enira-san Active Authentication SAML ¢ O
Reot Rules

This cabegory is empiy
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= Policies = % |
Monitor
: Security policies
&% Insights & Reports >
(Access Control )
#% Events & Logs »
Imtrusion
F;E Insights & Reports >
Identity '
Manage Decryption
@ Policies Prefilter
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&, Return to Access Control Policy Management

w'lab-net-acp &

L Packets —» @ PrefilterRules ] () Decryption [+ @ Security Intelligence —+ () Identity » @ Access Control

o SEa Total 2 rules
[ Q_ Type to search Decryption Policy @ l

Decryption Policy

(] Mame {7y active-auth-decrypt-policy Edit 2

MNetworks Za

C] + Mandatory 2 rules (1- 2) B Enhanced application and URL detection @

) 1 Inside + DMZ (Dt il
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You have unsaved changes [ Analyze ] [ Cancel
{:} Identity |+ @ Access Control | 2 More Assigned to 1 device

. Identity Policy \ @ : il | Add Category |

»

Identity Policy

Destination
active-auth-id-pelicy Edit w Applications
S———— | Networks Ports

Cancel
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abal, Cloud-delivered Firewall Management Center

4
CIED  Iniegrations | Users | Active Sessions Q search &= oo® @
@D Switch to legacy Ul
& o (vereen]
(2 Showing th 1 and only session &, - Last Sean
£¥  Insights & Reports : =
& [} LoginTime RealmiUsemame LastSeen 4 Authentication Type Current IP Session Duration Realm Usermnamse

S Events & Logs y -1 _— — " 10 - JR—— portal-us

- [0 2026-10-07 021002 azure- entra-samicaptio-pe 2026-10-07 DTI00T Active Authertication 1min 40 sec azie-enira-sami L PO upee
Manage

olz edusle IJepd IJouvlbs J FMC

2o, gpdsle IJodlpd > 1Jepwotrpso > uuilb IJpuvctse.

alln  Cloud-delivered Firewall Management Center A
Cisco Integrations | Users | Usar Astivity Q soareh fad] QB @

' ) Switeh ta legacy LN

() Showing 2 2 activities 4,

B Lastibour
Manmze
¥ Insights & Ropens » ) )
C Tims + Ugarnsms Evam Bapli Discovary AnpSeation Authentication Typs 1P Adddaid Start Part
T Eventslogs # [ 2026-10-07 02110002 eaptive-portal-user Wsar Lagin azure-sntra-ssmi Microsoft Azure Active Authantication
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Microsoft Entra admin center (O Search resources, services

Home : Enterprise applications
' Home . .
FH Enterprise applications | All applicatic
i
Y Favorites N
f « + New application OR
' Overview
> EntralD A
@ oOverview View, filter, and search applica
@ overview ) ; —
#< Diagnose and solve problems The list of applications that art
R Users
Manage | O |captive- |
|
"’ Groups iif All applications
& Devices £ Private Network connectors Name ™ Obj
& User settings @  Captive-Auth... efd:
B3  Agents
B8 App launchers
I Enterprise apps
u] Custom authentication extension
I B App registrations
Security
(5] -
“® Roles & admins “= Conditional Access
& Delegated admin partners @ Consent and permissions
&> Application policies
&  Tenant governance

oudd wbosdle Enterprise Jo,ydj b0 Azure Entra

e, wubll > puedle ouvesd Isgsd. *



Home - Enterprise applications | All applications - Captive-Auth-SAML
) Captive-Auth-SAML | Sign-in logs
Enterprise Application
Y

& 1 Download ~ 5} Export data Settings /2 Troubleshoot () Refresh 52 Manage view a7 Got feedback?

#. Diagnose and solve problems
=) Want to switch back to the legacy signin logs experience? Click here to leave the preview.

Manage L~ - - -,
Y Add filter | Show dates as: UTC/:' :\ Date range: 10/7/2026 - 10/7/2026 ) Application contains
{1l Properties - ’ - -
8 Owners User sign-ins (interactive) User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins
ai» Roles and administrators
o T—— Date | Request ID User principal name Application Status
3 single sign-on 2026-10-07T06:10:02Z captive-portal-user@...  Captive-Auth-SAML Success
3 Provisioning 2026-10-07T06:10:01Z captive-portal-user@... Captive-Auth-SAML Success
© Self-service 2026-10-07T06:10:01Z captive-portal-user@... Captive-Auth-SAML Success
Custom security attributes 2026-10-07T06:10:00Z captive-portal-user@... Captive-Auth-SANL Success
Security 2026-10-07T06:09:59Z captive-portal-user@... Captive-Auth-SAML Success
@ CondiionalAcoess 2026-10-07T06:09:58Z captive-portal-user@... Captive-Auth-SANL Interrupted
T - 2026-10-07T06:09:52Z captive-portal-user@... Captive-Auth-SAML Success
© Token encryption 2026-10-07T06:09:512 captive-portal-user@... Captive-Auth-SAML Interrupted
— 2026-10-07T06:09:29Z captive-portal-user@... Captive-Auth-SAML Interrupted
Activity
3) Sign-in logs

4l Usage & insights

wvedlo uuslb oguzsd 2¢9d wbos$ Azure Enterprise

CLI

B 3lz08 Lulo, 19l (CLI) 8lz0s Lub, IUisle, (FTD). spdod j3ss IJlzuplssle IJeced$s
wluveelole psgd SAML sldesgd 1Jes§9es:

<#froot>

debug menu captive-portal 6

SAML passed requests captive-portal 14

SAML failed requests captive-portal

SAML passed responses captive-portal

SAML failed responses captive-portal

Total captive-portal bee-client messages processed
Total captive-portal bee-client messages successful
Total captive-portal bee-client messages failed
Total bee-client reconnects

OO~ PO DMO



Enable dag-debug too? (WARNING:

192.
192.
192.
192.

192.

lpweduuld IJigble 5l oJlzol

wuoese leble 1Juslus 1 pedss

Spdu lgwegsle UI,oJ system support captive-portal-debug g Js FTD. s9oz IJlle
JSsVIS6 wpdsy wuoeSe |._J|aJo|s: ssdleb L_s,_pl I._Jla)lc I.JluuluuLso JJlele JJpuwless Ws

168.20.200

168.20.200

168.20.200

168.20.200

168.20.200

Wop w8 § IJpsgd IJpopu.

<#root>
>

system support captive-portal -debug

Enable firewall-debug too? [n]:

Enable identity-debug too? [n]:

Please specify an IP protocol:

tcp

Please specify a client IP address:

192. 168. 20. 200

Please specify a client port:
Please specify a server IP address:
Please specify a server port:

current packet debug configs and Togs will be overwritten) [n]:

Monitoring captive_portal and firewall and identity debug messages

53650 -> 198.51.100.1 443 6 AS=0

53650 -> 198.51.100.1 443 6 AS=0

53650 -> 198.51.100.1 443 6 AS=0

53650 -> 198.51.100.1 443 6 AS=0

53650 -> 198.51.100.1 443 6 AS=0

Captive Portal

pendi ng user Captive Portal authentication

ID=1 GR=1-1 match rule order 1, id 1 action Cab&%ve por
ID=1 GR=1-1 didn't find active binding, initiating capt
ID=1 GR=1-1 captive portal authentication started

ID=1 GR=1-1 defer trust until captive portal redirect i

ID=1 GR=1-1 Current state = S_INIT, Event = EVT_CP_RULE

probe intercepted and redirected to SAM. | dP (generate_204)



192.

192.

192.

192.

192.

192.

192.

192.

192.

Aut henti cat ed bi ndi

192.

192.

192.

192.

192.

168.

168.

168.

168.

168.

168.

168.

168.

168.

20.

20.

20.

20.

20.

20.

20.

20.

20.

200

200

200

200

200

200

200

200

200

53659 ->

53659 ->

53659 ->

53659 ->

53659 ->

53659 ->

54023 ->

54023 ->

54023 ->

198.

198.

198.

198.

198.

198.

198.

198.

198.

51.

51.

51.

51.

51.

51.

51.

51.

51.

100.

100.

100.

100.

100.

100.

100.

100.

2 80

2 80

6 AS=0

6 AS=0

6 AS=0

6 AS=0

6 AS=0

6 AS=0

SAML

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

ID=1 GR=1-1

AppID session with service_id: 676,-h}1: htt
Current state = S_PENDING_USER, Event = EVT_
app event changes: service, client, host, ur
using ipv4 address 192.168.20.1 for redirect
encrypted redirect url: https://ftd-inside.e

Current state = S_REDIRECTING, Event = EVT_F

aut hentication conpletes, identity binding created

2 80 6 AS=0 ID=2 GR=1-1 Tooked for user_id with realm_id 2 auth_type

280 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

100.2 80 6 AS=0 ID=2 GR=1-1 IdentityFlowSetupEventHandler Retrieved iden

192.168.20.200 54023 -> 198.51.100.2 80 6 AS=0 ID=2 GR=1-1 New firewall session

168.20.200 54024 ->

168.20.200 54025

168.20.200 54026

168.20.200 54027

168.20.200 19935

1
\%

1
\%

1
\%

1
\%

192.168.20.200 54023 -> 198.51.100.2 80 6 AS=0 ID=2 GR=1-1 allow action

ng persists across subsequent,

unrel ated destinations (no further redirects)

198.51.100.2 80 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

198.51.100.1 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 username

198.51.100.3 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.4 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

Syt 0958 I pumeitap

JIgs Jsbos Joslole elds 09ess IJpuweope IJeldss eds FTD: $p woubgsd Ile, system «
support firewall-engine-dump-user-identity-data g Js 9lzos wulo, 1Jl9lpe, (CLI) Ul 06 o

FTD:

> system support firewall-engine-dump-user-identity-data

Successfully commanded snhort.



B 9lz06 Lubo, IJIsle, (CLI) B 9 0¢ Igos) lovle ouwesd 1sgsd vluwogsle wslole -
lecpls 1Idpuudsd 1dpeds Jeols FTD: g0 prossle Idpdd Idpopd s
Ingfw/var/sf/luser_enforcement/user_identity.dump

<#root>
>
expert
admin@ftd:~$
sudo su
Password:
root@ftd:/home/admin#
root@ftd:/home/admin#
I's -1ah / ngfw var/sf/user_enforcenent/user_identity. dunp
-rw------- 1 root root 5.6K Oct 7 07:51 /ngfw/var/sf/user_enforcement/user_identity.dump

root@ftd:/home/admin#
root@ftd:/home/admin#

| ess / ngfw var/sf/user_enforcenent/user_identity. dunp

Host ::ffff:192.168.20.200

::ffff:192.168.20.200:0 realm 2 type 8, username azure-entra-saml\captive-portal-user@onmicrosoft.examp
1:ffff:192.168.20.200: SXP initialized 0 sgt O
ABP values: None

IJoualsl 1dpzeeds
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