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lLuwe ldogbsbs

S9uee Mptbb ptbb lJodsse 1Upsuor B 0o 1Updlds. puols) pouses Jhoulb 1Jsuesd
lJeoluisy 1deja9z (DIA) po eJIJ lool g Azure oy 9lzod ¢ghewss eds FTD.

bowlble 053928 poluiss Jdsuesd IUs Ilue,ue (DIA) (o 8uss Azure + psl506
IJIz plJNJe )l Bs yulez FTD)

Azure
vWAN
Active/Active

il Azure Gateway Destinations
BGP  (configure as VPN Tunnel Destination|
AS 85515 Instance0 - 198.51.100.50

Instance? - 188.51.100.60
—op-2-inst-0 _ —- =
- MM-SMBIS 21.21/30 [
VPH: OX 1602542177 epGP- XVWAN-B-ISP2

Tunneld "5"2'[“5!_0._“
. = — (custom APIFA IPs)

~inside Instance0 - 169.254.21.22
VPN: CKvWAN-SiteB-1SP-2-Inst-1 Instance1 Instance 1 - 169.254.22,22
Tunneld *I5P2-Inst-1" -- 168.254.22.21/30
_Servers FTD -_ —_- - — — — — —gBGP — — — — — —
Branch Site N
Log,
0,
bg 50&-‘?
18, Blg. 0
(L;;?k%?é‘q_e;spé *Choose addresses within Azure allocated APIPA Range 169.254.21.0 - 169.254,22.254, @‘)
Gp Yy ?Ua/‘ge FTD requires subnet mask on VTI for longest prefix matching/routing.
Ag, rﬂ?ss) Azure only requires accounting of this address without subnet mask

ptbb lJloold usue9d wuliss poluv, JJloe,ue

lJodosy
Upozds 1isJs: odsss p9de VPN oo Azure VWAN
IJs b9 1: [ouble 09 5e Azure VWAN VPN (zol; FTD g o)

1) loee g UvewJdo WAN VWAN s 28Jd Idwee Azure: 1oy W99 vwdle WAN Idblo,so
Jdsged IJs pegy Azure VWAN lJzlds. wgs 3dd luowd Ids IJlouold > dsegle [Jwsjse slus,
999 pz9) Azure VWAN 1Jpe9z9>.



I 1 vWan = .
All (99+) Services (3) Resources (1) Filters +4

ity
Resources (1) Sea all

% CX-vWAN wirtual WAN

lpweedle IJuze g0 Uwds WAN IJblo)sé

Microsoft Azure

Home . Cx-viWAM

‘s CX-VWAN |Hubs

" Virtual WAN
|,,-'-‘ Search | I -+ New Hub l:‘ Refresh
& Overview
|,f-‘ Search for hubs by n... Clear all filters
B Activity log
* Add filter
951 Access control (LAM)
@ Tags Hub Hub status
¥ Diagnase and solve problems H O-vWAN-Hub @ Succeeded

f« Resource visualizer
 Settings

& Configuration
{I! Properties

£ Locks

* Connectivity

‘@ Hubs

weass p9ie WAN Idblo,s [Jp9z9>

2) 1oy 998 Idleuold > VPN (0 p9de 1Us p98e) 9ludy 998 + luuble p9de VPN 2o



() Search resources, services, and docs

Microsoft Azure

Home . CX-vWAN | Hubs . CX-vWAN-Hub

E‘ CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB

£ Search I, 1 Download VeN Config 1] PacketCapture [i] Delete gateway () Resetgateway [N Monitor Gateway
& Overview <~ Essentials
w Connectivity Gateway configuration

El' VPN (Site to site) NAT Rules

A ExpressRoute VPN Sites  Metrics

A’ User VPN (Paint to site) o
> Routing 4 Search this page Clear all filters
> Security Huly association : Connected +‘~? Add filter

VPM Sites (0

> Third party providers
> Monitor

Check active fillers when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.

+ Create new VPN site & Connect VPN sites ﬁg Disconnect VPN sites D Refresh
Page: |1

Site name Tl Location TL  Cloud

Mo results

logule £99¢ WAN blo,s zos$>

S

pdlebé: ldpuwlzs ldosuole Ides ogbs IUdse Bs edod peod9s O lduoy) wdsy
POLPI6 Juuin 03l lJpuwewo.

3) bgd IJBspe B 1Jpd9d Idpbdocs. g0 Ilowols: [ IJelds: IUslob > Jdeuos Gapl.



Home : CX-vWAN | Hubs » CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subscription

Resource group * N

Instance details

Region * ~
Name * Dual-ISP-Site
Device vendor * Ciscor

Private address space

ﬂ You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

.

Next : Links >

lesble odosu p99e VPN IJgled

4y bed pedsele IJheulb IJpbdsus. gosle BGP 1Jgluo wldhoolb 9 ASN opl £l 9206 BGP
pu Idbods 3 JJoudy 1Us1gds 9w9w99d9d BGP Uy e gds zluw IUB,e sup Bso wdssu
1JzsL e 10916 pu ps8E IUs p9de- euslo BGP JUslub 09 guslu uvwds B)esé Es) pusled
(132) ¢he Idubeds IJs,es6 1JEluos weuslu IJglue Jdeeas Idos we odssuol sldos $89p
Azure voowswol Jpuwl) 132 JJsuosd [Jsoel Jzl) BGP. swe lugile 9lzows luvazle WS
IUiGuwle 101286 B FTD Jopinsd gugle BGP J)lub JIJ po Loulble 1esde 1p5592. 1o
£0slo Link 1P/l we 1Jpeld 1Jesed wlJdled (FQDN) o9 gusly IP Jszos IJbws 1Ughzss 3
Jords 19, 1Jpezos 1S 0988 1Ud,e 1Juo,908 Jogds, louald Dely IP (IPsec)/oulsd pbolz
Jlocyoe IJluosl) 2 (IKEV2). luedd IJs 1Jgbys IJeldss gos IJlueole wldud) W9l IJelds :
eoleed +logvle >.

S
edlebs: olds pu pilzed 9olis§ Azure 1pes36 I3l oo wuweise eulssy wosloe pu
169.254.21.0 |Js 169.254.22.255 Jgulyso IJodd: [gwsh gulase BGP APIPA.


https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Create VPN site

Basics Links Review + create

Link Details (O
Link name Link speed Link provider name Link IP address / FQDN Link BGP address Link ASN
1SP-1-Link 1000 I5P1 169.254.21.100 65532 e
ISP-2-Link 1000 15P2 169.254.22.100 65532 e

o You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

[_ Previous ” Next : Review + create > ",/

wdosu pedele boolb 1JesSe

5) wer oldss Idegdsple Jol 09 o809 lud) B9 loile.



Home : Hybrid connectivity | Virtual WANs : CX-vWAN | Hubs > CX-vWAN-Hub | VPN (Site to site)

Create VPN site

@ validation passed

BdsIls LINKS REVIEW + Credile

The hub will be created under the same subscription and resource group as the vWAN.

Basics

Region East US
MName Dual-ISP-Site
Device vendor Cisco

Private address space

Links

Link name ISP-1-Link
Link provider name ISP1

Link speed 1000

Link IP address / FQDM

Link ASN 65532

Link BGP address 169.254.21.100
Link name ISP-2-Link
Link provider name ISP2

Link speed 1000

Link IP address / FQDN

Link ASN 65532

Link BGP address 169.254.22.100

0 You can also work with a Virtual WAM partner to create multiple sites simultaneously. Learn more.



polzes pode 1o ds 1006 Iblosss (VPN) 1zses slugilse

6) wpesr Idopld iy psde IJuve Jé 1UEl 06 Idbloyss (VPN): ze IJs wdssu pry) vvwds

WAN vWAN.
Home
» VpnSiteDeployment | Overview
Deployment
|/’.~ Search | R [i] Delete ) " Redeploy | Download () Refresh

2 Owverview .
@ Your deployment is complete
Z] Inputs

Deployment name : VpnSiteDeployment

i= Outputs Subscription

B Template Resource group

> Deployment details

" Mext steps

Go to resource

&30 wub) 998 WAN IJblo)s

I 1 vWan et .

All (29+) Services (3) Resources (1) Filters +4
ity

Resources (1) Soe all

% CX-vWAN Wirtual WAN

lwogdle IJoze g0 ubwds WAN I blo,sé
lJglo9é 2: wdysy pedple gul,6 Azure APIPA

swbdo Azure odysul luoldsl Jeougws IP 1Jglues Idod@lisss (APIPA) slgd puwles suslo
169.254.0.0/16 1Pv4.

1) bed IJesse IJelds po gdld Idlouald > Jszle 1o jse.



Microsoft Azure

Home - Cx-vWAM

‘s CX-VWAN |Hubs

" Wirtual WAN
|j-‘ Search | T, + MewHub ) Refresh
™ Overview
|,f-‘ Search for hubs by n... Clear all filters
B Activity log
*o Add filter
p;.‘{ Access control (LAM)
@ Tags Hub Hub status
¥ Diagnose and solve problems HE CX-vWAN-Hub @ Succeeded

» Resource visualizer
~ Settings

&= Configuration

i Properties

£ Locks
Connectivity

‘@ Hubs

loedd Ids louold p95e WAN IJblo,s

2) lowdd 06 1356 1Js IJleuold > VPN (p0 p9de 1Js 098¢) 9lody $98 IJboulb IJe g ws
oJdysu lJwslus.

i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
|. £ Search X« J Download VPN Config || Packet Capture [i] Delete gateway () Rese
JZ. Overview ~ Essentials
~v Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure)
ﬁ' VPN (Site to site) NAT Rules : O NAT Rule(s)_(Edit)
A, ExpressRoute VPN Sites  Metrics
&+ User VPN (Point to site)
+ Routing ‘ £ Search this page Clear all filters
[¥] Connection Policies Hub association : Connected < +? Add filter
B P A VPN Sites (O

IJhoolb IJogivgos Jodsso wolus 1Jsuo9d



3) wlbo,; J9zé zluwss Jugssy ewlhé VPN wee VPN Gateway InstanceO 9 VPN Gateway
Instance1. i.)'aJ E_Q_?|Q.___SQ PELPLPSU )88 J BGF: §ngIQ Jeolssu IP pely,ys JIJ posd
Jeuld3 BGP o, 1uuld IPsec. o3l (0,9, o el loe 1o suveepd APIPA g0sle Lops 03l

bowsdszs!: Bs 1dedd Ideuwes guslo Idubs): gd BGP 1egls) IP Jdlucisle JJsuesd s
peosdle Azure po FTD. Jl sglod Azure [ouvle BGP olwwgslpe FTD 31 Jly gosle APIPA 96>
IUlowosle soldelds sezlod FTD lojile 2l eBGP gJs JJ wdG ee Azure.

suwe dlzplds gu slobsy * g;ékég;}', LPPUSSU! U9 9lz> |Js Instance0 g Instance1 JJJ
Lowlb ISP 9seday IJlzplds po bogs 1odld ew) wy9099d9d IPsec pg puld3 BGP sy
Azure 9lJglzole ISP W yuleg FTD.

Lgav:iu wd9y 030 IJeulasy W9,6836: 99 03l IJgH o Sew wdssu guslu IUpuosye IJelus
9ldlzs) vs lduvedle 1UB)es6 130 Idos we wgsswol JIJ wd @ eds FTD JJluweésle.
bdbys el b sUbdd: Sz

S
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https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Edit VPN Gateway X

A Site to site (VPN gateway) enables you to connect VPN sites to a hub,

AS Number (O
65515
fout
Gateway scale units * (1)
lewi

1 scale unit - 500 Mbps x 2 W

Routing preference (0

®) Microsoft network Internet

VPN Gateway Instance 0

Public IP Address (0

Private IP Address () 10.2.0.4

Default BGP IP Address () 10.2.0.12

Custom BGP IP Address (0

169.254.21.22 [il] ==

169.254.21.2 [il] ==-

Peer Address -

VPN Gateway Instance 1

Public IP Address @
Private IP Address (1) 10.2.05

Default BGP IP Address (O 10.2.0.13

Custom BGP P Address (1
1692542222 i we

169.254.22.2 @[ “ae

Peer Address %

ﬂ Updating a hub can take 30 minutes or more. Learn maore,

oSy suldsu IP Jeolhé VPN Idpé o006 J BGP



edlebs: 9del sy, Azure. oo Ippdo 1o Suvog)rd 03l pos 30 38886 19 1Je,
Jduegsse.

IJg b9 3: o dose pedele VPN Jesde Azure VWAN

1) B wo9zs IJleuold > VPN (p0 p98¢ 1Js p98¢) sled wdasy p9se Azure VWAN. 9108, 999
X Jdpuwz 18elo Idpgser Idouodss IJpouods Jesuo p9lde VPN IJos op Glog logolJol.

Microsoft Azure (0, Search resources, services, and docs ((

Home . CX-vWAN | Hubs . CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) »

Virtual HUB
|;-‘ Search 5w - Download VPN Config || Packet Capture [i] Delete gateway () Reset gateway [ Manitor Gateway -
“E Owverview -~ Essentials
~  Connectivity Gateway configuration
. VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
& User VPN (Paint to site)
> Routing J Search this page | Clear all filters
> Security Hub association : Connected *7 add filter
» Third party providers VPN Sites O

» Maonitor

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.

et 89lpd oSt louold 19wy pse

2) 235 #lus 11 esh 1dezloys Jesde [dubwds 1Ugluos IUbloyss (VPN) 1Jp595 23sol 91,
B899 9,05 98¢ IJuvods Uzl os IUblo,ss (VPN).



i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
J Search X« L Download VPN Config || Packet Capture ]E Delete gateway O Reset gateway @
‘# Overview /~ Essentials
~ Connectivity Gateway configuration @ 1 scale unit - 500 Mbps x 2 (View/Configure)
B¢ VPN (Site to site) NAT Rules . 0 NAT Rule(s) (Edit)

A, ExpressRoute VPN Sites  Metrics

& User VPN (Point to site)

o . . _
~ Routing A Search this page Restore previous filters

(I¥] Connection Policies T Add filter

VP i ()

B Route Maps N Sites (0
Routing Intent and Routing
Policies

Check active filters when searching for a VPN site. VPN connectivity status might take a few mi
() BGP Peers

& Route Tables

ED Effective Routes —+ Create new VPN site & Connect VPN sites ;s«q Disconnect VPN sites O Refresh

v Security Page: |1 V

‘ Azure Firewall and Firewall

Site name Tl  Location
Manager

&' Dual-ISP-Site

~v Third party providers

looold lple p99e VPN

3) 8p wodssu Idpdalz ldpuue,d puvedl (PSK) Idpbdsw: &p Bp wodssu pedele IPsec
IJplodyws wldud) B9 gsh Idowssd Idptuoue. sev lu woblod pedele IPSec odo pg
od9sy FMC/FTD s IUgbyle 1UJIz9s. Jdewb: b9, gds wysosd.

N
odlzbos: o po 516 3¢ p pzpoes Diffie-Hellman (DH) ,$e 24 B 1Jluosl, 6.7 o
FTD/FMC.



Connect sites X
Virtual HUB

Security settings

Pre-shared key (PSK) l sssssssssssssins

Protocol (ke JEED)
IPsec © ( Default (NRD)

o When using custom IPSec/IKE policies, please ensure that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment

and rekey.
SA Lifetime in seconds * (O 27000
IKE Phase 1 (D Encryption * Integrity/PRF * DH Group *
GCMAES256 SHA384 v ‘ DHGroup14 v
IKE Phase 2(ipsec) (O IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 v GCMAES256 NONE
Propagate Default Route (O Enable }
Use policy based traffic selector (O
Configure traffic selector? \’&‘S—m‘:
Connection Mode (@) { Initiator Only ~ Responder Only:}

These sites will be connected to the [CX-vWAN-Hub] hub.

Site name Tl  Region ™
& Dual-IsP-Site eastus
//

oISy pdlose puvends puuodl 9pedele IPsec

4) olds po ldepld ©98s) p9de I ds 1JglLos [Ublo,ss (VPN) wozle.



Notifications X

More events in the activity log - Dismiss all v/

@ Successfully created VPN connection X

Successfully created VPN connection ‘Connection-Dual-ISP-Site'.

a few seconds ago

oldss 2lJs w98, p99e VPN
lJglb9eé 4: wpdsu souunsl BGP APIPA IJpguoue s posdle Loollb p9de VPN

1) B wopdss LBzs Luwds VPN (o0 098 IUs p988) 301> pu lu 095 21Us ads)
IJleuold subs) Ids weleol pel spdud po ldod) 998 Iduvdd IJosuolas ssuwer JI
lJud) Wes leuold weysy uveds VPN IJs euuo) 1JBlses [dpouwsJo o3l

== Create new VPN site & M &7 Disconnect VPN sites () Refresh
Page: |1
Site name T, Location T4 Cloud provider T. Connection Provisioning status T,  Connectivity status Ty
B & Dual-1sP-site eastus @ Succeeded ik Nof : :
-~ [l £ Edit VPN connection to
this hub

li] Delete VPN connection to
this hub

+ Download VPN site
configuration file

lJozdd pu wozs gpdss Ileuold 9o louald VPN

2) lody Jedsso louald Idboollb 1(ISP1) siigd pdale IUpuihds Ideuuewds (PSK) 1élwd
JJobosd p6 s 9elds po ldudy 998 1o pdsoowssd IJeelsy Jewsly IP 1Jpg o0 BGP.
90ESSU ol wsdsu guslu Idpuos ldpowds Jduvodle 1,866 130 IJos pwedso Ssp
28J g0l IP JJ9zos 1UslgJss J BGP IJos op louildol wgluwlbos FTDs.

B 290, 1Jioy szess ISP1 VT Tunnell |Js Azure Instance0 gJs oesso g09lo wdses
169.254.21.1/30: L supl Sgwss luole ISP1 VTI Tunnel2 IJelus eJs FTD gds IP o 9sp006
169.254.22.1/30 wp wgsswo Jdposd 1.
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N
pdlz 06 00 IUpzeed 1o crolz 1 lels 1eld PSK 1gluo o slehs 1Jod, s 2l
02p9806 PFS IJpzl3ss Ws IJ8lises IJpugwsdo s Azure.



Edit VPN connection

Basics Link connection 1

Link name: I5P-1-Link

Link connection

Connection status: NotConnected
Pre-shared key (PSK)
Connection Mode (D

Border gateway protocol (O

Custom BGP IP Addresses (1)

Link connection 2

@I oisable )

BEEREEEEE R RS

@ Initiator Only  Responder Only '_::

( pisable (LD

,\ Disable 4-”’//

Custom BGP IP Address

Instance 0 (O | 169.254.21.2 v
Instance 1 (D | 169.254.222 v
Use Azure Private IP Address (@ ves @D

Protocol (Kev2  IKEvt

Use policy based traffic selector (1)
IPsec @
SA Lifetime in seconds * (©

IKE Phase 1 (D)

IKE Phase 2(ipsec) (O

DPD timeout in seconds * ()

To change the protocol, please delete the connection first and then
create a new connection.

enable QI
( etault_ (LD

| 27000

Encryption * Integrity/PRF * DH Group *

| GCMAES256 | | SHA384 /| DHGroupl4 v |
IPsec Encryption * IPsec Integrity * PFS Group *

| GCMAES256 v

GCMAES256 | | NONE

:45

Review + create l

Previous ] I Mext : Link connection 2 >




odysu lesble BGP pg o006 Jlouold ILoollb

3) Uy, Idgbsle Iuwle 86 sbw @ IUpedele IUpb w86 Lopu louald IULeulb 2 (Loolb ISP2).
gws Ildeldi o) B9 lugile.



Edit VPN connection

Basics Link connection 1 Link connection 2

Link name: ISP-2-Link

Link connection : Disable

Connection status: NotConnected

Pre-shared key (PSK) @

Connection Mode (0 : Initiator Only  Responder Only
Border gateway protocol (O . Disable m
Custom BGP IP Addresses (D [ pisable (I

Custom BGP IP Address

Instance 0 | 160.254.21.22 v
Instance 1 O | 169.254.22.22 v
Use Azure Private IP Address (O Yes No
Protocol IKEv2 IKEV1

To change the protocol, please delete the connection first and then
create a new connection.

Use policy based traffic selector (0 ~ Enable .

IPsec @ Default (@R

SA Lifetime in seconds * (O 27000

IKE Phase 1 (O Encryption * Integrity/PRF * DH Group *
GCMAES256 SHA384 /| DHGroup14 v |

IKE Phase 2(ipsec) @ IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 GCMAES256 v | MONE

DPD timeout in seconds * (0 45

odysu louold Idhoulb |eshble BGP 1Jeg o006



4) oo,y IJIgbl)le W6 9lz06 puuwgsp AZure woe pops IJozrse.

=X o) ¢ o &

Notifications

More events in the activity log —

=== Updating VPN connection
)N View
Updating VPN connection 'Connection-|

ledlp woe popd wease Azure

IJgLo9s 5: wussd oV odosu pade VPN

1) B wdw L8 Ubwds VPN (o0 0958 IJs p98e) Ses Azure. lgw, Hes Idundd IJul$uo
eds 18uos sesu 998 VPN IUss wp wdssuo glge) IJgsh wusisd pdw wdssy pade VPN.

+ Creste new VPN site & Cos VPN sit &7 Disconnect VPN sites () Retresh
Page: | 1
Site name Tl Location T4 Cloud provider L Connection Provisioning status T4 Connectivity status 't
B & oualisp-siee astus © Succoeded A Nt conwe 5 ¢ vpN connectionto |

this hub

[i] Delete VPN connection to
this hub

4 Download VPN site
canfiguration file

ouisd gsh pdd odysu p9de VPN

2) 1b8) V938 vy ool Joujsd IUboulb IJogigws.



ﬁ Download Site-to-Site VP... x

Dual-15P-5ite

®) Create new [ ) Use existing

ﬂ The file is ready to download

Click here to download 4+———

oujsd pdd odssu psde VPN

lJeyedd IJeluss: odosy FTD Jlouold ISP 1Jej39z o Azure VIWAN
lJgbes 1: wedsd wdsu VPN IUss wpe wuisdo

1) [Bee pdud IJod3:§Q lJ3s wp wujsdo 9sbo, pere puvluo Jusgsy Jlisy JavaScript (JSON).
oo Idperzle 2o IJdlsusu Idpdosvss s 1Updd. 99, 030 ldpedple yusldl pdsol
Jodosy FTD.

)

edlebs: sdogwsy [Ju,dsic sup o8dse 1Jexss pu ldJlsole g6, 3o UyoJé 3i_,'3|3_
IJeSlose/lddse pu led 1dlsel.

S

pdlebs: swp eduw oyose JIisu JSON g, ISP-Link-1 WOs 1Jpdw 1U3s wp wujsdo.
Seod dupdd IJosuolas Ss 1ble ey Jisy ISP-2-Link pe wdssve IUSIeJ
Jdobosy.

{

"configurationVersion": {

"LastUpdatedTime": '"2026-09-25T20:20:26.7658453Z2",
"Version": "15221e61-4e2c-42f5-b9%e4-96d674f5a9a3"
},

"vpnSiteConfiguration”: {

"Name": "Dual-ISP-Site",

"IPAddress": "FTD_ISP1_WAN_IP",



"BgpSetting": {

"Asn": 65532,

"BgpPeeringAddress": "169.254.21.100",
"PeerWeight": 32768

3,

"LinkName": "ISP-1-Link"

3,

"vpnSiteConnections":

[

{

"gatewayConfiguration": {
"IpAddresses": {

"Instance0": "InstOIP",
"Instancel": "InstlIP"

1,

"BgpSetting": {

"Asn": 65515,
"CustomBgpPeeringAddresses": {
"Instance0": [
"169.254.21.22",
"169.254.21.2"

1,

"Instancel": [
"169.254.22.22",
"169.254.22.2"

1

1,

}

1,
"connectionConfiguration": {
"IsBgpEnabled": true,

"PSK": "PSK",
"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",
"DhGroup": "DHGroupl4",
"SALifeTimeInSeconds": 27000

[ O R

lod 03l ldperz Jesze Slow wdse wldpld IUgbyle.

lJzlb9s 2: wdosu glzole luwaele puos) wedse IJLhoullb BGP

weolg bgldle odsse gly BGP Lopu gpdsoe BGP 1Ugluos o FTD (IJos wp odssuol WOs
lJgbsle 1UJIz 86 eJs FTD) IJs puos) Slow spod wdsso boollb BGP IP AddressSin IJgl o
« Azure Site Link |Jpo9l9,9.

1) loodd IJs Uizoss > bls 1Jizojs.



Al Cloud-delivered Firewall Management Center
CISCO Devices [ Device Management

Monitor

KS Insights & Reports

Devices

Device Management

Template Management

Tl
x

Upgrade

Threat Defense Upgrade

# Events & Logs -
Platform Settings Chassis Upgrade
ng.' Insights & Reports >
i FlexConfig
Manage Certificates
GJ Policies >
— Show less

&= Objects

iim Devices

lowdd IJs bhé 1Jizejs B pd; b6 FirePOWER

S

pdlelbs: suuegsp o3l ldpgow) e bhé el Ideelsé 1Uds wp wasosde o) lduwelos
(CDfmc): 90 3JY: wods IUgbsle uwdywol Llduuwes J FMC Idezdso.

2) 1udy eJs FTD Id3s wd9p wodssuo Jeoly VPN JJw,e/ldpsde 39> wloueld ISP 1Jes9z.

[ Vi (L S WU I =

© CXvWAN-FTD-2
N/A - ROUTED

10.0.0

wzdss FTD Jugi, IJodssy
3) 1) W93 ISl s IJpuuwads 1ol96 slzolo: & lud) 998 Slzod Iluwaeele.

CXvWAN-FTD-2

Cisco Secure Firewall Threat Defense for AWS

Device  Interfaces Inline Sets Routing DHCP  VTEP

Virtual Tunnels [ 1 Search by name

Interface Logical Name  Type Security Zones MAC Address (Active/St... IP Address PathMon... Vif Redundant Interface

] [ Syne Interface ] [ Add Interfaces + ]

Sub Interface

Bridge Group Interface

Management0/0 management Physical Disabled Gid

Virtual Tunnel Interface

Ethernet0f0 15P1 Physical Disabled Gig

Loopback Interface

Ethernet0f1 1sp2 Physical Disabled G

VNI Interface




luolB6 9lz0s IUluwenzle 1Us 1Jzols

4) bgd lgup Jsleosd Ilguenzle: 90lds pu wpass ¢lus IdIRosh wpdsy «shed perd
IJlgweszle. bgd 1Jsods 131 Iy 3 pbodool. swpess 1o pldol lo@, B9b edles IJowsse

IPv4.
Add Loopback Interface ®
General IPva IPv&
Mame:
[ bgplLo-15P1 1
Enabled

Loopback ID: *

(o )

{1-1024)
Description

bgpLo-15P1 Lo10

odysu pedyple glzos IUluwezle 98 usly IPV4

5) i)é.J euolu IP IJlgweszle JsYau 09 gusly IP JULowlb BGP 1J3s wp wdsue Vs IJgbsle
lJuwlo s Jhooulb e de ISP1 Ws Azure. sop luwegsle IP o3l Jp o, wease BGP gds
lJlesle IJos wp wdysuol vsu posdle FTD 9 Azure g, ISP1.

S

pdlzbé: spdod IJluvlhs |Us 1J3ses [dos we wgysdol oo Yod Vs wdssy VPN
JSON IJ3s wp wujsde uoew vpnSiteConfiguration.BgpSetting.BgpPeeringAddress J
ISP1



Add Loopback Interface @

General IPv4 IPvE

IP Type:
[L.Ise Static IP w J

IP Address:
[ 169.254.21100/32 ]

o TORIGRI V2S5 255 255.0 or 1921681124

Cancel

Ibgd sl IPv4 Jdloweozle slupgb poldd

6) J, Idgbsle [Jw,es06 C-e Vs o3l lJouwduvd Jodssu luvazle ISP2 BGP.

Loopbackl0 bgplLo-ISP1 Loopb... 169.254.21.100/32(Static); Disabled Global

Loopbackzo bgpLo-ISP2 Loopb... 169.254,22.100/32(Static);  Disabled Global ¢ a
lousle slzole IJlguesele 1Jlsds sldeloss

7) ledb IJodssu IJglue oI,

You have unsaved changes m m

b lJogssile
IJg 96 3: wdysu Jlsule vog Ideszds 11Jer2ds 2

1) Jodssu wdgsy IKEV2/IPsec IJpblog eds FMC |Js péloble VPN J FTD: lgo@d IJs bl
> dl:sglo‘glg.g;yLéJ lJs Slspeo IJooudd |Js VPN 9o9 e 1J8lises 18,886, Bp wodssy wog
IJeszds IJlsds J IKEV2 g6 bo,sd Rosh wor IKEVZ B 1JS8kses 9ldud) 998 wor luolds
IKEV2.



i Add 1Kevz Policy NG
IKEvz Policy . JEE

_

Port Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryption keys, and automatically establish IPsec security
associations (SAs). IKEvZ proposal, you can select multiple algorithms and modulus groups in one policy
> Prefix List

Route Map

Hame
> Sﬂcljfl'.'y Imte |Igﬂ-ﬁEE
Sinkhole AES-GCM-NULL-SHA
SLA Manitor AES-GCM-NULL-SHA-LATEST
Time Ra nge
AES-SHA-SHA
Time Zone
AES-SHA-SHA-LATEST
Tunnel Zone
T DES-SHA-SHA
Variable DES-S5HA-SHA-LATEST
Variable Set Urbrella-AES-GCM-256
WLAN Tag
w VPN

Certificate Map
Custom Attribute
Group Policy

IKEv1 IPSec
Proposal

IKEV1 Palicy

IKEv2 IPsec
Proposal

IKEw2 Policy

Secure Client ; .
Customization Displaying 1= 7 of 7 rows 4 Page| 1 of 13

Secure Client File

louule Jlisy woz IKEVZ gas>

2) Isgd lgupl Juog IKEV2 IJgsss: 9lg e, 1JI9Jess 9/ls pas IJzsls. wlds po wblod 1duwslywé
eds JJl byus IJQ;?é ;égé,ol Swedd wldujlod 9|Jou§u_'9g__s_, 9ldolbswas IJg yuglisso 1Jjlis96
(PRF) 5pzp9g6 DH. I2e)o s 29bjpsé/preses euues lu wdlep pg Azure o v dsd 9b 9o $6
SUPSSI.

pdlebo: spdoud IUlGuls |Js 030 IUBse 1U>8896 slgd pdud IJo s 1U3s wp wujsdo
eJs vpnSiteConnections[0].connectionConfiguration.IPsecParameters



logule w§|wo IKEv2

2Bb yog IKEV2

New IKEvZ Policy @
Marma:*
Azure_IKEVZ ]
Description:
| ]
Priority:* [1-65535)
E.ihllma: seconds !125-215?583“”]
3800
Avilable Algorithms Selected Algorithms
Inegrity Algorithms MDS SHALSE 8|
Encryption Algarithms 5HA
PRF Algarithms SHAS12
Détfie-Hedman Group
SHAZR4
MULL

.

3) ol o sop IJodssu o) B9 edb.

Edit IKEvZ Policy @
Nama:*
[ Azure_IKEvZ ]
Description:
[ l
Prigrity:® [1-E5535]
(s J
Lifitime: secands (120-2147483647)
[ 3600 |
Avallabde Growps Salected Groups
Integrity Algonihms 1 ] [ﬂ] 14 n] ]
Encryption Algorithms 2
PRF Algorithms 5
Ditfie-Hellman Group
15
L.
w0
20

4) Bp wodysu pedpele IJpyeds 2/IPsec B IJ8lises [J9,es6 Jp 9o,z IKEV2 IPsec 9lud,)

999 lol9s pdu,z IKEV2 IPsec.



o IKE21Psec Proposal v ]

Port Pig ana it it IERAKMAR, [Pl Raprs BQ000 10wk & parlicular PrOTest & datn ficw, In BEVE IP3es Propodal b, yo
Hash Algw:n-mq. are qbequ I:runnq IKEVZ negoliations, e poers s4Hect the modl Spgeoprialy wm-; 1|u|1 ach suEporL

¥  Prefic Lig
Routs Mag
Hame
¥ Security nbellgence

Shrichobe AES-GCM

SLA Monftor AES-SHA
e e DES_SHAA
Tievwt: Tan
e Usnibrella-AES- GCM-256
URL
Variabie
Variatis Set
VLAN Tag
w WEH
Gertificale Map
Gustom Atiribste
Group Policy

TR IR
Proposal

IHEw1 Podcy

IKEWE IPgge
Fropasal

[Tr .

louble pdenz IKEV2 IPsec

5) Wp vouupssd pdu,z IKEV2 IPsec goles pu pehle v w IJleshble. ez Idluwoeled o @,
999 pVb.



Edit IKEv2 IPsec Proposal ®

MName:*

[ Azure_IPsec ]

Description:

| |

Available Algorithms Selected Algorithms

ESP Hash 1-: Add | | AEs-ccM-256 [ |
ESP Encryption AES-256

AES-GCM-192
AES-192
AES-GCM
AES

3DES

DES

\ y. hy o mmem e om s a e e e

luwe pdee IKEV2 IPsec 5lo g, 999 il
IJgb9s 4: wdosu 9lzole IJud @ IJbloyss (VTI)

1) loodd [Js IUizoss > bls 1Jizojs.



Al Cloud-delivered Firewall Management Center
CISCO [Deyices | Device Management

= Devices =X
Monitor
: Device Management + I Upgrade
E;E.' Insights & Reports »
Template Management Threat Defense Upgrade
# Events & Logs -
Platform Settings Chassis Upgrade
2;'5' Insights & Reports >
i FlexConfig
Manage Certificates
GJ Policies >
— Show less

&= Objects

iim Devices

loedd IJs 1bls 1dlzejs B pyd; Isl)s FirePOWER

2) lud) W99 FTD 138 o @9p wodysuo Jzoly VPN JJd,e/ldpesde wlgwedsle louold ISP
IJej092.

[ Vi VAW 1 S

® CXvWAN-FTD-2
N/A - ROUTED

10.0.0

weass FTD Juuu, IJodysy
3) ludy W9l IJBlspo IJpuusds |uols glzolw 9lE e, 9lzoo IJuwd§ IJbloyse (VTI).

Device Interfaces Inline Sets Routing DHCP VTEP

Virtual Tunnels [ 1 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]

Sub Interface

Interface Logical Name  Type Security Zon... MAC Address (Active/St...  IP Address Path Moni... Vif Redundantinterface

B 1 o Bridge G Interf;
Managementom management Physical Disabled Gl ridge Group Interface

) Virtual Tunnel Interface
EthernetdfQ ISP1 Physical Disabled el ‘

louble 9lzos 1o § [Jbloys

4) i)éJ pedyple IJu . AR pU w2dSd ¢lud IJIRosh wedsu sop beld IUluwe (IJ9owd
Isuol 131 Iy 3JY pbodoul) sswp lgosh pubbds Idiely IJlgoshss. §p weelsls IJslzos
IJILodsé IJuoeses Juy9e9dsd ISP Jodsse VT bule: p @ wodssy gwsly IP IJpolwe
Jlouold IPsec JJodé 1Uslgds J VTL Iogb sds 0918 sus 1IJeplJ.



odese s9uoe huwe ldotbsbs Ieszes IJeiss po lduwslS eds edosu Vé%l
lJpezopd Jlouold Azure Dual-WAN olwogsle FTD.



Add Virtual Tunnel Interface ©)

Tunnel Type

@ Static O Dynamic

Name:*

[ ISP1-Inst-0 ]

Enabled
Description:

For "CXvWAN:-SiteB-ISP-1-Inst-
| 0" VPN topology

Security Zone:

Azure-Spoke-Zone w

Priority:

0 1 {0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates
for the VTI.

Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

Ethernet0/0 (ISP1) w [ Dynamic v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O Ipve

IP Address:*

(@ Configure IP l 169.254.21.1/30 J [ )

lognle [gsble 9lzos IJo s IUbloys



5) Gp wodsso 3 slzole VTI | olldss o, slzole ISP 9 1SP2 1JioJ.ss.

Interface Logical Name Type Security Zones MAC Address (Activel/Standby) 1P Address Path Monitering  Virtual Router

E Managementd/0 Managemen Physical Disabled Global Q<

[@ ethernetojo I5P1 Physical Disabled Global &
Turninell ISP1=Imst-0 i} Azure-Spoke-Zone 169.254.21.1/30(S1atie); Disabled Global &0
Tunnel 15P1-Inst-1 vt Azure-Spoke-Zone 160.254.22 1/30(Statle); Disabled Global &0

[ ethernaton 15P2 Physical Disabled Global &
Tunnel3 I5P2-Inst-0 VTl Azure-Spoke-Zone 169.254.21.21) 30 (Statie); Disabled Global &0
Tunneld I5P2-Inst-1 ¥l Azure-Spoke-Zone 168.254.22, 21/ 30(5atic); Disabled Global &0

Loopbackld bgpLle-15P1 Loopback 168.254.21.100/ 32 [S1atic); Disabled Giobal & 0

E Loopback20 bgplo-15P2 Loopback 169.254.22.100/32(Static); Disabled Global - |

odosu 9lzole IJud 1Ublo,ss IJl ol ss

9) ol pu 1Jod) B9 2l Jedb Ieéssle.

You have unsaved changes BEEVE Cancel

b lJogss)le

IJz 096 5 98.s, plbolole IUubods 1glLos 1Jblo,ss (VPN) g0y wu9esdsd IPsec

1) loedd IJs bhs > Ileualdle 1Jlews > 1w ds 1Jgluos [blo,ss (VPN) po 298¢ 1Us p98e
9uwJs SD-WAN.,



alali.  Cloud-delivered Firewall Management Center
CI5€0  Devices [ Secure Firewall Interfaces

= Secure Connectio.. = x

Maonitor
Site-to-Site VPN & SD-WARN
A% Insights & Reports b
Remote Access VPN
# Events & Logs ?
Dynamic Access Policy
EE Insights & Reports >
Manage

(1) Policies >

%= Objects

| 'ia Devices e

&° Secure Connections

sy 1psde Jleuoldle VPN 9 SD-WAN JJpes ée

2) 168, lpl W98 IULoulb IJouvgws Jodssy pelob VPN 1Jisds B poowed Ulblz IJlsJs.
9 108, B98 IU), luolds .

Last Updated: 05:20 PM m MNAT Exemptions Add

1  Select... / = | Refresh

”~

Mo VPN topologies are configured. Create a VIPN Topology.

luolds odysy pelblb VPN 2>

3) e luwp pbb JJobdd 1Jisd go) Loolb ISP 1Us pesd Azure. 16, B9 5, olss VPN
IJpuwews [Js Ideuwlh 8lo®y 898 wsg pebb IUobs) lUs IJobs) VPN. Cezys e pld: 108,
993 lowle.



Create VPN Topology ®

Topology name *
[ CHXvWAN-5iteB-ISP-1-Inst-0 ]
VPN Type
New - N\
(©) SD-WAN Topology (®) Route-Based VPN (O Policy-Based VPN
' o ':_ - ) . _ ) _I ) A A\ SASE topology cannot
) '_ T e be selected because
Select VPN Topology Secure Access and
Select VPN Topology Select VPN Topology @ U ntf:-.rr_al a al. @ not
configurec
@ O @ Hub and Spoke @ Prerequisites
@ Peer to Peer
Prerequisites @\
J J J J

Create

Cancel

odosu u9g pebl VPN Idpwows [ds 1deuwls

4) TsJI. ito_, lJe 936 Aguew IJslspsd Idpouuwsdé IJzols IJos wuvs) IJs FTD IUJ3s swos Iols
lJuveds 1Jgloé IUbloysé (VPN) oo Azure. ogs IS Sedu lJdpeldz VTis Idpwles pu 1Jzolje 2>
VI polawe 1dis 1dslzes 1JIuedss sldpasd 1dss @9 vodssue pu Id8lses IJpuuwsds. eu
Blisps zoly IJe@se (v) 2o, Idzluw Azure Jsdoy 956 Extranet W s wdgsy pglob VPN. olds
o0 ooy luve pldewd JJg 96 (0) wldluolds |Js IJelds oo 1eld gusle IP Joudbs [Juolss

lJpuluwe. 9ope 1Yo pldol lu@) W99 edled IJowssey IKE Joudss odssy od9d Ideyzds 1.

S

pdlzbo: spdud IUluulyoe |Us Wsp euwdlo IP Judbs wolso ldpesd Vs pdud IJodysy
lJ3s wp wuisdoe eds vpnSiteConnections[0].gatewayConfiguration.ipAddress.instance0
9vpnSiteConnections[0].gatewayConfiguration.ipAddress.Instance1



Edit VPN Topology

Topology Name:*

[ CXvWAN-SiteB-ISP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version* (] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ CXVWAN-FTD-2 v J [ Extranet v J

Virtual Tunnel Interface:*

[ ISP1-Inst-0 (IP: 169.254.21.1) v ] +

Tunnel Source IP is Dynamic (DHCPJEdit VTI

Tunnel Source IP Address:* @

[ =

Device Name*:

[ Azure-1SP1-Link-Inst0

Endpoint IP Address*:

[

D Send Local Identity to Peers

+ Add Backup VTI (optional)

Additional n

weasd vl wolsé bugdzs! 1Ue 956 Aglde 956 B

Cancel Save

5) Gp wlJopss) Bs Blises IJoudd IJs lesble IKEV2 glud) W9 lsdsws 1dJpe Idsueluo
Josy Iduwsluwle 1Js uvsluws IKEV2 1Jos wp odssuol pde)l. wes 3dd: ge; gsh IJpselz
lJss9s Idpuve,d puwodl po lJSlsed 1Jeouwsds uog |Jrouo|>._§6‘_9i>éd PSK IJ3s wp wdgsuo
puwwdl Vs Azure. 9o o) Yo pldol @) W99 edlpd [Jowysy IPsec Jodosy pedple vl

IPsec JJpyedd 2.

S

pdlzbo: spdud 1U)zee 1Us Idpelz IJpgveyd puvedl BOs pd IJodssy 1U3s wp
wujsdoe gds vpnSiteConnections[0].connectionConfiguration.IPsecParameters.PSK



Edit VPN Topology ®

Topology Name:*

[ CXVWAN-SiteB-ISP-1-Inst-0 ]

Metwork Topology:

Point to Point

IKE Version:* [ IKEv1 |V
Endpoints IKE

IPsec Advanced

IKEv2 Settings

Policies:* { Azure_IKEv2 ¢

Pre-shared Manual Key v "’/_—

Authentication Type:

Key:*

Confirm Key:* [

D Enforce hex-based pre-shared key only

oSy lesble IKEV2 9pbulz 1dpuol> $0

6) ludy 898 ls 8906 I8 p Iuoluo 1deeless J pzeses wz9sd pdwoz IPsec pu IKEVZ. slew,
pedple yuslyws IPsecldos wpe odg‘,_sg‘;,ol puvoldl olds pu CESS) BSpS p36 lJule
Jeblo@e leshle VPN J Azure VWAN. Cpz)s oldss Idpgdsple IJos wp wdysuol lu@) 9.9
eb.

S

pdlzbo: spdud IUluulo |Us @spo IJgp) IUIVe,)lios Bs pdu IJodssy 1U3s wpe
wujsdo eds
vpnSiteConnections[0].connectionConfiguration.IPsecParameters.SALifeTimelnSeconds



Edit VPN Topology ®

Topology Name:*

[ CXvWAN-SiteB-1SP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals 4 IKEvZ IPsec Proposals* /4 4

tunnel_aes256_sha Azure_|Psec

"

D Enable Security Association (SA) Strength Enforcement

D Enable Perfect Forward Secrecy

Modulus Group: ~

Lifetime Duration*: 27000

| —

Seconds (Range 120-2147483647)

Lifetime Size: [ Unlimited ] Kbytes (Range 10-2147483647)

Cancel

oI9Sy 036 IJgp) Il el sos Jpdoz IPsec

7) Iy, 1dgbole 1J,ess IUuslods soew 1Ugbgs 5 Jluusle ludl g Azure IJig s eu, ISP
Instance1. 9 ISP2 Instance0. 9 ISP2 Instance1.

> CXvWAN-SiteB-15P-1-Inst-0 Route Based (VTI) Point-to-Point Deployment Pending w ¢ 0
> CXvWAN-SiteB-1SP-1-Ingt-1 Route Based (VTI) Point-to-Point Deployment Pending & 1
» CXvWAN-SiteB-15P-2-Inst-0 Route Based (VTI) Point-to-Paint Deployment Pending w & 0
> CXvWAN-SiteB-I1SP-2-Inst-1 Route Based (VTI) Point-to-Point o &

0~ Tunnets

louwle p9 3¢ luolds Jpglbolbole VPN Jdesbe

lJglb9eé 6: IJog 9l pu busdses! yvodé VPN

I>¢J b System support-diagnostic-cli. sldew en. & p loé b enter (slzoé Lwlo, 1Jisle, (CLI)
JJ,les VO $§b).



1) cedd pu louold udd 1Jpseds IIsds pu IKE.

“show crypto isakmp sa | i UP|READY"

2) weldd pu louold Ieseds lJeluss e IPsec.

show crypto ipsec sa | i int|current_peer|pkts

~

edlebi: g0 &2 le)le leelule lely IPsec (SA) 9 pdsle BY wuuvds, PKTS ggsbsle
O o s PKTS 1336 WO 1Ujslhé: 9JIJu gpdsle wuvds,) PKTS 9 PKTS Jsuwe
J3JY: Bpu IJpu9de 229¢ 3JY Vs o3l ldwsulss. selad Azure odyso zsulo BGP
€ euldsu puwles IP 1Ugluo6 JJeeey: 9dl 889 Azure wose lJodly o 131 iy 1Jbb e
lJpzley suvwgse euslo BGP J APIPA. oo puw99dso IJzols Idpouod o Azure woe
&Bl9Lo BGP g0 |uwegsle APIPA 1Jpg o 0.

3) w28 pu louold IUbo s 2.

show arp

4) o283 pu wozSO IP.

show route

5) cudss IJedlb gds slzole ISP1 g ISP2.

capture ispl interface ISP1 match udp any any eq 500
capture 1ispl interface ISP1 match udp any any eq 4500
capture ispl interface ISP1 match esp any any

show cap

show cap ispl

show cap isp2



6) IJoevy pu Azure - luod IJs Jozs suod VWAN > |JloLold.> p9l ge VPN > i'ao_) lJe9 8¢
lJ3>s wp wdysuvoe.

Links

D Link name T4 Link provider name T4 |Connectivity status ™,  Hub name

D ISP-1-Link ISP1 Instance(: Connected, Instance1: Connected CX-vWAN-Hub
[_] ISP-2-Link ISP2 Instance: Connected, Instancel: Connected CX-vWAN-Hub

lJoedd pu louald Azure Link

lJgbb9es 7: od9sy ECMP

1) loedd 1ds bbb > Tzes6 > 11,6 1Jizo6 9lud, B9 FTD.

Al Cloud-delivered Firewall Management Center
CIS€O Devices [ Device Management

= Devices =X
Monitor
: Device Management « | Upgrade
£¥  Insights & Reports
Template Management Threat Defense Upgrade
# Events & Logs
Platform Settings Chassis Upgrade
Bf_H Insights & Reports
i FlexConfig
Manage Certificates
@ Policies
. . — Show less
a® Objects
'I';m Devices
lowdd IJs Lo Uiao)'é WO pydj blye FirePOWER
INf™ IV 1 LS
® CXVWAN-FTD-2 10.0.0

wess FTD Juuu, Idedssy



2) 168y 998 edled lJowssey worse slew) wu9wsdsd bls IUpzess lh$es (ECMP).

Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

[ Global W ] VRF Name:
Global
Virtual Router Properties o
Description:
ECMP
BFD
OSPF Select Interface:
OSPFv3 1 Search

lesble IJodyso pogss Idpuwble powlyss IJodJuwes

3) b b §o suLSS.

Equal-Cost Multipath Routing (ECMP)

Fidd ]
o

Thetre are r ECRMP 200 reconds Add

luolwds [eshble wdssy pogss Idpuwble pouwlyss IJodJds

4) Bp wopsd pub s ECMP. 9lu@) 998 glzole VTl IJpwlze: &p lu@) 998 1J)) luolds
Jobosdoe gds gp9> 1Jlzole 1pe36 9108, 998 p9ld.



Add ECMP ®

Name
[ VTI-ECMP ]
Available Interfaces Selected Interfaces
ISP1 ISP2-Inst-0 o
ISP2 ISP2-Inst-1 O
ISP1-Inst-0 O
_, ISP1-Inst-1 O

/

weasd lJlzole Jpub s 1Jpuwble 1Jpogsss powlss lJodJwes

5) olds pu b IJogss)le Jos lzyswol.

You have unsaved changes BEEVE Cancel

b lJogss)le

IJz bb9s 8: & o5, BGP



1) vpdsu gpdsé BGP gJs FTD wew lJugzsoe > IJlesble 1Jgles > BGP. 25 glus IUIzosl,
Cpdsu w9w9dsd BGP: 9bgd 1 8p AS IUss wp odasuo puwodl SO Idpeszds IUlsds: [Jglbys
1d. loedd wedly IJoszse > BGP > IPv4.



Device Interfaces Inline Sets Routing DHCP VTEP

Enable BGP: @ +—

Manage Virtual Routers AS Number*

[ Global N ] [ 65532 ]
(1-4294967295 or 1.0-65535.65535)
Virtual Router Properties Override BGP general settings router-
Router Id
ECMP
[ Automatic v ]
BFD
OSPE IP Address*
OSPFv3
EIGRP
General
RIP

Scanning Interval
Policy Based Routing

Number of AS numbers in AS_PATH at'
v BGP
Log Neighbor Changes
IPv4 g g E
Use TCP path MTU discover
IPv6 P Y

. Reset session upon failover
Static Route P

v Multicast Routing Enforce the first AS is peer's AS for EB

IGMP Use dot notation for AS number

PIM Aggregate Timer

Multicast Routes BGP community new format (AA:NN)

Multicast Boundary
Filter Best Path Selection

Default local preference

General Settings
BGP / Allow comparing MED from different n

Compare Router ID for identical EBGP



wpdsu gpdss wu9wsdsd IJeohd 19586 Lopu IJlesble IUgled

2) ol eu wzdSd glud IJlesh wedsy IPV4 Jgpdss BGP. 9lu9) 99,9 ezl Jodssu esilu

BGP w.s Azure.

Enable IPv4; @ AS Number 65532

Manage Virtual Routers

General Neighbor

[ Global v ]

opdsu gpdsd wy90999d 1dewhs 1Uza9:56 J IPv4

Add Aggregate Address

3) bgbys + soSS.

/+Add

Remote Private AS Number Description

lUo196 21y u9w9d9d wIlub 2295 2os>

4) bed pedsple wzubs, ISP1 Instance0 BGP. 9l,ze BGP 1Jpuil) |Uso po p2sy VWAN glsJo
Jzolj Idugdpe g0 wed Idpzly) AS: 9loe 1Uguow bl Juo wygw Vs 3JY. 1uE) W98 gsbhlw

P9 p0.

S

pdlebbs: olds pu lposh puos) wease BGP JJluilys 1Js luveele sleole VTl ¢Js FTD
IJ3s wp wessuo gds howlb ISP11U3s wpe wdsuo ds Azure.



Add Neighbor ®

IP Address* Enabled address

[ 169.254.21.2 ] (] As override

Remote AS* (] Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(rr 3 )

Update Source:

[ bgpLo-ISP1 — ]

Filtering Routes Routes Timers Advanced Migration

odsu pedople wullb, w9099 IUwslué [Jz29356

5) Lopu Blispd ¢shle podres Jodssu el BGP eds FTD: spdud wEss) €20 uddle 8o
lJo@le (TTL) pu lesl eBGP IJle,)luos po 1 zoued IJs 08 pogs). I odss udllb wolso
Azure BGP oo oJé puluiné gu) IJodd sled wuss Azure Il wluwsé. 9spsd 1Js 1o sIou
ould IJpiss pu lJoddle lJs udbs IJuolss pu wuosse eBGP TTL IJIG e, luos J 1. 9lod,
99,9 OK.



Filtering Routes Routes Timers Advanced Migration

D Enable Authentication
Enable Encryption
0 w

Password
Confirm Password

(] send Community attribute to this neighbor
(] Use itself as next hop for this neighbor
D Disable Connection Verification

@ Allow connections with neighbor that is not directly connected

(O) Limited number of TTL hops to neighbor
TTL Hops

o l
(1-255)
(] use TCP path MTU discovery

TCP Transport Mode

[ Default v ]
Weight

Lo l
(0-65535)

BGP Version

[ Default v ]

lesblo gl woswedsd Idegwlhé 1Ues93s6 1Jpw 8506

6) U, IJgbosle IUB,es6 pu 3 1Us 5 Jodaso Tunnel2 Joosd ISP,

7) Iy, 1Jgbsle 1,880 o0 3 1Js 5 pyosu Jodasu pedsele weese ISP2 instancel/instance
BGP.

S

pdlebs: oleds U leuslh) puod) wesse BGP Idezlzs JJlunlé |Js IUluwezle Jolgole
VTl eJs FTD IJpgswo IJs bowlb ISP2 1Jedyy Os Azure.



Add Neighbor

|P Address*

[ 169.254.21.22

Remote AS#*

[ 65515

)

(1-4294967295 or 1.0-65535.65535)

BFD Fallover

[ none

]

Update Source:

[ bgpLo-ISP2 4

]

Filtering Routes Routes

D Enable Authentication
Enable Encryption
0

Password

Confirm Password

Timers

Enabled address «———
(] As override

(] shutdown administratively

Description

[ )

Advanced Migration

D Send Community attribute to this neighbor

(] Use itself as next hop for this neighbor

[:] Disable Connection Verification

@ Allow connections with neighbor that is not directly connected

() Limited number of TTL hops to neighbor

TTL Hops

[10

J

(1-255)

D Use TCP path MTU discovery

TCP Transport Mode

M.

odosu g BGP Jpwsd ISP2 1

Cancel m



Add Neighbor ®

IP Address* Enabled address /

| 169.254.22.22 | () AS Override

Remote AS#* D Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= J

Update Source:

[bgpL0~ISP2 — . ]

Filtering Routes Routes Timers Advanced Migration

[:] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

[:] Send Community attribute to this neighbor
[[] useitself as next hop for this neighbor

() pisable Connection Verification

@ Allow connections with neighbor that is not directly connected
O Limited number of TTL hops to neighbor

TTL Hops
|10
(1-255)

[:] Use TCP path MTU discovery

TCP Transport Mode
r- . . 1

Cancel

[

odosu gl BGP 2 posJ ISP 2

Address Remote AS Number Address Family Remate Private AS Humber Description

168.254.21.2 B5515 Enabled &0
169.254.22.2 65515 Enabled &0
160.254.21.22 65515 Enabled &0

160.254.22.22 5515 Enabled &0



odoso wolisg BGP 1Jezly) JJwolss

pllo sepdlod) edb.

You have unsaved changes m

b lJogssile

Soubdd I8, uos: 89 BGP wotuse puwly 9les IUIB Lo Béb B zosd IJwszse: zos
9J9 wp odssu ECMP g zpse VTIs [s Azure. szo opdso puvblo BGP 1Jpogsss wuvdJ
U0 oS sop wiuse JJl dpuwhsu ldpoedpsu Sluwedslpopl Bs O IUsSw.

lJglb9é 9: vdysu puwble eBGP 1Jpwgss6

1) loedd IJs IJwszsoe > BGP > IPv4. 9lu9, W99 edles IJowssw General « &p @) 999
ls 9906 IJ9dpe Iyuolue 1dpelsss Jeie Idleless o) puuble pogass.



Enable IPv4: [  AS Number 65532

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Rot
[ Global v ]

Virtual Router Properties Setting &
ECMP Learned Route Map
BFD
ot Administrative Route Distances 174
OSPFv3
External 20
EIGRP
Internal 200
RIP
Local 200
Policy Based Routing
v BGP : -
Routes and Synchronization &
IPv4
Generate default routes Mo
IPv6E
. Summarize subnet routes into network level routes No
Static Route
. . Advertise inactive routes Yes
v Multicast Routing
IGMP Synchronize between BGP and IGP systems No
PIM Redistribute IBGP into IGP Mo

(Use filtering to limit the number of prefixes that are redistributed)
Multicast Routes

Multicast B : e
F“Lt';;ca“ aundény Forward Packets Over Multiple Paths &
Number of Paths 1
General Settings IBGP number of paths 1

BGP

lesls lelss wozso IUeie eu) puwble pogsdé

2) 9p woéss) J8ses IJlve,luonss Jedd £33 Idpuwble po 11ds 4. 108, 998 p9ld.



Edit Forward packets Over Multiple Paths @

Number of Paths

E

IBGP Number of Paths

K

wéss lesh IUzie Ileless e puwble pogss

3) wlds pu 2Bb IJegss,le 9ouiol.

IJe2dd pu Iduoesligwaduld 1Jigble ol odlzol

we> 19opld Iugi: olds eo o gpdss FTD BGP wexs gpdsle celo, ezlsss ee I po pesdlo
Azure gJs 1JloVdl@ 1Jpdlods: 9p0 lue sop IJog)d eds Idpunblo: 9ody 1Uglzole 98>
lIJouvésd: ssop bele louoldle 1Je90999d B 2a9d 1JleuolJ.

low@d |Jssystem support diagnostic-cliglgoé (ulo, |Ji_9|pJ WS FTD Jpl 09 IJzld Vs Idpyzds 2. 1Jgbyo
7.

1) veend IJougivy: pu ldpwsde i wlboj zs)lu BGP gswpe wdis [dulsslo.
<#root>

>

system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1ist of available commands.

frd#

frd#

frd#

show bgp sumary

BGP router identifier 169.254.22.100, Tocal AS number 65532



BGP table version is 29, main routing table version 29

2 network entries using 400 bytes of memory

8 path entries using 640 bytes of memory

2 multipath network entries and 8 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1ist cache entries using 0 bytes of memory

BGP using 1272 total bytes of memory

BGP activity 4/2 prefixes, 16/8 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.21.2 4 65515 20 17 29 0 0 00:13:14 2
169.254.22.2 4 65515 20 20 29 0 0 00:13:22 2

169.254.21.22 4 65515 19 21 29 0 0 00:13:19 2
169.254.22.22 4 65515 20 19 29 0 0 00:13:17 2
ftd#

2) ol pu lo Idpuwble 1936 pu Azure wlbo, gds Iuel puwble pogsss.

<#froot>
frd#

show bgp

BGP table version is 29, local router ID is 169.254.22.100

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1
*m 172.27.0.0 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1

3) IJozd pu wrese 229d IJwszso.

<ttroot>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN



i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Tevel-2
ia - IS-IS 1inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 172.31.3.33 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53

[20/0] via 169.254.21.22, 00:20:53

[20/0] via 169.254.21.2, 00:20:53

B 172.27.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53

[20/0] via 169.254.21.22, 00:20:53

[20/0] via 169.254.21.2, 00:20:53

4) IJoed pu z29d IJlouold Jeduwle gpod BGP.

<#root>
frd#
show conn all | include TCP| 179

TCP ISP2-Inst-0 169.254.21.22:179 bgpLo-ISP2 169.254.22.100:1603, idle 0:00:10, bytes 1517, flags UIO
TCP ISP2-Inst-1 169.254.22.22:179 bgpLo-ISP2 169.254.22.100:41883, idle 0:00:01, bytes 1486, flags UI
TCP ISP1-Inst-1 169.254.22.2:179 bgpLo-ISP1 169.254.21.100:3804, idle 0:00:53, bytes 1467, flags UIO
TCP ISP1-Inst-0 169.254.21.2:179 bgpLo-ISP1 169.254.21.100:61287, idle 0:00:04, bytes 1331, flags UIO
TCP bgpLo-ISP1 169.254.22.2:179 NP Identity Ifc 169.254.21.100:3804, idle 0:00:53, bytes 751, flags U
TCP bgpLo-ISP2 169.254.21.22:179 NP Identity Ifc 169.254.22.100:1603, idle 0:00:10, bytes 844, flags
TCP bgpLo-ISP2 169.254.22.22:179 NP Identity Ifc 169.254.22.100:41883, idle 0:00:01, bytes 751, flags
TCP bgpLo-ISP1 169.254.21.2:179 NP Identity Ifc 169.254.21.100:61287, idle 0:00:04, bytes 639, flags
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