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IJgbbss 1: |ouile Lo s VWAN

Services (3) Resource Groups (1) Filters

Services (3]

| 6 @ Virtual WANs

Create a Virtual WANs

Azure services

-  A7ure VMware Saolution

) 108, V98 + luywle.

No virtual WANs to display

Create a virtual WAN to get started. Mext, create sites in your virtual WAN and connect them to virtual hubs in your
preferred Azure regions. Within your virtual WAN, you can also connect hubs to your existing virtual networks,

SR ..
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Create WAN

Basics  Review + create

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources. Learm

Project details

Subscription * o
Resource group ™ o

Create new

Virtual WAM details

Region ™ A

Mame * CX-vWAN v,

Type © s

Review + create Previous Mext : Review + create >

S
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» VirtualWanDeployment | Overview

Deployment

I L I’Sean:h

L)
Y

£3

Overview

Inputs

= QOutputs

Template

[ Delete &) Cancel

" Redeploy L Download () Refresh

@ Your deployment is complete

(&}

Subscription

Resource group

> Deployment details

" Mext steps

Go to resource

Deployment name : VirtualWanDeployment

IJg 196 2: Jogble p95e VWAN

) loedd [Js Idleuald > Jsele IJessse slods + Jogs 9uod 2836,

. CX-VWAN | Hubs

“F Virtual WAN

K2 Search | .

A Overview
B Activity log
B Access control (LAK)
@ Tags
#. Diagnose and solve problems
5. Resource visualizer
v Settings
&= Configuration
Il Properties
£ Locks
“  Connectivity
G VPN sites
& User VPN configurations

2 ExpressRoute circuits

+ MewHub () Refresh

| 2 Search for hubs by n..

Clear all filters

*o Add filter
Hub

Mo results

Hub status Regic
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Hoie - CH-AWAN | Hiks

Create virtual hub

Rasic Site o & P e Fgrut Tag R W I
i wirtusl hush is & Microsoft-managed virtas] networkc. The kb contasing various service sndpoints. o enabls cormectiity from
DU DR CREMILES Tebwork fepnsae sgrm e

Project details

Thee hub will ke created under e tame subscription and resgunce group a5 the VAN
Subscripbion

Reduiroe groug

Virtual Hub Detaili

Hame * CH-ANAN-H ff—
Vb private address space * BEDONE  ff—

rtusl bl capasity *

ﬂ Copatirey & Puib with & atewisy will Take 30 vt

|

2) bze J5JY 1Js 9elis s Microsoft Azure VWAN Hub JJzo9J eJs pedsele 29d 1Jzd9J
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Create virtual hub

Badics  Smetosite  Poitoute  [xprenfoule  Tage  Review & creste

Vi will meed 10 enable Soe to sine [VPH gabiwary] beloe comnecting 1o VPN sies. You can & this afoer bub creaton, bt
doing it o will sirve e and neduce the risk of service ivemeptions biter.  Leam mone o

D yoru marl 1 reate  Site o ute 00N (IEED

gty Copled
A5 Mumber &5515 ]
Glemiry Deibe i *

Rtulireg predeierde B Bdprananft netwin ;_'_:‘l Interee

W Creating u bu with & gatewsy will Like 53 muresten
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lod) B9 polzes + louble s lud) Bes IJelds @ Lze 1Js 1desde > Jodssy IJlesble
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Home - CX-wWAN | Hubs

Create virtual hub
'ﬂ Validation passed

Basics  Sitetosite  Pointtosite  EupressRoute  Tags  Rewiew # create

Thi hisks will b created under the same subrscription and rescurce group as the WWAN,

Basics

Region

Mame CH-vivAN-Hub
Hub private sddress space 1020018

Wirbaal hub capacity

Hub routing preference

Site to site
Site 12 $ite (VPN galewiy) Enabled
AS Murmibier B5515

Gateway cale unitg

Point to site

Point to site (WPN gateway)

ExpressRoute

ExprefsRouts gabtway

Tanx

) Creating a hub with a gatevay wil take 30 manutes

Hext Download a template for sutomation

Home
w VirtualHubDeployment | Overview
- Drplayment
o Seargh E| Drelete ks Redeploy é Drownload
o Overview =
4 @ Your deployment is complete
B Inputz
= u Deployment name : VirtualHubDeployment
Cutputs Subscription
% Templaie Resounce group

¥ Deployment details

" Mext steps
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All [99+) Services (3) Resources (1) Filtars +d

wity
Resources (1) Soe all

™ CH-vWAN virtual WAN

lJesyzdo IJeluss: odosy p99e VPN oo Azure VWAN
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= Microsoft Azure

Home . CX-vWAMN

z. CX-vWAN | Hubs =
O Wirtual WAM
£ Search . 4+ MewHub () Refresh
A Overview
2 Search for hubs by n Clear all filters
B Activity log
T Add filt
Ao Access control (LAM) v o
’ Tags Hub Hub tatuz
X Diagnose and solve problems B CX-vWAN-Hul Succeeded

Y. Resource visualizer
 Settings
& Configuration

I preperties
i Locks
o Cﬂm‘il}('ln.-lw/
| & Hubs

v) bbb 9s £9,09J56>VPN (93¢ |Us p98¢) 99 96 + s2JB8 VPN o998 28>



Microsoft Azure (| Search resources, services, and docs

Home . CX-vWAN | Hubs . CX-vWAN-Hub

@, CX-vWAN-Hub | VPN (Site to site) =

Wirtual HUB
|,’-‘ Search | L J Download VPN Config || PacketCapture [i] Delete gateway ()} Resetgateway [ Monitor Gateway -~
E Overview ~~ Essentials
~  Connectivity Gateway configuration
. VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
&' User VPN (Point to site) T
> Routing F Search this page Clear all filters
> Security Hub association : Connected +? Add filter
> Third party providers VPN Sites (D
> Manitor

Check active filters when searching for a WPM site. VPN connectivity status might take a few minutes to refresh.

4+ Create new VPN site & Connect VPN sites g% Disconnect VPN sites () Refresh

Site name T4  Location TL  Cloud

Mo results
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Home . CX-vWAN | Hubs . CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subseription

Resource group * v

Instance details

Region * o
Name * | VPN -Site . |
Device vendor * | Cisco |

Private address space

o You can also work with a Virtual WAN partner to create multiple sites simultaneously, Learn more.

5) bgd pedsple Idhoulb IJplbdss. seduw goslo BGP JUslob 928J ASN Jdslob gusly
9206 BGP pu IUbo 96 3 JJud G IUslgds 9sped BGP W) 8p B p99¢ IJ9,e swp wdssy
IJzsly ee Azure g, 10816 oo 988 1Js 98¢ euslu BGP Jslul 09 gusly vods B)es6
ey poled (132) ghz Iduveds 1,886 1UEluos wewslu IJElue Jdeeas IJos we wdssuol
wlodlogldos s89p Azure cososoel Jpywl) 132 Jdsuesd IUsol Jel, BGP. |y guglu IP
JJLeulb/FQDN o9 g0ole IP JJszos pu Idbwds 3 Jyiuw 1ghzs Jouds 1de,s) Idos cuodd
IJs p9G6e 1U,e IULo,90s Jogds, lousld IPsec/IKEV2.
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https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal

Home . CX-vWAN | VPN sites

Create VPN site

Basics Links  Review + create

Link Details O
Link name Link speed Link provider name Link IP address / FQDN Link BGP address Link ASN
[ single-dia-tink v | | 1000 | [ provider || v | [ 105012 | [ ess00 | e

I I | /| || || |

0 You can also work with a Virtual WAN partner tgfreate multiple sites simultaneously. Leam mere,

| Previous || Next : Review + create >

0) LES IJelds pu et Idlesblelug) eds logsle.



Home - CX-vWAN | Hubs - CX-vWAN-Hub | VPN (Site to site)

Create VPN site

@ validation passed

Basics  Links  Review + create

The hub will be created under the same subscription and resource group as the VWAN,

Basics

Region

Name VPM-Site
Device vendor Cisco

Private address space

Links

Link nanme single-dia-link
Link provider name provider

Link speed 1000

Link I address / FQDMN

Link ASM 65500

Link BGP address 169.254.10.2

B You can also wadk with a Virtual WAN partner to create multiple sites simultanesusly. Learn maore,

9) wee Iopld vuvy esde Iduveds 1UEIues IUblo,ss (VPN). Leze lds wdasy pze) ubveds
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Home

2, VpnSiteDeployment | Overview

Deployment

|;." Search | = m Delete J -?

Redeploy - Download () Refresh

2 Overview .
. @ Your deployment is complete
Inputs

Deployment name : VpnSiteDeployment
Subscription
& Template Resource group

= QOutputs

> Deployment details

" Mext steps

Go to resource

I 1 vWan * .
All (99 +) Services (3) Resources (1) Filters +4

ity
Resources (1)

See all

% CX-vWAN Virtuzl WAN

lJglbo9é 2: odosu pedple VPN Jps 9e Azure VWAN
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Microsoft Azure

Home - Cx-vWAM

‘s CX-VWAN |Hubs

© " Mirtual WAN

| 4 Search | T, + MewHub ) Refresh
™ Overview

|,f-‘ Search for hubs by n... Clear all filters
B Activity log

*o Add filter

p;.‘{ Access control (LAM)
@ Tags Hub Hub status
¥ Diagnose and solve problems HE CX-vWAN-Hub @ Succeeded

. Resource visualizer
~ Settings

&= Configuration
i Properties

£ Locks

Connectivity

‘@ Hubs

o) loedd p6 186 1ds Ilouald > VPN (p0 p9de 1S 098€) Slody 898 X Jeuwe I8l
IJpsse: Idouodss IJeouods Jeruo 1deslde Ides e Glog louoldol.

Microsoft Azure (0, Search resources, services, and docs ({(

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
£ Search | G« 4 Download VPN Config || Packet Capture [i] Delete gateway () Reset gateway [N Monitor Gateway -
Z Overview #~ Essentials
~ Connectivity Gateway configuration
B\ VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics

&' User VPN (Point to site)

> Routing F Search this page Clear all filters

> Security Hub association : Connected > 57 Add filter
> Third party providers VPN Sites D

7 Maonitor

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.



c) 2> lJerwe 1Jp9z9s wodb p9de VPN IUss wp wdasuo puwedl &p ludy W98 wovosd
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i  Location L Cloud provider ti  Connection Provissoning status i Connectivity status
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https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec

Connect sites X

Wirtual HUB
Security settings
Pre-shared key (P5K) O P ——
Protacol IKEv1
IPsec (D Default
ﬂ When using custom |FSec/IKE policies, please ensure that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment
and rekey,
Sa, Lifetime in seconds * (0 27000
IKE Phase 1 (0 Encryption * Integrity/PRF * DH Group *
GCMAES256 v SHA3BY DHGroup2d ~
IKE Phase 2(ipsec) (0 IPses Encryption * IPsec Integrity * PFS Group ™
GCMAES256 GCMAES256 MOME
Propagate Default Route (O Enable
Use policy based traffic selector (D Enable
Configure traffic selector? ves  (JEEED
Connection Made (& M Initiator Only  Responder Only

These sites will be connected to the [CX-vWAN-Hub] hub.

Site name T | Region e

&' VPN-Site eastus

(0) Swp &2 pedvple wuvs) IJs 1S Swp wedsy Iduslud: pg 9w 1Jp8>) JJluwole.

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtwal HUB

|/- Search = J + Download VPN Config L| PacketCapture [N] Delete gate Wy 5 Reset gateway E Monitor Gateway -~

o Overview ) This gateway is being updated. It may take upto 30 minutes for the update

 Connectivity

lJgbgs 3: wujsd wdssu udd p99e Azure VWAN
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Home - CX-vWAN | Hubs = CX-vWAN-Hub

g CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB \
3 |

| X Search I + Download VPM Config

& Overview ) This gateway is being upe
~  Connectivity

#~ Essentials
I E- VPN (Site to site)

.z. Download Site-to-Site VP... X

*F CX-vWAN-Hub

(®) Createnew () Use existing

ﬂ The file is ready to download

| O

W
o ICIlck here to download I

p€ wuisd @988 VPN IUss e lugblse seedele IUlouold 1Jelues wo (eulbsu Idubs, 9 BGP
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(ot Wana i e |

"configurationVersion":
"LastUpdatedTime":

"Version":

"BgpSetting": {

"Asn": 65500,
"BgpPeeringAddress": "10.50.1.2"
1,

"LinkName": "single-dia-Tink"
1,

"vpnSiteConnections™: [

{

"hubConfiguration": {
"AddressSpace": "10.2.0.0/16",
llReg_ionll: m

},
"gatewayConfiguration": {
"IpAddresses": {
"Instance0": "57.x.x.x",
"Instancel": "52.x.x.x"
},

"BgpSetting": {

"Asn": 65515,
"BgpPeeringAddresses": {
"Instance0": "10.2.0.12",
"Instancel”: "10.2.0.13"
}

}

},
"connectionConfiguration": {
"IsBgpEnabled": true,
"PSKM™: "

"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",

"DhGroup": "DHGroupl4",



"SADataSizeInKilobytes": 0,
"SALifeTimeInSeconds": 27000

[ O

lJglogs 2: wdysu IJlgwezle

Sewle JJ VTl syvdd Bspel v [Js pued) vy eloo: J3JY gvddo luwezle bho i_9JI
9puveyd wsu JJI VTIs.

) loedd lJs IJizess > [shs 1Jlzojs.

alle  Cloud-delivered Firewall Management Center
CISCO [Devices | Device Management

= Devices X
Monitor
Device Management + I Upgrade
% Insights & Reports b
Template Management Threat Defense Upgrade
& Events&logs >
Platform Settings Chassis Upgrade
Zf:.‘_.? Insights & Reports >
i FlexConfig
Manage Certificates
LB Policies >
. . — Show less
2t Objects

l}m Devices

~
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) 2 FTD IJ3s o@9p wodssuo Jzolj VPN JJuo,e/ldesde.

— FTD
[ ] © , * 10.0.0 Firepower 1010 Threat Defense
— Mi& - ROUTED

2) lud)y W9l IJBlspeo IJpuwsds |uols glzole. 9lu@) 998 9lzos IJluwezle.

Cisco Firepower 10 Theeat Defense
Device  Interfsces  IndineSets  Routing  DHCP  VTER  SNMP \
s [ s
Interfaces | Virtusl Tunnels 1 Search by name syncimerface | | Add Interfaces I
Sub Interface
Interface Logical Mame Type Security Zones MAG Address (Active/Standby] 1P Address PathMonito... PortMode  VLAN Usage Switch.. Virtual Ether Channel Interface
Bridge Group Interface
[@ rManagemeraint MmanagEmEnt Physica Disabled Globat| B1900 Group
WLAN interface
[@ enemein Cutside Prhysica Outside Zone Disabled a» Gt
Wirtual Turned Intesface
(@ Exhesnentiz oMz Physical DMZ_Zan 172.19.20/24(5tatic); Disablad » Clobal
Leapback Interface
[ Exhesnenyia Inside Physicas Insige_Zone 192.966.20./24(Static); Disablod c. GHobad
NI Interface
(@ Frnmenenta Physicas Disatied Accoss 1 -

5) leble slzos IJluwenzle luupol pg, IJluuenzle: 81UsLowd I3l Jie 1ie). 1ud) B9 IPV4.

Add Loopback Interface @

General{ IPvd }IPVE

Mame:

| bgpVPMBranchlLo

Enabled
Loopback ID: *
- .

{1-1024)
Description

Branch Loopback for BGP
neighboring and VPN termination
from Azure

o) olds pu lu wag IP pg,W8 eJs lwo [uwegsle IP elow. béd suslo BGP JJLoulb Jol wp
wdasue B 1dpipds 20 1Jgbbss 1d. spdud Idzee [Js IUSses IJos op wgssdol puuodl S
VPN config JSON IJ3s wp wojsdo Lo e vpnSiteConfiguration.BgpSetting. BgpPeeringAddress

S

pdlzlbs: 23> 1deuslo wule 132 9,000 puwled IUswsly 1UElLe6 o RFC 1918.



Add Loopback Interface ®

General 1Pwvd IPvE

IP Type:
| Use static IP — |
IP Address: _—"---.______

| 10.50.1.2/3244 I

e 102168 LV 255 255 255.0 or 182.768.0. 124

Cancel

9) lud, eds edb

Q, search Deploy C 0 O |

You have unsaved changes m

lJglo9é 3: wdysu Jlsule voz IJpyeds 1/1Jeyeds 2

) Jodsso wdssy IKEV2/IPsec IJpblud eJs FMC JJobusd Bs peloble VPN IJgl 06 o
FTD. luosd 1ds bl > disole. sloedd s luvdd Os 1J3ls s 1dsgmns [Js VPN 59 gme
IU8lisp6 1J8,e88. $p wodssu woz Ieseds 1 J IKEV2 Llgasl) wog IKEV2 B 1 $lksps
slJud) 898 1uolds wog IKEV2.



i Add 1Kevz Policy NG
IKEvz Policy . YO

_

Port Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryption keys, and automatically establish IPsec security
associations (SAs). IKEvZ proposal, you can select multiple algorithms and modulus groups in one policy
> Prefix List

Route Map

Hame
> SQCIJfI'.'y Imte |Igﬂ-I|EE
Sinkhole AES-GCM-NULL-SHA
SLA Manitor AES-GCM-NULL-SHA-LATEST
Time Ra nge
AES-SHA-SHA
Time Zone
AES-SHA-SHA-LATEST
Tunnel Zone
T DES-SHA-SHA
Variable DES-S5HA-SHA-LATEST
Variable Set Urbrella-AES-GCM-256
WLAN Tag
w VPN

Certificate Map
Custom Attribute
Group Policy

IKEv1 IPSec
Proposal

IKEV1 Palicy

IKEv2 IPsec
Proposal

IKEw2 Policy

Secure Client - "
Customization Displaying 1= 7 of 7 rows 4 Page| 1 of 13

Secure Client File

o) bed luwel Juog IKEV2 IUzss: slge, 1lsdsss 9/l9 pas 1desls. olds oo wblud IJuusluws
eds IJl b,Bs 1Jo 8 Bspl seedd wpzpsesd IJodled sldouds, sPRF gDiffie-hellman
(DH). Iz, 1J29lips6/e0luos 1dpeeses IJes ceo pebblocl Joblud pe wdasy Azure. 9lud,
999 luol9s.

pdlzbd: spdod IUlgulyé [Js 030 IUBse 138886 slgd pdud IUodssu 1U3s wp wujsdo
eJs vpnSiteConnections[0].connectionConfiguration.IPsecParameters



New IKEv2 Policy
Name:*
[ Azure_|KEv2
Description:
|
Priority:* 11-65535]
[ |
Lifetime: seconds (120-2147483647)
[ 3600 ‘
Available Algorithms Selected Algorithms
| Integrity Algorithms | [ mps || aca ||[ sHazse o
Encryption Algorithms SHA
PRF Algorithms SHAS12
Diffie-Hellman Group
SHAZE4
NULL

2) el lu sup ldogvdsd bibye eVb.



Edit IKEv2 Policy ®
Name:*
r Azure_IKEv2 |
Description:
Priority:* (1-85535)
. - \
Lifetime: seconds (120-2147483647)
r 3600 ‘
Available Groups Selected Groups
. Integrity Algorithms | ( 1 Add , 14 0
Encryption Algorithms 2
PRF Algorithms 5
Diffie-Hellman Group
15
16
19
20
Cancel

3) Bp wodsso pedele 1Upmzds 2/IPsec B 1UGls 6 10,656 Jpdene IKEV2 IPsec slod,

999 |ol9s p 8w,z IKEV2 IPsec.



IKEV2 sec Proposa

Port PG iCUrity BESOCRIGN Frgatilion with ESAKAMP, e Do0TE B3f 10 Ul § particulsd propoaal 15 Brotect & pamiculls dms fow, In IKEv2 IPse: Propossl obist, vo
Hash Algoritsens are allowd, During IKEv2 negotistions, th peors SaHet i Mo Sepeoprialy Spticen Thal sich suppset
¥ Prafic Lig

Rt Mg
Hame
¥ Security inbelligance
Shnichobe AES-GCM
SLA Mondor AES-SHA

Theret Rt
DES_ShA-1

Tierel Teaiial
Torrtl Totk Urnibredla-AES-QCM-256
LAL
Vairiaie
Vinriabis 54t
VLAN Tag
W WPH
Certficale Map
Cussoem Attnbube
Group Policy

TR IR
Froposl

IHEw1 Podcy

IKEWE IPgge
Propesal

[Tr .

0) Bp wouwesd lGale IKEV2 IPsec 9olds oo pelsls wduw IJleshle. wegss IJlowele. lud,
999 eVb.

pdlzbé: spdod IJluvlho |Js 030 IJdse Lopeu pd IUodyse IU3s wp wujsdo
E_Js vpnSiteConnections0].connectionConfigur ation.| PsecPar ameters



Edit IKEv2 IPsec Proposal ®

Name:*
[ Azure_IPsec ]
Description:
| |
Available Algorithms Selected Algorithms
[ ESP Hash | | | [ Add | [ Aes-cem-256 o
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

IJgbss 4: odoso ool IJles o Azure

i) loedd Ids b > IJleusaldle I._JT,o.;,é > sbods VPN oy 098¢ 1Js 0998 9 SD-WAN.



= Secure Connections == =

Monitor
Site-ta-Site VPN & SD-WAN
E}f Insights & Reports b
Remote Access VPN
# Events & Logs >
Dynamic Access Policy
]ﬁ Insights & Reports >
Manage
(1) Policies >
®= Objects
i"m Davices »

&' Secure Connections

o) 1o, lel ds Idboulb IJogvgus Jodsse peblb VPN IJisds B Idpooo: 19 168, 99,6
luolws.

Last Updated: 05:20 PM m MNAT Exemptions Add

& Select.. / =) Iﬂcfrcsh
”~

Mo VPN topologies are configured. Create a VIPN Topology.

c) bgd luwe busdszs! JJud s 1Jisd [Us pesd Azure0: slody 898 5y s VPN IJpuwoos
IJs 1deuwli Sludy B9 woe busdszs! VPN Idobs) Ids IJubs). veps 1Yo eld 1o, B9
logble.



Create VPN Topology

Topology name *

Azure-VTl-Instanced 1.____________

VPN Type _‘....._._,
- e /T
") SD-WAN Topology lfi Route-Based VPN

SD-WWAN capabilit

Sgtoct VPN Topology
@ () @ Hub and Spoke
| @ e Peer 1o Pear |

Prarequisites

() Policy-Based VPN

Salect VPN Topology

n SASE lopology cannol
ba selected because

Secure Actess and

Salect VPN Tapology Umibraila .
Umbralla are mot
@ configured
@ Prarequisites

@  Refresh

Cancel

1/l

3) wlJugweos JJgdrs Adlud) W9l 1J8lispes IJeugwsds Idzol; 91w, luwpe 39z HA-pair IJesl,)
FTD/FTD IJss sop wuin IJodssy gdso. e, J 8836 o JIu 09 1Jlb,8 1Jugss pu
lJosoosd s Idbuydses! swoes eds Azure VWAN pold: [Jwaslow pu 1JI>l6 Olispd
pouwdJs. 0ed> 3JY lJogwes JJedrs Acloud, W93 1dse) + 1dpeles JJBlses IJpuuwsJs 9lzos

Edit VPN Topology

Topology Name:*

[ Azure=VTi-Instanced |

Metwork Topology:

Point to Point

IKE Version:* [ IKEw1 IKEvZ
Endpaoints IKE IPgec Advanced
Node A

Drawici:®

__..---'""""'"‘-_.
[FTD“"—F— “’J

Virtual Tunnel Interface:*

|. ,,'| -

|: Tunnel Source P is Privale Edit WTI

[ ] send Local 1dentity to Peers

» Advanced Settings

IJowd [Jbloyss (VTI).

®

MNode B

Device:* __-___,_....---"""
[ .E atranet H-_ w _]

Device Mame*:

Endpoint |P Address®:

l Primary IP=, [Backup Peer IPs] J




0) Bp wouwess I9d VTI 9ulds po cedsuo. 850w 2285 19 09293 low pub s 1S IU VT gsus
IJoS puo) slzee IJgwslu ip po 1dewslo pzle) Blisesd pouwsJs.

Add Virtual Tunnel Interface @
Tunnel Type

Mame:*

[ Azure-VWTI-0 - }

Enabled

Description:

| )

Security Zone:

[ Azure-Spoke-Zone - }
Priority:
[ 0 ] (0 - 5535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is 3 physical interface where VPN funnel terminates

for the VTI.

Tunnel ID:*

[ 1 ] {0 - 10413)

Tunnel Source:* / /

[ Ethernetl/1 (Outside) red ~ ] [ Dynamic e w ]

9) wes 3 alds po oo iy 13elud IP (IP Es) 1dpade) &p lges oduw IUluweszle pu
|.Jk§|:5(::6 Upgu.u.).Jé |J.,§|.oo.,5. b9l 96 Ok pl lo SUp.



Virtual Tunnel! Interface Detalls

An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates
far the VTI.

Tunnel 1D:*

[ 1 | (0 - 10473

Tunnel Source:*

[ Ethernet1f1 (Outside) ~ ] [ Dynamic ~ ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Conligure IPvd and IPvE addresses accordingly.

IPsec Tunnel Mode:*

® 1Pva O pve

IP Address:*

O funﬂ;ﬁ’/ 169.254.2.1/30 i ]
(@ Borrow IP (IP unnumbered) || Loopbackl (bgpVPNBranchLo) 4

—

Cancel

Virtual Tunnel
Interface Added

VTl has been created successfully.
Please go to the Device = Interfaces
page to delete/update the VTI.

d

9) el o Grdde I VTl 9budo: Uinsre $3961 IJuBS puos) 09l (09 Spde wddlss! 1o uod
Shu luwegpde guslu po DHCP). 9 opue 1o 1Ug 936 b 1blé jodJe |uwe. as well as |Jposd

uldbé wolss guglu. weeys Jopldol lu@, 99,9 edlps lJowysy IKE.

S

pdlebo: spdoud IJlgolye IUs Bsped guslu IP Judlbs IJuolssl Ws pdud IJodssy 1J3s

Op oo;..g.Jo &J..s vpnSiteConnectiong 0].gatewayConfigur ation.l pAddr esses.| nstance0



Edit VPN Topology

Topology Name:*

Azure-VTl-Instanced J

Metwork Topology:

Point to Point

IKE Version:* ] IKEw1 IKEv2

Endpoints IKE IPsec Advanced

m
Device:*
FTD v ]
Virtual Tunnel Interface:*
| Azure-uTI-0 ~ ] |
mnel Source 1P is Dynamic (DHCP)Eit VT

Mode B

Device:*

[ Extranet w

Device Mame*®:

I Azure-Instance-0

Endpoint IP Address®:

Tunnel Source IP Address:* @ l
=

(] Send Local Identity to Peers

+ Add Backup VTl (apliona

AsAdiiamal i

2) Ve wldopss) Jigwdd 1Js leshle IKEV2 9olds oo wesso woe Idpuolds eds Idpdele
IJs398 Ipuivend puwwdl 9bgd PSK IUss wp wdasuo b Azure B 1Jgbole IUuwlw86. @p
wodsso uwslusle IUpszds 1isds pu IKEV2 GlJud) B398 ses IUEJe Isuolus Jois)
wsluwle IKEV2 1Jeo9u956.

pdlebo: pdlzbs: spdoud ldyz9e 1Us Idpdulz Idpubeyd puwedl Bs pdu IJodssy
lJ3s wp wujsdo gJs vpnsiteConnections0].connectionConfigur ation.| PsecPar ameter s.PSK



Edit VPN Topology ©)

Topology Mame:*

[ Azure-VTl-Instancel ]

Metwork Topology:

Point to Point | H

IKE Version:* [ | IKEv1 [ IKEv2

Endpoints IKE IPsgc Advanced
Pre-shared Key Length:* 24 Characters (Range 1-127)
IKEvZ Settings

Policies:* & /

AES-GCM-MULL-SHA-LATEST

Authentication Type: [ Pre-shared Manual Key - ]

Confirm Key:* [

EEE R R R R R LN ] J

E] Enforce hex-based pre-shared key only

i) luolo Lwsluws 1Jeyzdo I._Ji_9J..s o IKEV2 IJos wp wdssuol pusiss! Ws 1Jgbys 3.



IKEv2 Policy ®

Available IKEv2 Policy + Selected IKEv2 Policy

.~ '

Q. Search Q\A Azure_IKEv2

AES-GCM-NULL-SHA

Ch

AES-GCM-NULL-SHA-LAT...

AES-SHA-SHA

AES-SHA-SHA-LAT

DES-SHA-SHA

DES-SHA-SHA-| ATEST J L \

Cancel

2) 2> edlpd IJowssy IPsec.



Edit VPN Topology

Topology Name:*

[ Azure-\VTl-Instancel ]

Network Topology:

| Point to Point | |

IKE Version:* [ IKEv1 IKEv2

Endpeints IKE Advanced

Pre-shared Key Length:* = 24 Characters (Range 1-127)
IKEv2 Settings
Policies™ | »zure_IKEv2 4

Authentication Type: [ Pre-shared Manual Key o ]
Ke?:* [ I EE R R R RN R NE NN ]
ConflrmKeY:* [ asEsSESRBEREES ]

C] Enforce hex-based pre-shared key only

J) Bp vorsy pdee IKEV2 IPsec Lopu pzesele Idozasd oldody B96 lsdsus 1J8Jpe

lJyuelue.



Edit VPN Topology

Topology Name:*

[ Azure-VTl-Instance0 }

Network Topology:

[ Point to Point

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals , IKEv2 IPsec Proposals*

tunnel_aes256_sha AES-GCM \

C] Enable Security Association (SA) Strength Enforcement

I 1~ I Y r . - "~

J) 108, B938 ls8ows ywds lJpoedle JIjlUs pze9eé weosd AES-GCM IJIG el o sé. 9l od e
p2P980 we9sd Azure_IPsec IJpg o oo/IKEV2 IPsec IJos wp loublgel WS Iduuowd IJelus pu
IJeb96 3. 168, 999 p9l9.

IKEv2 IPsec Proposal ®

Available Transform Sets (™ - Selected Transform Sets

-

Q) Search ('_\*' Azure_IPsec

AES-GCM Ly

O

AES-SHA

DES_SHA-1

Umbrella-AES-GCM-256

Cancel



m) Gp wldopsy Jiowdd sbgd 27000 bold b6 Idg oy IJos wblog eedple Azure. §o
cupdsu peedes PFS [ lpdu. 108, W98 zudb.

pdlebs: spdud Iz [Js Bspd Idep) IUIBS,)luos Bs pdd IJodasy Idss wp
QQ_)'@JO E_J6 vpnSiteConnectiong[0].connectionConfigur ation.l PsecPar ameter s.SAL ifeTimel nSeconds

Edit VPN Topology ®

Topology Mame:*

[ Azure-VTl-InstanceD ]

Metwork Topology:

Point to Point

IKE Version:* [ | IKEv1 IKEv2

Endpoints  IKE  IPsec Af’”arm/
Lifetime Duration®: [ 27000 r ] Seconds (Range 120-2147483647)
Lifetime Size: [ Unlimited ] Kbytes (Range 10-21474B83647)

» ESPv3 Settings

Cancel

o) vui IJogss)lo.

Q Search Deploy o Qe @

[ () [search Device J Advanced Deploy Deploy All

Ithentical rcurity
nodulus FTD M In Progress... (83%)

ated policy configurat

0) ey luwole IJugiy: w288 wew bLs > IUleualdle 1Jlews > 1Juveds 1UglLos Iblo,sé
(VPN) pu p98€ [Us p98¢€ 93U dé SD-WAN opu w9jse elJs Idudd: seduw IJloueld Idulee
IJdso 1JI2 2, (UP).



Last Updated: 11:11 PM NAT Exemptions m

(] Refresh

Topology name VPN Type Metwork Topolegy Tunnel Status Distribution IKEw1 IKEv2

3 Azure-VTl-Instanced Route Based (VTI) Point-1o-Point o Tt 1%

o8 Uiy IJodE IJisd. olds pu luo sop louilio wozle eds JJ pu budle IKE/IPsec 9 BGP
Sod odssu IJuv @ Idelus Jdod)l,.

IJg196 5: Uz 83 pu IUlouold 1disds o Azure

) SSH s FTD 9l>¢ Jsystem support diagnostic-clic Idowene 9l og b $3gd: wpl lo ool ol oo JJpé gds
CLIJFTD JJg,les B3¥b.

<#root>
>
system support di agnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '"?' for a 1ist of available commands.

ftd>
en

Password:
ftd#

) Weuo IJeyedo 1ldeyedd 2 po 2lds 1o é.

<#root>
frd#
show crypto isaknmp sa | i Status:

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1
ftd#
ftd#
ftd#

show crypto ipsec sa | i State|spi

current outbound spi: 5E83023A
current inbound spi : 62BC7C9E
spi: 0x62BC7C9E (0x00010B45)
SA State: active

spi: Ox5E83023A (0x0002029B)
SA State: active

frd#



2) luzie Guup I sdeuo J BGP wo wy9esdsd Idoede B IUbuwld (TCP) suvedpe po Azure
B IJus el U ds guslu wized - podlbe (NAT-T) puucged ptbb wslule wi9c9dsd
(UDP) psule 4500/UDP psole 500 2,36 059, £ds IUIJolb ¢hzs po 1J IP gle oo instance-0
Azure ,939.

<#root>
frd#

capture out-instance-0 trace interface Qutside match ip host

any

ftd#

capture tun-vti-0 interface Azure-VTI-0 trace match ip host

any
ftd#

show cap tun-vti-0

3 packets captured

1: 03:23:43.510074 10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240
2: 03:23:44.511204 10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240
3: 03:23:46.512211 10.2.0.12.62061 > 10.50.1.2.179: S 2114095813:2114095813(0) win 64240

ftd#



pe wldss IJleuold o Instance0. J); o8 uw wdoso bugdszs! VTl g VPN Jdeosdl zos sdso
Il 00 pesdle ulys Azure Slod Jds,o9J.

lJglo9s 6: wdsy wldbs wolse IJuwwd IJelus |Js Azure Instance
i) logvle VTI ely (Azure-VTI-1) [9e)luo po o IJlugweele (IJElbgs 3 b-f).

Virtual Tunnel Interface Detaifs
An inferface named Tunnel<iD> is configured. Tunnel Source fs a physical interface where VPN tunnel terminates
for the VTL

Tunnel ID:#*
2 {0 - 10413}

Tunnel Source:*

Ethernet1/1 (Outside) w ] [Dynamic v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPvd and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@ IPva O 1pve

IP Address:*

() Configure IP o

@ Borrow IP (IP unnumbered) | Loopbackl (bgpVPNBranchLo) i

VPN Topology
Usage

Azure<VTl-Instancel (Tunnel Destination IP -

o) odosy ppbb Guvods VPN Jdecsd IJelos (1Jglbys 4 gn).

pdlzbo: spdud IUlublye |Us @spes euslu IP Judlbs IJuolss 1 WS pdud Idedssy
lJ3s wp wuisdo g§Js vpnSiteConnections[0].gatewayConfigur ation.| pAddr esses.I nstancel



Edit VPN Topology @

Topology Name:*

[ Azure=VTl-Instance] J

Metwork Topology:

Point to Point

IKE Version:* [ IKEW IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:® Device:*
[ FTD e ] [ Extranat w ]
Virtual Tunnel Interface:* Device Name*:
[ Azure-wTI-1 w ] + [ Azure-Instance-1 ]
Tunnel Source IP is Dynamic (DRHCPIEit VTI Endpoint IP Address=:
Tunnel Source IF Address:* @ [ ]
[ |=»

[] send Local Identity to Peers

+ Add Backup VTI foptioral)

Additional [ ]
Cancel
2) vu cessle IJodssusldoedd pu 2lds IJousy.
[ O  Select = J[ Refresh J
Topology name VPN Type Network Topology Tunnel Status Distribution IKEV1  IKEv2
»  Azure-VTi-instanced Route Based (VTI) Point-to-Point T T
» Azure-VTi-instancel Route Based (VTI) Point-to-Point .

3) IJoe8d puw 929> peuesd Azure: pood JIJ pu Instance0 g Instancet.

Links
| | Link name TJ Link provider name T4 Connectivity status T4 Hub name
[ | single-dia-link provider Instance(: Connected, Instancel: Connected CX-vWAN-Hub

p& 929> JJl lJuvvdsu uuvl sgelz FTD JJs wygso ECMP zus spdo Jeyds 1Ue,9) luvwésle
JJlNdpuwhso Vs v 1Usde: wadl pu peldezs IJowy IJelos Jluwossh gwdos.



lJglbgs 7: v dgsu ECMP

) loedd 1Js bhé > lzojs > 1l 1izesé 9255 FTD 1Uss wp odsswe wluwaésle gvwdle VPN
lJs Azure.

alale  Cloud-delivered Firewall Management Center

CISCO  [Devices | Device Management

= Devices =X
Monitor
Device Management + | Upgrade
nsights & Reports
&7 Insights & Report >
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
: nsights eports
£¥ Insights & Report >
i FlexConfig
Manage Certificates
@ Policies ?
— Show less

@s  Objects

l"lm Devices

) lud) V938 edles IJowsse IJwszso slge, ECMP.

Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.
[ Global o ] VRF Mame:
Global
Virtual Router Properties o
Description:
ECMP
BFD
OSPF Select Interface:
OSPFv3 () Search

2) 1oy V98 lupls Jluyle pulb §6 ECMP gas56.



Equal-Cost Multipath Routing (ECMP)

Thebie are oo ECMP 2008 neconds Ada

5) w3d Jopss VTIs Gldud) eds JJINVTIs B 1J se9d) $ho Jogs 9bdbds suosad Iy
sboy IJ VTiIs |Js IJ sesu ECMP ool §6.

Add ECMP

[
=

Name

] Azure-VTI-ECMP-Zang ]

Available Interfaces Selected Interfaces

Ouiside Azure-VTI-0

DMz Azure-yTI-1

Inside

N

0) wes IJolds pu Lops IJleshblo lud,) sds plbb.

You have unsaved changes m

IJ 196 8: oo IUpszole Ielows IUs pesds IPs IUgluos

Sobde 190999 BGP 9295 puwbile JJlousld vurle wldesilo: solbyl Jio odlb [Juolss ¢s)
poueds polyins: Bl soe pde ls pusble wuvdd 18e,lups. Suwer JY ECMP Lodssy
IJpuwblo IJelows wluwogsle IJdsluw oo (Idpuwlds IJbss) [Js 1d9ges wdwol wese
Sup wowse JJl dpuwlyso Vs Blesxo pedyple IJuszso (RIB) 9luuegslpopl WS 19w

U wo.

) loedd IJs 1bLé > lzos6 > 13Lé 1Jlzo6 slge, zol; FTD IJBlod JJobuss.



ala.  Cloud-delivered Firewall Management Center
CIS€O [Devices | Device Management

= Devices - X
Monitor
Device Management « | Upgrade
gjﬁ' Insights & Reports >
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
gjﬂ Insights & Reports &
FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

Fgm Devices —

) loeyd lds wgsoe > puwl eloc.



FTD

Cisco Firepower 1010 Threat Defense

Monitor
@ Insights & Reports N Device Interfaces Inline Sets Routing DHCP VTEP Sl
& Events&Llogs >
Manage Virtual Routers
@ Insights & Reports > Global v
Network » Inte
Menene Virtual Router Properties IPv4 Routes
N
. ECMP
@ Policies >
BFD
1- Objects OSPF
' . OSPFv3
fgm Devices >
EIGRP
~ |Pv6 Routes
g‘ Secure Connections > RIP
i Policy Based Routing
A, Integrations >
v  BGP
IPv4
o"\ Troubleshooting > IPV6
4o Administration > Static Route
v Multicast Routing
IGMP
2) o8, W98 + uols puwl).
/ + Add Route
Metwork « Interface Leaked from Gateway Tunneled Metric Tracked

Virtual Router

~ IPv4 Routes

~ |IPv6 Routes

3) luolWs puwble JIJ pu gulssu IP Jdpesd o bysy logile Idpuwly IJi_9.J |Js Instance0
VTl 9luolds dlisy Idgbeds 1J9zes Jo gu bysd IJud) B98¢ + vl Iduveds Ideeles. op
lbd) B98 Jliso IJubeds pu 1J8ksed sludy B8 I luplds Jlgalsce Jozos JJeuwl IUelug.
olds py lgosl) Instancel IP gleslo Jogleo. we)s Yo pld o9, ©93§ p9l93.

S

pdlebs: odyy B8sp v ds 9z06 lJpwl) IJeluws 030
| w9J vpnSiteConnections[0].BgpSetting.BgpPeeringAddresses.| nstanced 99,5 pJd IJodosy 1U3s wpe
.;;.Q_j@do vpnSiteConnections0].BgpSetting.BgpPeeringAddr esses.I nstancel .



Edit Static Route Configuration

Type - 1Pk 1Pyl

Inbeafaee®

Arure-VTI-0

nberface starting with Shis icon [ signifies i is svallable for route loak

Avallalbde Heteork O Eelec bed Metwork

Enswe thai egress virtuakouter has rouie fo had destinalaon

Gateway

Azwe-instancel-BEP_Pear

Mlatric: I
— I
Tunnslad Used only for defauli Rowie)

0) Iy, IUgbsle pu Clds D Jluolwss el IJeloe IJelus go) Instancet VTI. ol pu lJoud)
W99 pb Jewb IJogss)le.

Metwork « Interface Laaked from Viral Gateway Tunneled Metric  Tracked
Roiiter
Agune-VTI-1 Globa! Azure-Instancel-BGP, Peer (10.2.003) false 1
Azure-VTI-0 Ghoba! Azure-Instanced-BOP_Peor (10.2.072) false 1

wued Idpuwblo Idelows [Js gulsso ubs) BGP Wbt Jol Szow wpdsu wy9wsdsd BGP
OO0 9 LOVOSWo 2usS SW9p JJ pu Azure 9 FTD Lldowssd ssulpsdsl pullds .._,gg,'oo,ol
lIJogue ew ubvedle 1Yo,

IJg 96 9: wJsso BGP
) cpdsu gpdss BGP 65500 gJs FTD wee IJoszse > Ilesble IUgles > BGP. 235 ¢lus

IJIzosh opdso wi9e9dsd BGP. 9 ,8p AS IUss wp wdasuo puvwdl B Ipeds 2.
Jgbss 1. luedd Ids IJoelds IJegzsoe > BGP > IPv4.



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces

Inline Sets Routing DHCP VTEP SNM

Enable BGP:

Virtual Router Properties
ECMP

EFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

IPv4

IPvE
Static Route
v Multicast Routing
IGMP
PIM
Multicast Routes

Multicast Boundary
Filter

AS Mumber*

[ 65500 ]

(1-4294967295 or 1.0-65535.65535)

Override BGP general settings router-ic
Router Id

[ Automatic v ]

IP Address*

General
Scanning Interval
Number of AS numbers in AS_PATH attr
Log Neighbor Changes
Use TCP path MTU discovery
Reset session upon failover
Enforce the first AS is peer's AS for EBC
Use dot notation for AS number
Aggregate Timer

BGP community new format (AA:NN)

General Settings

BGP

Best Path Selection

Default local preference

w) Oe wopdsu wrse IPv4 BGP JJgpdsé/AS 65500 o bysd IJozdd pu lus IJIResl
Ipzloné cedsy IPVA 9lud, W98 Ideele, Jodssy zeulu BGP.



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces Inline Sets

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

General Maighbor Add Aggregate Address Filtering

Address Remote AS Mumber

General Neighbor

Routing DHCP VTEP SNMP

EnabIeIPw: AS Number 65500

Add Aggregate Address Filtering Metworks Redis

Setting ¢

Learned Route Map

2) bdb§s + suosS.

Matworks Redistribution Route Injection

Add
_a—'—'_'_'_'_'-' +

_

Address Family Remaote Private AS Number Description

5) bed pedsple weuis, Instance0 BGP. gl ze BGP ASIJp sl IJso po p29, VWAN glsgJo Jzol;
Neighbor Remote AS. 9l_owd 9 o8l |31 Iy 3JY pbodool. 168, W96 ¢sble podse8.

S

olp: olds po wEss) puoss wease BGP JJlunlhs IJs luad Idluwezle JIJ pu slzole

Add Neighbor

IP Address*

[ 10.2.012 ]

Remote AS#*

[ 65515 ]

(1-4284967295 or 1.0-65535.65535)

BFD Fallover

(1 )

Update Source:
[ bgpVPMNBranchLo

Filtering Routes Routes Timers

VTl gJs FTD.

@

Enabled address

(] As Override

D Shutdown administratively

Description

[ Instance0 Azure BGP Peering 4—-],/

Advanced Amion

0) Uopuw Jlispd tsblo purps Jodssu el BGP eJs FTD. spdud wess) €20 uddle TTL oo



lesl> eBGP IJIwe,)luos pu 81096 91230 [Js ¥ pogs). I odou uiéllb wolsse Azure BGP
pouodo pouluio ewy 1oy slgd wusse Azure IUlwl wso: 9s5p8d 1Us 1o sY90 0ol 1Upjs>
ou IJuddle [ds u@bs IJuolss pu wuoyse eBGP TTL IJlwe,)los J 1.

| | visapie connecuon verimncauon

@ Allow connections with neighbor that is not directly connected

O Limited number of TTL hops to neighbor
TTL Hops

[_ 50 ]

f) Iy IJgbsle O ol Jubs,) Azure Instance1 BGP.

Add Neighbor ©
IP Address* Enabled address

[ 10.2.013 ] (] As override

Remote AS* (] shutdown administratively

[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

[ none W ] [ Instancel Azure BGP Peering

Update Source:

[ bgpVPMBranchlLo w ]

Filtering Routes Routes Timers Advanced Migration

@ Allow connections with neighbor that is not directly connected

{:} Limited number of TTL hops to neighbor
TTL Hops

[0 l

[1-255)

5) olds pu b IJogss,le weens 1Yo pldol.



nanges
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- —
1 Routi DHCP VTEP ShNMP o
ets outing =
Enabile IPv4: AS Number 65500
General Meighbor Add aggregate Address Filtering Melworks Redistribution Route Injection
- 4
Address Remote AS Numbar Address Family Remote Private AS Number Description
10.2.012 65515 Enabled Instanced Azure BGP Pearing
10,203 63515 Enabled Instancel Azure BGP Peering F O

Soudd 185,luos: @90 BGP Lot wse puwl 9les 09 11 od B8 B 229d IUwszso: zos
eJs I)ép o lo ECMP szed JJl ldpuwele wisss elow polel. szo wpdso puvble BGP
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Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Manage Virtual Routers

[ Global ~ ]

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

Enable IPv4: [ AS Number 65500

General Neighbor Add Aggregate Address Filtering Metworks Redistribution Rout:

v BGP
IPv4

IPvE
Static Route
v Multicast Routing
IGMP
PIM
Multicast Routes

Multicast Boundary
Filter

General Settings
BGP

Setting ld

Learned Route Map

Administrative Route Distances [74
External 20
Internal 200
Local 200

Routes and Synchronization &
Generate default routes No
Summarize subnet routes into network level routes No
Advertise inactive routes Yes
Synchronize between BGP and IGP systems No
Redistribute IBGP into IGP No

(Use filtering to limit the number of prefixes that are redistributed)

Forward Packets Over Multiple Paths &
Number of Paths 1
IBGP number of paths 1

w) 0y 1Jdses IJIde,luoss Jedd e Idpuwble pu 11Js 2.

Edit Forward packets Over Multiple Paths @

!ﬂumber of Paths \
|2 |

IEGP Mumber of Paths

& )

Cancel m

2) ol pu edb lJogss)le suuiol.

IJoedl pu lduors



w3 1o pld IJogin: olds po lu BGP susdd wely) pe IJ pu posdle Azure. olds wes 3J luo
8> wp ldog eds ldpuwble gy JINJoOEs0 910 I8 IJeis) cuwese Il po vvodle
VI Cluwegsle 0duw 9009d lzes uwlo, IJI9le, (CLI) Idoigsuos e O 1deszds 3.
lJglbgs 5.

low9d |Jssystem support diagnostic-cliglgod Lwlo, Ui3|p_) s FTD.
() ews IJouin: o IJpesde o oboy 2silu wi9e9dsd wlus 12395 (BGP) sswpe wdds

<ttroot>
>

system support di agnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

frd#

frd#

show bgp summary

BGP router identifier 10.50.1.2, local AS number 65500

BGP table version is 5, main routing table version 5

2 network entries using 400 bytes of memory

4 path entries using 320 bytes of memory

2 multipath network entries and 4 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1ist cache entries using 0 bytes of memory

BGP using 952 total bytes of memory

BGP activity 2/0 prefixes, 4/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver 1InQ OutQ Up/Down State/PfxRcd
10.2.0.12 4 65515 5 3 5 0 0 00:01:02 2

10.2.0.13 4 65515 3 4 5 0 0 00:00:55 2

ftd#

o) olds pu o Idpuwble 1d9l)6 po Azure wlbo, gds luol puwlile pogsss IJpuwble.

<#froot>
frd#

show bgp

BGP table version is 7, Tlocal router ID 1is 10.50.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 10.2.0.12 0 65515 1



*> 10.2.0.13 0 65515 1

*m 172.27.0.0 10.2.0.12 0 65515 1
*> 10.2.0.13 0 65515 1
ftd#

?) ©2d8 pu €25 2ip VTI.

<#root>
frd#
show i nterface Tunnel 1 | i packets

118 packets 1input, 31385 bytes
134 packets output, 8780 bytes
0 packets dropped

frd#

show i nterface Tunnel 2 | i packets

127 packets 1input, 33629 bytes
230 packets output, 15119 bytes
0 packets dropped

frd#

5) oldss IJpuwble IJelues Jeble BGP.

<#root>
frd#
show runni ng-config route

route Azure-VTI-0 10.2.0.12 255.255.255.255 10.2.0.12 1
route Azure-VTI-1 10.2.0.13 255.255.255.255 10.2.0.13 1
ftd#

0) ol pulbd wusedsd Huwlisd Ioede S IUlue,os (ECMP).

<#root>
ftd#
show zone

Zone: Azure-VTI-ECMP-Zone ecmp
Security-level: 0

Zone member(s): 2

Azure-VTI-1 Tunnel2
Azure-VTI-0 Tunnell

ftd#



9) olds> wd9sy BGP.

<#froot>
frd#

show runni ng-config router bgp

router bgp 65500

bgp Tog-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 10.2.0.12 remote-as 65515

neighbor 10.2.0.12 description Instance0 Azure BGP Peering
neighbor 10.2.0.12 ebgp-multihop 50

neighbor 10.2.0.12 transport path-mtu-discovery disable
neighbor 10.2.0.12 update-source bgpVPNBranchlLo

neighbor 10.2.0.12 activate

neighbor 10.2.0.13 remote-as 65515

neighbor 10.2.0.13 description Instancel Azure BGP Peering
neighbor 10.2.0.13 ebgp-multihop 50

neighbor 10.2.0.13 transport path-mtu-discovery disable
neighbor 10.2.0.13 update-source bgpVPNBranchlLo

neighbor 10.2.0.13 activate

no auto-summary

no synchronization

exit-address-family

frd#

5) eldss zaad Ideszso.

<tfroot>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D -

EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l
i - IS-IS,

- OSPF external type 1, E2 - OSPF external type 2, V - VPN
su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR,

B

P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 10.0.0.1 to network 0.0.0.0

10.2.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50
[20/0] via 10.2.0.12, 15:50:50

172.27.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50
[20/0] via 10.2.0.12, 15:50:50
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https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/vpn-gateway/configure-bgp?pivots=azure-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/troubleshoot/azure/vpn-gateway/vpn-gateway-troubleshoot-bgp
https://learn.microsoft.com/en-us/azure/vpn-gateway/about-active-active-gateways
https://learn.microsoft.com/en-us/azure/vpn-gateway/about-active-active-gateways
https://learn.microsoft.com/en-us/azure/vpn-gateway/about-active-active-gateways

webyso: logole o : ; 98 Llwogsle v ds WAN | blo,sé oo Azure



https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal
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