opo lelé wposs gl IJzelsd IUley wuvdJ
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puwlJo

9wy Cisco Secure Firewall Threat Defense (FTD) gpdsle lglhé wposy IJublec ppl sOuwow
g_,.u‘bd._] pod)) Bs webd 1Jgps 9390 luuvle pJudle crashinfo IJedJsssé. loule Ipvod ol
IJIgble 9luodlzoli wop pildws IJluble Idped,, Jpdle crypto_eng0_arch_* pg pouw,e NPU

lJpod)) 9yuwlisd IJgbl FPGA IJSleds IJos wujlpu pe lzale lehbe lJouugsd.

$S99> >Jsd FTD IJesdss e, Jpdusle crypto_eng0_arch_* sle ié_olp Jpusd wujlpy

-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root
-rwxr-xr-x 1 root root

o l2ole 1ebs 1w poss.

firepower# dir crypto_archive

55310816 Mar 12 01:22 crypto_engO_arch_1l.bin
869 Mar 12 01:22 crypto_engO_arch_1.info
409235 Mar 12 01:22 crypto_engO_arch_1.reg
55310816 Mar 12 04:25 crypto_engO_arch_2.bin
869 Mar 12 04:25 crypto_engO_arch_2.info
409111 Mar 12 04:25 crypto_engO_arch_2.reg
55310816 Mar 12 09:45 crypto_eng0_arch_3.bin
869 Mar 12 09:45 crypto_engO_arch_3.1info
408688 Mar 12 09:44 crypto_eng0_arch_3.reg
55310816 Mar 11 18:48 crypto_engO_arch_4.bin
869 Mar 11 18:48 crypto_engO_arch_4.info
408895 Mar 11 18:48 crypto_eng0_arch_4.reg
55310816 Mar 11 21:11 crypto_engO_arch_5.bin
869 Mar 11 21:11 crypto_engO_arch_5.info
409136 Mar 11 21:11 crypto_engO_arch_5.reg

wbo, yedle FTD puu,e NPU IJpod,),) 9y uwlisd 'abi FPGA ppsw IJos oblo® wdse
gpdsle lehbes IJogvgsd £y IJpwsdes 9pJle crypto_eng0_arch_*.
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admin@device:~$ sudo su
Password: [enter admin password]
root@device:/Volume/home/admin# cat /opt/cisco/platform/logs/messages | grep -i npu
2026 Mar 11 07:11:42 KC FPGA: FATAL - ILK pipe 0: TX Buffer FIFO Overflow
2026 Mar 11 07:11:42 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED
2026 Mar 11 07:11:42 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED - REBOOTING the device !!
2026 Mar 11 11:15:47 KC FPGA: FATAL - ILK pipe 0: TX Buffer FIFO Overflow
2026 Mar 11 11:15:47 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED
2026 Mar 11 11:15:47 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED - REBOOTING the device !!
Mar 11 21:11:20 device kings-cross-fpga: FATAL - ILK pipe 0: TX Buffer FIFO Overflow
Mar 11 21:11:20 device NPU Accelerator Manager: FATAL - NPU Accelerator FAILED
Mar 11 21:11:20 device FPRM: <<%FPRM-2-NPU_FPGA_FAILURE>> [F1418][critical][npu-fpga-failure][shaperpo
Mar 11 21:11:20 device NPU Accelerator Manager: FATAL - NPU Accelerator FAILED - REBOOTING the device
Mar 12 01:22:53 device kings-cross-fpga: FATAL - ILK pipe 0: TX Buffer FIFO Overflow
Mar 12 01:22:54 device NPU Accelerator Manager: FATAL - NPU Accelerator FAILED
Mar 12 01:22:54 device FPRM: <<%FPRM-2-NPU_FPGA_FAILURE>> [F1418][critical][npu-fpga-failure][shaperpo
Mar 12 01:22:54 device NPU Accelerator Manager: FATAL - NPU Accelerator FAILED - REBOOTING the device

S9Y> wdgsy FTD wpdsy lJgle wppsd wr8d I?TLS eJs FTD Idpcle ) 9ldss sblud *
IJigl Jegrd wuoese IJIgble oo Cisco CSCwq32085 IJpeg 599.

firepower# show flow-offload-dtls info
DTLS offload: Enabled
Egress optimization: Enabled

lJosiso

oubles wubdd Hissuws eds uvdunde Firepower 3100. 9JJuol woe) eds I, I.Jié)..s .
s8¢y ASAs 9 FTDs IJos Jsuwe £Js luosh oloe Jdpuulds.
316 w9l wlbd oyJj Iblyé Firepower (FMC) -

op wpdsu [Jgle wppsd wad@ DTLS gds 1Jizoss IJpcle 6 ¢

b

S w986 zpse lzoss FTDIASA IJpcles s 1uosh swups luadle Jesw persd cuorse
IJIgble o Cisco CSCwq32085.



https://tools.cisco.com/bugsearch/bug/CSCwq32085

IJzJ

1. lyewd lJs Uiao_jé > FlexConfig W ey 116 21y 1Jzelss 1Ulew pu Cisco.
2. logwle l9 o)) Jlisy FlexConfig.

3. bed wuo uub, IUisle, Jegbsd 1Ugle cppsd o DTLS/IPSec Jzol; FTD g, FlexConfig.

no flow-offload-ipsec
no flow-offload-dtls

4. 9p wotuosue uwsluwo FlexConfig Jzoly FTD IJpuvwoessd 9oy IJodsse.

5. subdo lJogss) lehs ouvésd FTD zos vuowe Idogssile gwbss IJp9esd.

Uu“vv

woze gpdsle lebs IJoungsd £ 1deosdes eu perd cuost IJigble ey Cisco
CSCwq32085 Ws FTD. spdy I $98 03l IJesw Vs Idoyulez 1Jpg 90 |Js Wyvd PUIE
NPU/FPGA slglss [Jwposs Idlewbs £0s wpdsu lJgle wepsd w399 DTLS gJs Izgojo
FirePOWER o0 IJuuduuds 3100 9 4200. 559 1Jedd wuvdd Elue eds psile jshé ywogd
1JI2036 9589p wluuble pdle crypto_archive Llgwegsle Huwlisd bl 9226 Idewedpe "KC ILK
issue detected" 9oJ WO, 0 gpdsle lghs wposs IJuble.
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https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-advanced.html#task_05FA068132DF4AD6B52B2EA1D74EEF9B
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-advanced.html#task_05FA068132DF4AD6B52B2EA1D74EEF9B
https://tools.cisco.com/bugsearch/bug/CSCwq32085
https://tools.cisco.com/bugsearch/bug/CSCwq32085
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
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