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Manitoring Policies Objects Dovice; FTD1150-3 . Administrator €lsge LUK

Device Summary

gh Availability

Seeondary Deviee & v
Current Device Mode: Suspended (D Peer: Unknown Failwar History Deplayment History

0 Time of event: 07 Aug 2026, 12:11:39 PFM
Event description: CD App Sync arror FDM validation fallure Active and Standby Nodes cannot have different cloud reglons Check appsynchistory CLI for detads

High Awailability Configuration Failover Criteria

INTERFACE FAILURE THRESHOLD
@ Sselect and configure the peer device based on the folowing characteristics.

Failure Criteria Number
S TP S A Nurnber of failed intertaces exceeds w 1

Madel Cisco Firepower 1150 Threat Defense

INTERFACE TIMING CONFIGURATION
Software 10.0.0-140

Pall Time Hold Time
woB A16.0

5000 25000

Intrusian Rule 20261124- 2043 m conds
Update
PEER TIMING CONFIGURATION

Pall Time Hold Time

interface Etharmat /1 1000 15000 R
Type Pvd 3

IP/Metmask

Secondany 192.168.10.2/24

IP/Metmask

9lzos Gulo, IJIgle, (CLIY IJlul usé 1Jgluoé o FTD:

<#froot>

show app- sync- hi story

APP SYNC HISTORY

App Sync Time: 10:11:10 UTC Aug 07 2026
Role: Active Unit

App Sync Status: FAILURE

Failed Phase: WaitRemoteConfigApply

Fai l ure Reason: Cluster App Un Archive failure on Standby/Slave Unit Node I1d: 1 FDMvalidation failure -

9lz0s yulo, IJIgle, (CLIY IJgloé o FTD IJolus.s:

<{froot>

device#

show fail over



Fail over O f (pseudo- St andby)

Failover unit Secondary

Failover LAN Interface: failover-Tink Ethernetl/1 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 1288 maximum

MAC Address Move Notification Interval not set

failover replication http

>

show app-sync-hi story

APP SYNC HISTORY

App Sync Time: 10:11:06 UTC Aug 07 2026
Role: Standby Unit

App Sync Status: FAILURE

Failed Phase: OnBoxValidators

Fai l ure Reason: FDM validation failure - Active and Standby Nodes cannot have different cloud regions.

device#

show fail over history

From State To State Reason

08:45:29 UTC Aug 7 2026

Not Detected Disabled No Error
10:10:49 UTC Aug 7 2026
Disabled Negotiation Set by the config command

(failover)
10:10:50 UTC Aug 7 2026

Negotiation Cold Standby Detected an Active peer
10:10:52 UTC Aug 7 2026

Cold Standby App Sync Detected an Active peer
10:11:39 UTC Aug 7 2026

App Sync Disabled

CD App Sync error

FDM val i dation failure - Active and Standby Nodes cannot have different cloud regions.. Check app-sync-t
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Maonitaring Policies Objects Device; FTD1150-2 . Administrator e SELLURE

Cloud Services

° Conne eted Enrollment Type: Sman Licensing Tenaney: SEC TAC and 1 Tenant O v
Registered Region: US Regian

ty Cloud Control m Cisco Success Network DISABLE

@ Disabled ]

Cisco Success Metwork enablement provides usage information and statistics to Clsco which

O rmote: 1t v : L v d ser : 1 : u itk i are essential for Clsco to provide technical support, This infermation atso allows Clsco to
= . Improve the product and to make you aware of unused avallable features so that you can
maximize the value of the preduct in your network, Check out the Sample Data that will be sent

o Cisco,

Remote Management & Disabled
Cloud Services

Cantral Man

Traffic Settings

WRL Flitering

eple Iduwelué 1Jelusss puveds Bs pub@s Idlezls 1l g0s:
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Manitaring Pulicies Objects Device: FTD1150-3 : Administrator ases SECUR

Device Summary

Cloud Services

od Enrollment Type: Smart Licensing  Tenancy: SEC TAC and 1 Tenant o~
1 Reglon: EU Region

Security Cloud Contro m Cisco Success Network DISABLE

& Disabled & Ena
Cisco Success Network enablement provides usage infarmation and statistics to Cisco which
O row + BT i Al e VIS are essential far Cisco to provide technical suppon. This information alse allows Ciseo to
g ‘ improve the product and to make you sware of unused svailable Teatures so that you can
maxifmize the valse of the product in your network. Check out the Sample Data that will be sent

o Cisco.

Send Events to the Cisco Cloud m

Remote Management & Disabled
Cloud Services

tral Manage

Traffic Settings

URL Fis Pr

WS 0o IJzlJo: sy IJpuwwgsp ouvesd 2ol Ideplss IJelouss (FW2) ,prl.__;éé b IJeplss
IJlgwlgus (FWT).

IJgbgs 1: o wesd FW2 Ws ¢>ple Cisco Iuweleso

Ip vouwesd FW2 OS exple uwglesd Cisco wlyuesle pulb 96 IJyweled S wol lJgluod o
FW1 (pub@o IJydlsle [Jpwess).

WO 9lzos FW2 FDM: luo@d 1Js 1dzoly > leshle IJouble > grple Idgweled 99e wlJéle ouwesd
eple dywelué:

Firewall Device Mz

L L == @ .@ @ @ . adtmin
Monitoring Policies Objects . strator

Deviee Summary

Cloud Services

° Connected Enroliment Type: Smart Licensing  Tenancy: SEC TAC and 1 Tenant m
gistered Reglon: EU Region
Unregister Cloud Services

Security Cloud Control m Cisco Success Network DISABLE

@ Disabled ® Enabls

System Settings

Management

- Cisco Success Network enablement provides usage Information and statistics to Clsco which
@ Mote: 1 tha dou ol oz P s st bt are essential for Clsco to provide technical suppon. This information also atiows Clsco 1o
; ' : : b Improve the product and to make you aware of unused available features so that you can
maximize the value of the product in your network. Check out the Sample Data that will be sent
1o Cisco,
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I\Jbu-ﬁuf---\x,- P(_\S:.ie; Gl;ie-cls @ @ @ E ;’i‘:‘"" nco’ SECURE
nany

Cloud Services

9 Mot Registered

‘You can register the device with the Cisco cloud to use additional cloud-based services. If you want to
use Security Cloud Contrel (SCC) for management o want 1o remain in evaluation mode, then register
with the cloud using your SCC or other security account registration key. You can alternatively auto-
enroll with SCC or a ure: Firewall Man. et Genter using the device serial number. If you want to
use Secure Finewall dey ement and are ready 10 license the device, then
configure Smart Lice he device with the Cisco cloud. After you
negister with the cloud, you nable or disable features as necded.

Enroliment Type

Security/SCC Account

Region

rollm

: Cisco Success Netwark

Remote Management :

Cisco Success Network enablement provides usage information and statistics to Cisco which are
essential for Gisco to provide technical support. This information also allows Cisco to improve the
product and to make you aware of unused available features 5o that you can maximize the value

of the product in your network.

Cloud Services

Check out the 5 Data that will be sent 1o Cisco. See more +

H Enroll Cisto Success Network

Need k

IJglogé 2: lgl>é prlods IJodssy HA

w83 o seue I Jzolise 2lJs ouwesd IJuwelud udywol. lpualuw wdssy HA:

o

— e eO0o:
Monitoring Policies Objects Device: FTD1150-3 N

mmany

“th SECURE

tralor

Davice

High Availability

Secondary Device

Current Device Mode: Suspended ) Peer: Unknown Failover Hi Deployment History

O Time of event: 07 Aug 2026, 12:11:39 PM
Event description: CD App Sync emor FDM validation failure Active and Standby Nodes cannot have different cloud regions Check appsynchistory CLI for details 0 Suspend A
2 Break HA
High Availability Configuration Failover Criteria
INTERFACE FAILURE THRESHOLD

«* Switch Mode

i) Select and configure the peor device based on the following charmcteristics.

R 9lzod yub, |Ji_9|p_) (CLI) gds IJgols IJeluss 1Uds w)lo:

<tfroot>

Detected an Active nmate



<tfroot>

Secondary: Switching to Gk for reason Detected an Active peer.

908 wuoE Y3l G:

device#

show fail over state

State Last Failure Reason Date/Time

Thi s host - Secondary

Standby Ready None

O her host - Primary

Active None

====Configuration State===

Sync Done - STANDBY

====Communication State===
Mac set

wubdd gloc szw ouwesd JJl IJzolisw B pub §6 Cisco Cloud Services oW wol: 19 szw £30

cuwesdoel gds 1JlbJIS.
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lJuvew 1deds 09 830 wbloy gldé wuwesd érple yweles Cisco wsu goljs Firepower 1150.
$89p FDM w2b, pjleus IJobosd HA gupl odso loos 1deds puveds eds Iduwelos sldis
£ puwedo 19 pweds Os pubb§s pEods. ULy 03l 1Joedd pu lduors lu JJI IUzolisu
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https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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