o9uose IJEyuo pu Slzos IJoslule 1UsIgJso
cluvogsdle IUlgupe NLP_INT_TAP 9gu9ly IP
169.254.1.1

lJpzosslo

|Jp 9506

S o3l Idp e ws IJEH o pu 9lzos Internal-Data nip_int_tap »¢& gugly IP 169.254.1.1.

IJecbdole IJlgul jusé

lJeobdolo

IJpe 96 1JIuwlwss wldpooe.

lJpdoule lJpumwegspd



oe logble Idpgdsple 151,38 Bes o3l 1Jpuuows pu IUlzes8 1Up9z926 Bes wisiss pgpdiss ¢luos.
Wl zese Ilzejs ldeuwogps S o3l Idpuwows vodsse ppumse (I0wluos). Bl Jlow
wedod 98 ldogvgsd Bolds py Wopd JJules) Idpeeed JIs le).

ouvows Idpedyple 1Jgl)o WS 03l IUpuwews IJs luosble Ideslez sldedsule 1debse Ioldso:

wyulpz Secure Firewall Threat Defense (FTD) 7.x. IJlesl, 10.x [Jesl) po od p38) iao_jé .
2oL IJzplse IUlew (FDM) Iy o) 1516 2ol Idzelss 1dlew (FMC).
Secure ASA 9.18 glJlosble Idlz>e. e

ped9ple luwluss

oed 9lzos Idoslule 1Ublgdss wluwegsle luue NLP_INT_TAP 9gu9ly IP 169.254.1.1 glzoé
slgdsoe swp lgwegsleol Jougvds,) IJlouold wsu peyd Jozo Ideslule 1U3s suves Lina guble
Jegbtsd 1JgJSs (09).

9Sswp luwegsleol Jugds) louold gle Jodo IJgsple:

SNMP - sgpod wyulpz SNMP 1Jgds0 Jgpdso pudodo Vs uble ldogvgsd.

9u29d SSH |Js ASA luwegsle pdsyw Cisco SSH - sgpd wyulpe SSH |Jad.,5 Jegpdso
puI90Jo Vs ublp IJobgsd.

9u29J SSH |Js FTD g, 9lzos Idoslule - sgpd Idoyulez 1Ugds SSH Jgpdso
puIodo Vs uble IJovgsd.

> 86 Ehess pusld s pe pesh VRF eJs )99Il FTD - swp 093 1Uyuesd IUs
eobe 1Jpuol> 88 IJghzss gu 9lz0é wslule Bs o s VRF glo g PP

WO gldo e FTD g glzole Idoslules sop 1U9uo9d IJs é3ple 1UIL6 pod sftunnel lg o
wedsd DNS Iy 1Jesgsuo 19 1euolh 86 1Ughzss Is wioesdsd sde IJuvwds (NTP) s Is
szole Jls¥9e vblp IJogvgsd wodssu lpuwble IJelows wuvdd Losse Ew Sleod
IJIs1)6.

IJozdd pu lJek

cove IJuble IJlpuluns: Bs pz)yd Lina, sop wesso IJluwe nlp_int_tap |Js slzos Internal-
DataX/Y 9099y piyi5s0 VOs peoele 19lp) pgodudo.

030 pgrele pu zalu gelsd podus:
ol [Jgplsd Uipo b, 6170 1Uss sgpd vublp lJogugsd FTD: o

<tfroot>



CSF6170-1#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal -Datal/ 1l 169.254.1.1 YES unset up up
CSF6170-1#

show controller

I nternal - Datal/ 1:

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 10

Major Configuration Parameters

Devi ce Nanme ©oen_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

CSF6170-1#

show interface detail | begin nlp_int_tap

<-- Output except Internal-Data slot and port ID 1is similar in other devices

Interface Internal-Datal/1l "nlp_int_tap", is up, line protocol is up

Hardware is en_vtun rev00

, BW Unknown Speed-Capability, DLY 1000 usec



(FulTl-duplex), (1000 Mbps)

Input flow control 1is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
12409 packets input, 837229 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
0 pause input, O resume input

0 L2 decode drops, 0 demux drops

12371 packets output, 816494 bytes, O underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp_int_tap":

12409 packets 1input, 663503 bytes

12371 packets output, 643300 bytes

43 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

1 minute output rate 0 pkts/sec, 0 bytes/sec

1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec

5 minute output rate 0 pkts/sec, O bytes/sec

5 minute drop rate, 0 pkts/sec

Control Point Interface States:

Interface number is 7

Interface config status is active

Interface state is active

CSF6170-1#
capture nlp interface ?

<-- Same as in other devices
cplane Capture packets on controlplane interface
data-plane Capture packets on dataplane interface

nlp_int_tap Capture packets on nlp_int_tap interface

Available interfaces to Tisten:

eventing Name of interface Managementl/2
inside Name of interface Ethernetl/1
management Name of interface Managementl/1

CSF6170-1#

show asp table interfaces

<-- Same as 1in other devices

Soft-np interface "'nlp_int_tap' is up
context single_vf, nicnum 10, mtu 1500
vlan <None>, Not shared, seclvl 100

12409 packets input, 12371 packets output



<{froot>

in fd00:0:0:1::1

out fd00:0:0:1::1

in

in 169.254.1.0

fd00:0:0:1::

169.254.1.1

out 169.254.1.0

out 224.0.0.0

fEffoffffoffffoffffoe

flags 0x0

CSF6170-1#

show asp table routing

<-- Same as in other devices
route table timestamp: 37

255. 255. 255. 248

255. 255. 255. 255

255.255.255.248

240.0.0.0

ffcO::
ff00::

FEFFFEEF: FRFFFEFF: FEFF: FFFF FAFF:FFFF
FEFFFEFF: FEFFL FFFFL:
out 255.255.255.255 255.255.255.255

fEffoffffoffffoffff o ffffoffff -feffo-FOCFSA

nlp_int_tap

nlp_int_tap

nlp_int_tap

nlp_int_tap
out

nlp_int_tap

nlp_int_tap

nlp_int_tap

nlp_int_tap

nlp_int_tap

nlp_int_tap
nlp_int_tap

Firepower 4145 |J>s suvgd ASA: -

out fdo00:0:0:1:
out fe80::
out ff00::
Interface IP-Address OK?
I nt er nal - Dat a0/ 2 169.254.1.1

YES

asa#

show interface ip brief

Method Status

unset

up

Protocol

up



<#froot>

asa#

show controller

| nt ernal - Dat a0/ 2

ASA | PS/ VM | nternal Managenent Data Interface en_vtun rev00, port id 4102

Interface

I nternal -Data0/ 1

Major Configuration Parameters

Devi ce Nanme ©oen_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

wyolez FTD Iblo,s:

firewall#

show interface ip brief

IP-Address 0OK? Method Status Protocol
169.254.1.1 YES unset up up
firewall#

show controller

I nt ernal - Dat a0/ 1:



ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 12

Major Configuration Parameters

Devi ce Nanme ©oen_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

ASA IJbloys: *

<tfroot>

asav#

show interface ip brief

I nt ernal - Dat a0/ 0 169.254.1.1 YES unset up up

firewall#

show control |l er

| nt ernal - Dat a0/ 0

ASA | PS/ VM I nternal Management Data Interface en_vtun rev00, port id 4

Major Configuration Parameters

Devi ce Nane : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp



lJoulb 1J)issuvss:

Sop wessu Il e nip_int_tap |Js 9lzole wslole slgdss peodds sds lubes sl guss
péoné.

993l Jptiz UiPJ show asp table routing. swe wessu guslo IPv4 Jslgos [Joslole e
IUsIgdso IJos wepd IJluwe nlp_int_tap 9169.254.1.1/29 gg o9l IPV6 fd00:0:1::1/64.

9838l Jpg,z 1Jle, show controller. ]y 030 1Jslzod os 9lzoé Linux TUN/TAP (sJs 9zo
lJozss> TAP) 1Jpee9e9,6 s /dev/net/tun/tap_nlp.

lIJoz 8l pu uble o s
/dev/net/tun/tap_nlp os 9lzoé Loglbé Linux wewss eds souldsu IP IJeldsé:

IJluosh Ilog o0 wu9esded IJloe,ow (IP): 169.254.1.2/29 £ Js 1Jizos6 IUIB e, losé
9169.254.1.3/29 g Js |Jizoj6.

w295999J IPV6: FD00:0:1::2/64 £ Js 1Jizoj6 IJlb el oss 9FD00:0:1:3/64 £ Js Izojé
IJizoj6.

IJo2dd po Idizoss 1Bl osé sizoss FTD:
v_)L'leE_ FTD IUblo,s: °

<#root>

admin@firewall:~$

i p addr show dev tap_nlp

14:
tap_nlp

: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether 06:dd:c8:b9:e9:cc brd ff:ff:ff:ff:ff:ff

inet 169.254.1.2/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00:0:0:1::2/64 scope gl obal



valid_1ft forever preferred_1ft forever
inet6 fe80::4dd:c8ff:feb9:e9cc/64 scope 1link
valid_1ft forever preferred_1ft forever

2ol 1Jzplss 1Uley 6170: «

<{froot>

admin@CSF6170-1:~$

i p addr show dev tap_nlp

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether b2:5b:a0:bf:f6:69 brd ff:ff:ff:ff:ff:ff

inet 169.254.1.3/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fdo00:0:0:1::3/64 scope gl oba

valid_1ft forever preferred_1ft forever
inet6 fe80::b05b:a0ff:febf:f669/64 scope Tink
valid_1ft forever preferred_1ft forever

Jogds) Ilouold )6 1256 [Js Linac s @890 wble lJogvgsd voduss Bless wozse JJupd
eu e9d Idugzsoe JJgie wluwwesle gsulasu IP 1dpues) 1Ugluoé w9lgos TAP_NLP:

<tfroot>

admin@firewall:~$

ip rule show

0: from all lookup Tlocal

32765: from 169.254.1.2 | ookup 1



<-- For packets sourced from 169.254.1.2 (or .3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main
32767: from all lookup default

admin@firewall:~$

ip -6 rule show

0: from all lookup local

32765: from fd00:0:0:1::2 | ookup 1

<-- For packets sourced from xxxx::2 (or xxxx:3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main

admin@firewall:~$

ip route showtable 1

default via 169.254.1.1 dev tap_nlp

<-- Next hop for the default route in table 1 is 169.254.1.1 (Lina)

admin@firewall:~$

ip -6 route showtable 1

default via fd00:0:0:1::1 dev tap_nlp

metric 1024 pref medium <-- Next hop for the default route in table 1 is fd00:0:0:1::1 (Lina)

IJoulb 1J)ssuvss:

dus B9le> worse IPV4 9 IPVE Llve sup lole vee IJpush JJeie Idpumeps eu
eul9su 9lzos NLP_TAP s 2a9d IJegzso 1.

wzw9s luodhle IPV4 9 IPV6 oy 239d Idegzsoe 1 eds puwl Wo)luos pe eudlo IJgbgo »
IJoldss 1Uss suwpes |Js 9lzoes Lina nip_int_tap.

el 1Jg)peo sulb IJIdo sl

SwiS 03l e Iy pp) 9 lJodlb u@§bo Vs 2 2lJs pgodus:



e websd ldbLé gu) 9lzod IJoslole. ¢
op wpdsu IdbLé gu) 9lzod IJoslule.

~ pdlzbo: ould Jusubsy luolds pe psio "luwedsle slzole IUoslule Joglus” eJs FDM.
PU pUbY) LB IJuszse Sldedssu sldollb 1Uze: suvwo o3l Iduvsobsy wivlez FTD
lJesl) w9luwlos FMC pg b1)o g0y 9lzosd Idoslule.

op websd IUbLs gu) 9lzos IUuslole

Sued 03l e Idoedd pu IUywb pe)ysudlb IJodlb gJs FTD pg 03l wuvdsd wdluosd:

owpe bhe wyulez IULUwld Blis IJ,J:Ueé (FTD) w9luwlbsd 9256 Idezdpe FMC.1.
JI @925 s go) 9lzos Idwslule. 903l sgus luo swp luwegsle 9lzos 16 Jugds,2.
Jleuald s oble Ieustsd slduvuds 1ghese

<#root>
>
show net wor k managenent -dat a-i nterface
Physical Interface Name of the Interface <-- empty output indicates disabled feature

Op odosu £836 91238 £Js 1UIEJ pu 030 1Ups;le:3.

SNMP ¢ Js ASA Ig FTD.

9529 SSH |Js ASA Uluwegsle pdsgw Cisco SSH. s 1Jluosble 9.23 oo ASA
sldluosble IJizse: sop wpdse pdsuw Cisco SSH ol spdy welbsdo.

90u29d SSH [Js FTD g, glzole Idoslule. *

9029J HTTPS g, slzoé IJuslole gJs FTD 1Jesl, wsluwlos FDM.

Swp wdysu IJodlb IUzje Vs gpse ullb IUIJo@lb 4.

o ywdJo 9les pu Iduwlod 35 Jwps SI0r $298 prosu nat Bless gvddoe odllssl. eds
zove psslo ldpolws/deyyosdedlo wgoduwd §gles nat.

03l peld 18)lz pg Lo Boles NAT 39l JUsoed IUs FTD SSH e, slzos ldouslole:

<tfroot>



firewall#

show nat detai

Manual NAT Policies Implicit (Section 0)
1 (nTp_int_tap) to (inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static O
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: ssh Mapped: ssh

2 (nTp_int_tap) to (inside) source static nlp_server__ssh_::_intf3 interface ipv6 destination static O
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: ssh Mapped: ssh

3 (nlp_int_tap) to (inside) source dynamic nlp_client_0_0.0.0.0_6proto22_intf3 interface destination s

translate_hits = 0, untranslate_hits =0

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Origin: tcp destination eq ssh , Translated: tcp destination eq ssh



4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_::_6proto22_intf3 interface ipv6 destinat
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl at ed:

Destination - Oigin: ::/0, Translated: ::/0

Service - Origin: tcp destination eq ssh , Translated: tcp destination eq ssh

N LUlpbs: s 21Us louold SSH o ASA pg Cisco SSH stack cop chzed pods 10sz0s po
22 |Js 4122.

S8 03l e wslus 1ok pe) 9ldedele vibe:

0S (LINUX)

6

8
Data nlp_int_tap: tap_nlp:

fd00:0:0:1::1/64 fd00:0:0:1::[2-3]/64 4

3

fe )

6
7
terfac D ® 165.254.1.1/29 169.254.1.12-3)/29 & - SNMP
-

5

2

tbsle IJoz 8y (spdu obos@ol eds ldpsslo [Jp3de 6 gulodl):

odbs IIJedlb - p3gd TCP ublp yulo J SSH ey IP 192.0.2.2 | IP 192.0.2.1 gJs1.
psule 22. 1P 192.0.2.1 09 sl IUslzos 1UslJsé:

<#root>

firewall#

show run ssh

ssh 0.0.0.0 0.0.0.0 inside
ssh ::/0 inside

firewall#



show i p

System IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0

i nsi de

192.0.2.1

255.255.255.0 manual

Current IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0

i nsi de 192.0.2.1

255.255.255.0 manual

firewall#

show capture

capture capi type raw-data trace interface inside [Capturing - 218 bytes]
match tcp any any

capture nlp type raw-data trace interface nlp_int_tap [Capturing - 218 bytes]
match tcp any any

firewall#

show capture capi

1 packets captured
1:

19:52:27. 776830 192.0.2.2.22420 > 192.0.2.1. 22

: S 240217016:240217016(0) win 8192

2. subsy wout IIJodlb lJs Bless NAT pbluds oomze eusle IP JJszoes po 192.0.2.1 |Us IP
169.254.1.2. 9529d IJzip 1Js 9lzos pgsz NLP_INT_TAP:

<ffroot>

firewall#



nat

show capture capi trace packet-nunber 1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 22936 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 22936 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

Elapsed time: 11224 ns
Config:

(nlp_int_tap,inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static

<-- matching NAT rule
Additional Information:

NAT divert to egress interface nlp_int_tap(vrfid:O0)

<-- Egress interface is nlp_int_tap

Untranslate 192.0.2.1/22 to 169.254.1.2/22

<-- Destination address was translated to 169.254.1.2

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

Elapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 169.254.1.2 using egress ifc nlp_int_tap(vrfid:0)

<-- next hop is the nlp_int_tap with IP 169.254.1.2

Phase: 16
Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop IP address to MAC

0_0.0.



Result: ALLOW

ETapsed time: 2440 ns
Config:

Additional Information:

Found adj acency entry for Next-hop 169.254.1.2 on interface nlp_int_tap

Adjacency :Active
MAC address 06dd. c8b9.e9cc hits 1 reference 1

<-- next hop MAC address

Phase: 17

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 8296 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:O0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-Tline-status: up
Action: allow

Time Taken: 191292 ns

3. Capture Point - scp huwld 1dz506 3o 1dpowds IP 169.254.1.2 1J e85 22 oo gJIJ 9lz06
nlp_int_tap:

<#root>

firewall#

show capture nlp

1 packets captured
1: 19:52:27.776998



192.0.2.2.22420 > 169.254.1.2.22

1 S 1456431278:1456431278(0) win 8192

4. u9bo IJIJo @l - swp luvaedle 1Jze6 3o 1Jeuwds 169.254.1.2 oy IP 1J9zos 22 gJs 9lzoes
OS tap_nlp:

<ffroot>

admin@firewall:~$

sudo tcpdunp -n -i tap_nlp tcp

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27. 796029 | P 192.0. 2. 2. 22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, length O

5. suwope wolpr SSH eds IJpuds 22 9suwadpe 2pd SYN sseldzo:

<#root>
admin@firewall:~$
sudo netstat -pan | grep :22
Password:
tcp 0 0 0.0.0.0:22 0.0.0.0:* LI STEN 6026/ sshd: /usr/sbhi
tcpb 0 0:::22 i LI STEN 6026/ sshd: /usr/sbhi

6-;5;_9_9,0 w9939 SSH y!()ulbh: PO SYN ACK.

7.Capture Point - sep gl 2506 ACK pg puos) IP 169.254.1.2 ped3 22 9¢lss IP 192.0.2.2
IJs ¢hz 9lzo TAP_nlp:



<ffroot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp tcp

Password:
HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, Tlink-type EN1OMB (Ethernet), capture size 262144 bytes
19:52:27.796029 IP 192.0.2.2.22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, Tength 0

19:52:27.796112 | P 169.254.1.2.22 > 192.0.2.2.22420: Flags [S.], seq 2122129677, ack 1456431279, wi n 64:

8. Capture Point - swpe oJds 2506 ACK pg IJp o, IP 169.254.1.2 1Upe083 22 98 u9lu IP
JJ9gos 192.0.2.2 gJs 9lzos Lina NLP_INT_TAP:

<#root>
firewall#
show capture nlp
2 packets captured
1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192
2: 19:52:27. 777776 169.254.1.2.22 > 192.0. 2.2.22420: S 2122129677:2122129677(0) ack 1456431279

: 9. wwp pelded 256 ACK 030 oo SYN Jzje pu IJlouold 1dpsz9sldpuuil 1Uss s@9e eJs
luwluwoe pzyd Lina colbousd 8lexs NAT IJgduwss Joygpd puod) 1Jeies pu IP 169.254.1.2 |Js
IP IJslgds 192.0.2.1 965235 WO 1UsIgd J9lzos pg)z. Vs zldo louold SSH o ASA pg pdsw
Cisco SSH: wwp wyzed Ideuds Idpuos) po 4122 j29el |Us 22:

<{froot>

firewall#

show capture nlp trace packet-nunber 2

2 packets captured



1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2: 19:52:27.777776 169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 2196 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 2196 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 2928 ns
Config:

Additional Information:

Found flow with id 239305, using existing flow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

Elapsed time: 10736 ns

Config:

Additional Information:

Found next-hop 192.0.2.2 using egress ifc inside(vrfid:0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW



<{froot>

Elapsed time: 1952 ns
Config:
Additional Information:

Found adj acency entry for Next-hop 192.0.2.2 on interface inside

Adj acency : Active

MAC addr ess 0000. 0000. 1234 hits O reference 1

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 10736 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:O0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-Tine-status: up
Action: allow

Time Taken: 30744 ns

10. Capture Point - oo, J 1Jg;e6 1Jglzod 1UsIgJss w9 1U9gos:

firewall#

show capture capi

2 packets captured



1: 19:52:27.776830 192.0.2.2.22420 > 192.0.2.1.22: S 240217016:240217016(0) win 8192

2: 19:52:27.777807 192.0.2.1.22 > 192.0. 2. 2. 22420: S 2835714564: 2835714564(0) ack 240217017 wir

wp wedsu ldbLé gu) 9lgod IJoslule

IS elds wpdsu IUbLs gw) 9lzes Idoslule Bs wyolez IULuwld Blis§ IJgu,e6 (FTD) 1Jpesl
w9luwlos FMC. wes e o030 IJogss)le odilssl:

Vs CLISH: IJw9lwé Il el oss os 9lzod Idwslole. odsy Idewlys Il el oss eds.
puwe9s OS guy TAP_NLP g 1Jluily6 [Js 1Ugbb9s IJeldss [Js Lina IP 169.254.1.1:

<tfroot>

show net wor k managenent -dat a-i nterface

Physical Interface Name of the Interface
Et hernet 1/ 2 i nsi de
>

show net wor k

[ System Information ]

Hostname : FPR1150-2
DNS from router : enabled
Management port : 8305

| Pv4 Default route

Gat eway . data-interfaces



[ management0 ]

Admin State : enabled

Admin Speed : 1lgbps

Operation Speed : 1lgbps

Link Toup

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 4C:E1:75:DD:89:00
—————————————————————— [ IPv4 J--——--— oo ——
Configuration : Manual

Address 1 192.0.2.29

Netmask 1 255.255.255.0
—————————————————————— [ IPv6 J----—===—=———— = ——
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces |]======

DNS Servers

I nterfaces : Ethernetl/2

[ Ethernetl/2 ]

State : Enabl ed
Li nk : Up
Name . inside

MruU : 1500



MAC Addr ess . 4C. E1: 75: DD: 89: 25

---------------------- [ IPV4 Jommmmmmmmma e
Configuration : Manual

Addr ess : 198.51.100. 254

Net mask : 255.255.255.0

CGat eway :198.51.100.1
—————————————————————— [ IPV6 J------=-=-—mmm -
Configuration : Disabled

admin@firewall:~$

ip route show default

default via 169.254.1.1 dev tap_nlp

elss ol s92> eds Lina puwl) lWe,luos wp wdssue pu gdlJ 9lzed IJuslule - 03l 092.

<ffroot>

wdssu Idpgwoepe IUss wp wuise pu FMC:

firewall#

show rout e

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN



i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Tevel-2
ia - IS-IS 1inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [2/0] via 198.51.100.1, inside
C 198.51.100.0 255.255.255.0 is directly connected, 1inside
L 198. 51. 100. 254 255. 255. 255. 255 is directly connected, inside

B sdsd Lina: wp wouse @sles NAT o060 Jpowss sfTunnel 8305 JJJ oo 25 IPV4 93.
IPVB. 9o ldluolds [Js 3Jd: Jduwele wlJlouold po oble Idogvésd s Iduvodle
IJghesé: sop odosu vosw ssulpsds Jeolasu IPv4 9 IPVE 1Jgl oo wlzos wble

lJouvgsd TAP_NLP go; 9lzod [dosluole.

<{froot>

firewall#

show nat detai

Manual NAT Policies Implicit (Section 0)
1 (nlp_int_tap) to (inside) source static nlp_server__sftunnel_0.0.0.0_intf3 interface destination sta
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.3/32, Translated: 198.51. 100. 254/ 24

Destination - Oigin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nlp_int_tap) to (inside) source static nlp_server__sftunnel_::_intf3 interface ipv6 destination sta
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:

Destination - Oigin: ::/0, Translated: ::/0



Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nTp_int_tap) to (inside) source dynamic nlp_client_0_intf3 interface
translate_hits = 64, untranslate_hits = 0

Source - Oigin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

<-- Dynamic IPv4 PAT on inside interface

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_intf3 interface 1ipv6
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd0O0:0:0:1::3/128, Transl at ed:

<-- Dynamic IPv6 PAT on 1inside interface

S8 03l e wslus 1ok pe) 9ldedele vibe:

0S (LINUX)

0.0.0.0/0 via 169.254.1.1
1

> : 2
Data " nlp_int_tap: tap_nlp:

DNS |[RADIUS
LINA/ASA O 169.254.1.1/20 169.254.1.[2-3/20 @& RADIUS HTIP otheros

traffic

interface g d00:0:0:1::1/64 £d00:0:0:1::[2-3)/64 NTP | LDAP  HTIPS

9

(o]

tbgle IJQ@Q&E(QS.._S o3l IJpeld: gbgle [Jez 8y os Jeyds o9y NTP. subod v ldpub
eds ks 2096 pi9) oo gu wble IJogvésd: wpl O 3JI IJesgsuo el IUs 3JY):

S99p £pSd NTP Cluuble 2506 p9zod Jeuglu IP Jgbe NTP IJghzs:1.

<tfroot>

admin@firewall:~$

sudo ntpq -pn

Password:
remote refid st t when poll reach delay offset jitter



*192.0.2.222 192.0.2.111 2u 31 64 377 27.540 +0. 104 0. 105

127.127.1.1 .LOCL. 10 1 1093 64 0 0.000 +0.000 0.000

U puby) OS: wdgy IJgbys IJoldss gw) 9lzos tap_nlp wluwegsle udw 9lzos IP 169.254.1.3
Jewslo IJpuos):

<#root>
admin@firewall:~$
ip route get 192.0.2.222
192.0.2.222 via 169.254.1.1 dev tap_nlp src 169.254.1.3 uid 101
cache
0Bbs IUIJedlb - sep buwld IJzieé o0 lzoé TAP_NLP:2.
<#root>

admin@firewall:~$

sudo tcpdunp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP

169. 254.1.3.123 > 192.0.2.222.123

: NTPv4, Client, Tength 48

udbé IUlJodlb - ouod 1Jz)ed |Js 9lgos LINA NLP_TAP_INTERFACE:3.

<{froot>



<#root>

firewall#

show capture

capture nlp type rawdata trace interface nlp_int_tap

[Capturing - 10600 bytes]

mat ch udp any any eq ntp

firewall#

show capture nlp

96 packets captured
3: 22:39:59.726112

169. 254.1.3.123 > 192.0.2.222.123

udp 48

lowoobl lds vew Idpusl)c seas Lina lslgd Jolzos pgrz we sbou@ Slesé PAT4.
ssulpsdss lJos wgs) suslu IP Jpues) [Jgied po 169.254.1.3 [Js suglo IP Jglzod

3: 22:39:59.726112

lJoslole:

firewall#

show capture nlp trace packet-nunber 3

96 packets captured

169.254.1.3.123 > 192.0.2.222.123: udp 48

Phase: 1

Type: CAPTURE
Subtype:

Result: ALLOW

ETapsed time: 4608 ns
Config:



Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 4608 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 24576 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:O0)

Phase: 6

Type: NAT

Subtype:

Result: ALLOW
ETapsed time: 853 ns
Config:

nat (nlp_int_tap,inside) source dynanmic nlp_client_O_intf3 interface

Additional Information:

Dynamic translate 169.254.1.3/123 to 198.51. 100. 254/ 58840

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 8192 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:O0)

Phase: 14
Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop IP address to MAC



Result: ALLOW

ETapsed time: 3072 ns
Config:

Additional Information:

Found adj acency entry for Next-hop 198.51.100.1 on interface inside

Adjacency :Active

MAC address c02c. 1782. 2cbf hits 5 reference 3

Phase: 15

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 11264 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:O0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-Tline-status: up
Action: allow

Time Taken: 173567 ns

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Tevel-2

ia - IS-IS 1inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside



C 198.51.100.0 255.255.255.0 is directly connected, 1inside
L 198.51.100.254 255.255.255.255 1is directly connected, inside

Capture Point - swp huwld 1Jgied gu) 9lgod 1UE,92:5.

<{froot>

1. 22:39:59.726387

<{froot>

1: 22:39:59.726387

2: 22:39:59. 756796

firewall#

show capture capi

112 packets captured

198. 51. 100. 254. 58840 > 192.0.2.222.123: udp 48

Capture Point - s, uud ¢l>p NTP 25,06 ,5:6.

firewal1#

show capt ure capi

112 packets captured
198.51.100.254.58840 > 192.0.2.222.123: udp 48

192.0.2.222.123 > 198.51. 100. 254. 58840: udp 48

seldz Lina 1) Jgje pu Idlouoldle 1Jedgwws 9sbod NAT Idedws. luwoobl |Js 0307.
lJped9plo: wwp wyged IU9zos |Js 169.254.1.3: 99lz06 1Jpe e os nlp_int_tap:

<{froot>

2: 22:39:59. 756796

firewall#

show capture capi trace packet-nunber 2

120 packets captured

192.0.2.222.123 > 198.51. 100. 254. 58840: udp 48



Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 6144 ns
Config:

Additional Information:

Found flow with id 1226, using existing flow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

Elapsed time: 11264 ns

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 3072 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 169.254.1.3 on interface nlp_int_tap

Adjacency :Active

MAC address 9641.fdd8. 1038 hits 4159 reference 4

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 17920 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:O0)



input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-Tline-status: up
Action: allow

Time Taken: 47104 nsw

0db6 1UIJeGIb - soe Luwld 256 13 £y 9lzos NLP_INT_TAP:8.

<{froot>

firewall#

show capture nlp

132 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

4: 22:39:59. 756903 192.0.2.222.123 > 169.254.1.3.123: udp 48

uldbé IUIJodlb - ouod 2ipd lebé IJogvesd eds 9lgos TAP_NLP Juble [Jovgsd:O.

<{froot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP 169.254.1.3.123 > 192.0.2.222.123: NTPv4, Client, length 48

22:39:59.759683 | P 192.0.2.222.123 > 169.254. 1. 3. 123: NTPv4, Server, length 48

Sup luwwodld 256 1) 9peldewol woluvbé gosd NTP.10.



pdéuo

oo, 9lzos OS /dev/net/tun/tap_nip J NLP_INT_TAP s Lina. IUg o pu 030 1J9lz06 09 &9,
lJlouold oso LINA guble IJogvgsd. owp b 030 [Uglzod pe 99le> NAT IJplbdyw 6 wdilissl
w9luwlod IJoyulez 9dl wobdo s wigd pu ldpuweesp.
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